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Preface

About This Guide

Audience

7210 SAS D,

This guide describes subscriber services, and ririgagupport provided by the 7210 SAS-D, E, K
presents examples to configure and implement vanpoatocols and services.

On 7210 SAS devices, not all the CLI commands apparted on all the platforms and in all the
modes. In many cases, the CLI commands are medtiexmicitly in this document. In other
cases, it is implied and easy to know the CLlIs &natnot supported on a particular platform.

NOTE: 7210 SAS-E, 7210 SAS-D, and 7210 SAS-K operateoess-uplink mode by default.
No explicit user configuration is needed for this.

This document is organized into functional chapgerd provides concepts and descriptions of the
implementation flow, as well as Command Line Irdeg (CLI) syntax and command usage.

This manual is intended for network administrateh® are responsible for configuring the 7210
SAS-D, E, K. Itis assumed that the network adntiaters have an understanding of networking
principles and configurations. Protocols, standaaids services described in this manual include
the following:

e CLI concepts

» Subscriber services

e Service mirroring

e Operation, Administration and Maintenance (OAMgmgtions

E, K OS Services Guide Page 13



Preface

List of Technical Publications

The 7210 SAS-D, E, K OS documentation set is comgpas the following books:

e 7210 SAS-D, E, K OS OS Basic System ConfiguraGarnde
This guide describes basic system configurationisogerations.
e 7210 SAS-D, E, K OS System Management Guide

This guide describes system security and accedmguaations as well as event
logging and accounting logs.

e 7210 SAS-D, E, K OS Interface Configuration Guide

This guide describes card, Media Dependent AdgMBxA), link aggregation group
(LAG), and port provisioning.

e 7210 SAS-D, E, K OS Router Configuration Guide

This guide describes logical IP routing interfaaed associated attributes such as an
IP address, port, as well as IP and MAC-basedifilge

e 7210 SAS-D, E, KOS OS Routing Protocols Guide

This guide provides an overview of routing conceptd provides configuration
examples for route policies.

e 7210 SAS-D, E, K OS Services Guide

This guide describes how to configure service patars such as customer
information and user services.

e 7210 SAS-D, E, K OS OS OAM and Diagnostic Guide

This guide describes how to configure features sscbervice mirroring and
Operations, Administration and Management (OAM)go0

e 7210 SAS-D, E, K OSQuality of Service Guide
This guide describes how to configure Quality o8 (QoS) policy management.

Page 14 7210 SAS D, E, K OS Services
Guide
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Technical Support

If you purchased a service agreement for your 248-series router and related products from a
distributor or authorized reseller, contact theéntecal support staff for that distributor or resell
for assistance. If you purchased an Alcatel-Lusentice agreement, contact your welcome

center:
Web: http://www.alcatel-lucent.com/wps/portal/sugpo
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Getting Started

In This Chapter

This book provides process flow information to dgafe provision services.

Alcatel-Lucent 7210 SAS Services Configuration Proc  ess

Table llists the tasks necessary to configure subscsidetices and configure mirroring.
This guide is presented in an overall logical cgmfation flow. Each section describes a software
area and provides CLI syntax and command usagentiigcire parameters for a functional area.

Table 1: Configuration Process

Area Task Chapter
Subscribers Subscriber services
Global entities Configuring Global Service Entities with CLI on g7
VLL services Ethernet Pipe (Epipe) Services on page 98
VPLS service Virtual Private LAN Service on page 161
IES service Internet Enhanced Service on page 233
Reference List of IEEE, IETF, and otherStandards and Protocol Support on page 485

proprietary entities.

7210 SAS D, E, K OS Services Guide Page 17
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Services Command Reference

In This Chapter

This chapter provides the command reference taahé 7210 SAS services.

Topics include:

e Global Services Commands
e Service Configuration Commands

- VPLS Service Configuration Commands on page 238
- |ES Service Configuration Commands on page 323

7210 SAS D, E, K OS Services Guide Page 19
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SERVICES OVERVIEW

In This Section

This section provides an overview of the 7210 SA&Series subscriber services, service model
and service entities. Additional details on theividial subscriber services can be found in
subsequent chapters.

Topics in this section include:

e Introduction on page 22

- Service Types on page 23

- Service Policies on page 24
« Alcatel-Lucent Service Model on page 25
* Service Entities on page 26

- Customers on page 27

- Service Access Points (SAPs) on page 27
e Service Creation Process Overview on page 54
* Deploying and Provisioning Services on page 55
« Configuration Notes on page 56

7210 SAS D, E, K OS Services Guide Page 21



Introduction

Introduction

Page 22

A service is a globally unique entity that refeysattype of connectivity service for either Intdrne
or VPN connectivity. Each service is uniquely idBed by a service ID and an optional service
name within a service area. The 7210 SAS-Seriagcgamodel uses logical service entities to
construct a service. In the service model, logieaVice entities provide a uniform, service-centric
configuration, management, and billing model fawas provisioning.

In the 7210 SAS-Series, services can provide Lajmidged service between a service access
point (SAP) and another service access point (@ SAvhere traffic enters and exits the service)
on the same (local) router

7210 SAS D, E, K OS Services Guide



Services

Service Types

The 7210 SAS-D, E, K offers the following typessobscriber services which are described in
more detail in the referenced chapters:
e Virtual Leased Line (VLL) services:

- Ethernet pipe (Epipe) — A Layer 2 point-to-point Vkervice for Ethernet frames.
SeeEthernet Pipe (Epipe) Services on page 98

e Virtual Private LAN Service (VPLS) — A Layer 2 ntigloint-to-multipoint VPNbridging
service or VPN (using QinQ uplinks).Seetual Private LAN Service on page 161

7210 SAS D, E, K OS Services Guide Page 23



Introduction

Service Policies

Common to all 7210 SAS-Series connectivity servarespolicies that are assigned to the service.
Policies are defined at a global level and theriagpo a service on the router. Policies are used
to define 7210 SAS-Series service enhancementstyplas of policies that are common to all
7210 SAS-Series connectivity services are:

Page 24

SAP Quality of Service (QoS) policies which alléov different classes of traffic within a
service at SAP ingress.

SAP Quality of Service (QoS) policies allow di#ert classes of traffic within a service at
SAP ingress. Access egress QoS policies allowrdififtal treatment of various traffic
classes within a service (SAPs) which exists irgress port.

QoS ingress and egress policies determine the Qadateristics for a SAP. A QoS
ingress policy applied to a SAP specifies the numobeneters, meter characteristics (such
as forwarding class, committed, and peak infornmatades, etc.) and the mapping of
traffic to a forwarding class. A QoS egress poliefines the queue characteristics (such
as CBS, CIR, PIR). A QoS policy must be createdteeit can be applied to a SAP. A
single ingressQoS policy can be associated witAR 8 single access egress QoS policy
can be associated with a port.

Filter policies allow selective blocking of traffmatching criteria from ingressing or
egressing a SAP.

Filter policies, also referred to as access cofigtd (ACLS), control the traffic allowed in
or out of a SAP based on MAC or IP match critefissociating a filter policy on a SAP is
optional. Filter policies are identified by a unéfilter policy ID. A filter policy must be
created before it can be applied to a SAP. A siimgleess and single egress filter policy
can be associated with a SAP.

Scheduler policies define the operating paraméseish as scheduling algorithm, weights
per priority). Depending on the platform, theseeitker associated with SAPs or physical
ports.

Accounting policies define how to count the traffisage for a service for billing
purposes.

The routers provide a comprehensive set of semnédlzed counters. Accounting data can
be collected on a per-service, per-forwarding diesss, which enables network operators
to accurately measure network usage and bill eastomer for each individual service
using any of a number of different billing models.

7210 SAS D, E, K OS Services Guide



Services

Alcatel-Lucent Service Model

In the Alcatel-Lucent service model, the servicgeetbuters are deployed at the provider edge.
Services are provisioned on the service routerdramdported across an IP and/or IP/MPLS
provider core network in encapsulation tunnelstegtasing generic router encapsulation MPLS
label switched paths (LSPs). 7210 SAS-D, E, K suppaly QinQ and Dotlq Layer 2 uplinks,
which are used to transport the services to theigeo edge in a hierarchal configuration. The
7210 SAS-D, E, K do not support transport tunniedd tise MPLS LSPs or GRE SDPs.

The service model uses logical service entitiesottstruct a service. The logical service entities
are designed to provide a uniform, service-cemitfiguration, management, and billing model
for service provisioning. Some benefits of thisvggs-centric design include:

« Many services can be bound to a single customer.

* QoS policies, filter policies, and accounting pis are applied to each service instead of
correlating parameters and statistics from portusiomers to services.

Service provisioning uses logical entities to psiui a service where additional properties can be
configured for bandwidth provisioning, QoS, seaufiltering, accounting/billing to the
appropriate entity.

7210 SAS D, E, K OS Services Guide Page 25



Service Entities

Service Entities

The basic logical entities in the service modebuseconstruct a service are:

e Customergsee page 27)
e Service Access Points (SARsEe page 27)
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Services

Customers

The terms customers and subscribers are used syloosly. The most basic required entity is the
customer ID value which is assigned when the cust@ocount is created. To provision a service,
a customer ID must be associated with the servitieeaime of service creation.

Service Access Points (SAPSs)

Each subscriber service type is configured witleast one service access point (SAP). A SAP
identifies the customer interface point for a segwdn an Alcatel-Lucent routdfigure 2. The
SAP configuration requires that slot, MDA, and gaformation be specified. The slot, MDA,
and port parameters must be configured prior teipianing a service (see ti@ards, MDAs, and
Portssections of the 7210 SAS OS Interface ConfiguraGalide).

A SAP is a local entity to the router and is uniguidentified by:

e The physical Ethernet port

e The encapsulation type

e The encapsulation identifier (ID)
Depending on the encapsulation, a physical porheae more than one SAP associated with it.
SAPs can only be created on ports designated assator “access uplink” in the physical port

configuration. SAPs can be created on ports detdgres core facing “access uplink” ports. These
ports have a different set of features enabledftware.

SAP
Customer _
ot :: M| 3/1/6 | Cust-27 |

dot1q

Service SDP IP/MPLS Network
Customer j‘> 28/2/2
27 dot1q
ALA-A

0S8S5G002

Figure 1: Service Access Point (SAP) for 7210 SAS ¢ onfigured in Network Mode
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SAP
Cuségmer :> 1/1/6 |Cust-27|
dot1q
Service SAP IP/MPLS Network
Customer :> 18/?‘;
2 dot1q
ALA-A

0SSG002A

Figure 2: Multiple SAPs in a service using QinQ upl  inks in 7210 SAS configured in access-uplink mode

SAP Encapsulation Types and Identifiers

The encapsulation type is an access property efvace Ethernet port. The appropriate
encapsulation type for the port depends on theirements to support multiple services on a
single port on the associated SAP and the capabibif the downstream equipment connected to
the port. For example, a port can be tagged wiBEHB02.1Q (referred to as dotlq) encapsulation
in which each individual tag can be identified watlservice. A SAP is created on a given port by
identifying the service with a specific encapswatiD.

Ethernet Encapsulations

Page 28

The following lists encapsulation service optiomskihernet ports:

* Null — Supports a single service on the port. &ample, where a single customer with a
single service customer edge (CE) device is atthth¢he port. The encapsulation ID is
always 0 (zero).

» Dotlg — Supports multiple services for one custooreservices for multiple customers
(Figure 3. For example, the port is connected to a customerwants multiple services.
The encapsulation ID used to distinguish an indigidservice is the VLAN ID in the
IEEE 802.1Q header.

*« QinQ — The QinQ encapsulation type adds a IEEEBD2ag to the 802.1Q tagged
packets entering the network to expand the VLANcsday tagging tagged packets,
producing a double tagged frame. On the 7210 SAQHED encapsulation is supported
only on access uplink ports.
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The following lists encapsulation service optiomskihernet access uplink ports:

*  QinQ — The QinQ encapsulation type adds a IEEEBD2ag to the 802.1Q tagged
packets entering the network to expand the VLANcsday tagging tagged packets,

producing a double tagged frame. On the 7210 SAQHED encapsulation is supported

only on access uplink ports.

SAP
Cus;c;mer :} 1/1/6 |Cust-27|

dot1q

QinQ

Service uplink IP/MPLS Network

SAP
Customer :> 13/?‘/2

27 dot1q 7210

ALA-A

055G002-7210

Figure 3: Multiple SAPs on a Single Port

Services and SAP Encapsulations

Table 3lists the service and SAP Encapsulation infornmet@y Ethernet ports:

Table 2: Service and Encapsulation

Port Type Encapsulation 7210 SAS Platforms
Support
Ethernet Null 7210 SAS-E,D,K
Ethernet Dotlq 7210 SAS-E,.D,K
Ethernet QinQ 7210 SAS-D,K

Table 3lists the service and SAP Encapsulation infornmatay Ethernet access uplink ports.
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Table 3: Port Type and Encapsulation

Port Type Encapsulation

Ethernet access uplink QinQ
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Default SAP on a Dotlq Port

This feature introduces default SAP functionality@otlg-encapsulated ports. On a dotlg-
encapsulated port where a default SAP is configuatkghackets with g-tags not matching any
explicitly defined SAPs will be assigned to thisF’SASAPs with default Dotlqg encapsulation are
supported in VPLS and Epipe services. Dotlq DefaAR are not supported in VPRNS. In this
context, the character “*” indicates default whinleans allow through. The default SAP also
accepts untagged or priority tagged packets. AulleSAP must be configured explicitly. When a
default SAP is not configured explicitly, packets matching any explicitly defined SAPs will be
dropped.

One of the applications where this feature canppdi@able is an access connection of a customer
who uses the whole port to access Layer 2 servidesinternal VLAN tags are transparent to the
service provider. This can be provided by a nutlagsulated port.

In this type of environment, logically two SAPs stxia management SAP and a service SAP. The
management SAP can be created by specifying a VtagNvhich is reserved to manage the CPE.
The service SAP covers all other VLANs and behagea SAP on a null-encapsulated port.

There a few constraints related for the use oflde®AP on a Dotlg-encapsulated port:

e This type of SAP is supported only on VPLS andpgpservices and cannot be created in
IES services as it cannot preserve VLAN tag marking

e For VPLS SAPs with STP enabled, STP listens tagmeéd and null-tagged BPDUs only.
All other tagged BPDUSs are forwarded like othertooger packets. This is the same
behavior as null-encapsulated ports.

* IGMP snooping is not supported on a default SA#s Would require remembering
VLAN tags per hosts. By not allowing IGMP snoopirfghis SAP, all IGMP packets will
be transparently forwarded.

Default SAPs on a QinQ Port

Default QinQ SAPs (notation - *.*) are used in ripgrts to avoid the need to configure services
on all the intermediate nodes in the ring whichteaiasiting the service. Default QinQ SAPs
matches all VLAN tagged traffic which is not cldaxd into any other SAP configured on the
same port. Only one EPIPE service with default Q8%s is needed for transit service traffic on
access-uplink ports. Default QinQ SAPs are alloalgt on access-uplink ports and access ports.
It can co-exist with 0.* SAP on an access-uplinlaocess port. A default QinQ SAP accepts only
tagged packets. Untagged packets or priority taggettets are not accepted on Default QinQ
SAPs.

When an EPIPE service With default QinQ SAPs orrithgg ports is used for transit traffic in a
ring deployment, no protection mechanism (examPlE? or G.8032) is supported for Default
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QinQ SAPs. The upstream or head-end node on whéekdrvice originates must ensure the
correct path on the ring is selected using eith80@2 or STP. When a VPLS service with default
QinQ SAPs on the ring ports is used for transffitran a ring deployment, users can use either
G8032 or M-VPLS with xSTP for ring protection. Whesing G8032, the state of the default
QIinQ SAPs in the VPLS service can be managed @ss#parate G8032 control instance.
NOTE: G8032 control instance cannot use Default QinQ SAP

Default QinQ SAP is available for use only in an#P and a VPLS service created with svc-sap-
type parameter set to "null-star". Default QinQ S be configured along with other SAPs
allowed in the same service (that is, service wittrsap-type parameter set to "null-star").

Following features are available for use with D#f&QinQ SAPs configured in EPIPE and VPLS
service (unless explicitly specified, below lisfedtures are applicable for both EPIPE and VPLS
service):

For Default QinQ SAPs on either access ports cesgaplink ports:

 MAC learning and aging is available for use in RS service

* Per SAP MAC limit is available for use in a VPL&dce

« Mac-move detection and Mac-pinning is availableuse in a VPLS service

» Discard-unknown and discard-unknown-source islalibd for use in a VPLS service
« ETH-CFM and Y.1731 is not available for use

e STP (and all its different flavors) cannot be dedhn the service with Default QinQ
SAPs

«  MVPLS with xXSTP can be used for loop preventione Default QinQ SAPs inherit the
state from the associated MVPLS instance.

e (.8032 control instance cannot be configured ser@ice with Default QinQ SAP

e (G8032 can be used for loop prevention in ring dgmlents, where the Default QinQ
SAPs are configured on the ring ports in a VPLSiser A separate G8032 control
instances needs to be configured for use on tlgepants and the service with Default
QIinQ ports needs to be associated with this G8@8& @l instance

* IGMP snooping is not available for use
* L2PT and BPDU translation is not available for use
e |IP interface in a VPLS service is not supported Bervice using this SAP

For Default QinQ SAPs created on Access-uplink:Port

* Ingress gos policy applied on an access uplinkipavailable for classification and
policing on ingress.

» Egress qos policy applied on an access uplinkip@vailable for egress queue shaping,
scheduling and marking.
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e SAP Ingress ACLs are available for use
e« SAP Egress ACLs are not available for use
e SAP Ingress received count and SAP Egress forwlazdant are available for use
(appropriate accounting records can be used)
For Default QinQ SAPs created on access ports:

e SAP ingress gos policy is available for use

» [Egress qos policy applied on an access port isada for egress shaping, scheduling and
marking.

e SAP Ingress ACLs are available for use
e SAP egress ACLs are not available for use

* SAP Ingress Meter counters, SAP Ingress receivedtcand SAP Egress forwarded
counter are available for use (appropriate accogmgcords can be used)
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Configuration Notes for use of Default QinQ SAPs fo  r transit service in a

ring deployment

If an Epipe service is used with Default QinQ SAisthe ring ports for transit service in
a ring deployment, no protection mechanism is abél for the transit service (that is,
Epipe service with the Default QinQ SAPs on ringtpp Both Epipe and VPLS services
which are originating on different nodes in thegroan use the transit service. Protection/
Loop-detection mechanisms can be implemented f&rS/gervice configured in the ring
nodes, by using MVPLS with xXSTP on the nodes whisee/PLS service is configured.
No protection mechanisms are available for use &jilpe services on the node that
originates the service.

If a VPLS service is used with Default QinQ SARstbe ring ports for transit service in a
ring deployment, either MVPLS/XSTP or G8032 carubed to protect the transit service
(that is, VPLS service with the Default QinQ SARsring ports). In this case, VPLS
service which are originating on different nodesghia ring and use the transit VPLS
service are also protected. Epipe services whiglbaginating on different nodes in the
ring cannot use the transit VPLS service.

When using VPLS service with Default QinQ SAPstfansit service with either G8032
or MVPLS with xSTP configured for protection, loadtancing of the traffic based on the
VLAN IDs is not possible. If load-balancing is destl then it is better to use Epipe service
with Default QinQ SAPs as the transit service.

SAP Configuration Considerations (applicable for ac cess-uplink mode)

Page 34

When configuring a SAP, consider the following:

A SAP is a local entity and only locally uniqueagiven device. The same SAP ID value
can be used on another 7210 SAS-Series.

On 7210 SAS-D and 7210 SAS-E, a physical portraue only one SAP to be part of one
service. Multiple SAPS can be defined over a ptalort but each of these SAPs should
belong to a different service.

On 7210 SAS-K, multiple SAPs configured on the egart can be part of the same
service.

7210 SAS-K supports use of Q1.0 SAP. This SAP hesipackets received on a port with
the outermost tag being Q1 and the inner tag bedrsgnt (that is, no tag) or the inner tag
is a priority tag. It does not accept packets aitly other VLAN tag value as the inner tag.

There are no default SAPs configured on the nAd&APs in subscriber services must
be created.

The default administrative state for a SAP at ioeatime is administratively enabled.
When a SAP is deleted, all configuration paransefer the SAP will also be deleted.
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« A SAP is owned by and associated with the serviaghich it is created in each router.

* A portwith a dotlg encapsulation type meansihiéc for the SAP is identified based on
a specific IEEE 802.1Q VLAN ID value. The VLAN IB stripped off at SAP ingress and
the appropriate VLAN ID placed on at SAP egressaAssult, VLAN IDs only have
local significance, so the VLAN IDs for the SAPs foservice need not be the same at
each SAP.

« Ifa port is administratively shutdown, all SARs that port will be operationally out of
service.

« A SAP cannot be deleted until it has been admatisely disabled (shutdown).

e 0On 7210 SAS-D and 7210 SAS-E, L2PT cannot be gandid for use on all the
configured SAPs simultaneously. The number of S&Rish can use this simultaneously
is lesser than maximum amount of SAPs supportatidoyode.

* Each SAP can have one each of the following pedicissigned:
- Ingress filter policy
- Egress filter policy
- Ingress QoS policy
- Accounting policy
- Egress QoS policy on 7210 SAS-K only

e Aningress QoS policy and accounting policy isgssd per access uplink port and
cannot be assigned per access uplink SAP.

e The “svc-sap-type' parameter value determinetygieof SAPs that are allowed to be
provisioned in a service. The Table 4, “SAP and BerCombinations for 7210 SAS-E,”
on page 36 provides details of SAP and service coatioins allowed in access-uplink
mode for 7210 SAS-E devices. The Table 5, “SAP andi€e Combinations for 7210
SAS-D,” on page 37 provides details of SAP and sergbmbinations allowed in 7210
SAS-D devices. The Table 6, “SAP and Service Conilaina for 7210 SAS-K,” on
page 40 provides details of SAP and service combimaallowed in 7210 SAS-K
devices

« If a service’s sap-type is specified as dot1lg-@mnes, all the SAPs configured in the
service must have the same VLAN ID. The outermdsAN tag of the packets received
on access port is not stripped, when svc-sap-tygetito dotlg-preserve.
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Configuration Guidelines for 7210 SAS-E

1. For 7210 SAS-E devices, the traffic usage on B 8&n be monitored by enabling a counter.
The counter collects the total number of packetsctets forwarded across the SAP. The user
can configure the mode of the counter to colleta daeither packets or octets. The mode of
the counter can be specified for ingress SAP cosimiely. The egress SAP counters collect
only the number of packets. The accounting recootlect the count of packets or octets on
a SAP using the accounting logs. The default mddleeingress SAP counter is set to pack-
ets. The egress SAP counter is disabled by default.

2. The mode of the counter cannot be changed i€eoueting policy is already associated with
a SAP.

3. Ensure that egress SAP counters are enablecelsfsociating accounting records that count
egress forwarded packets.

4. Before modifying the counter, disable the accdogtgeneration, run the command:
no collect-stats

5. Egress SAP statistics are not available on anlye@SAPSs of a port, on which a dotlq SAP
and dotlq default SAP configuration are presetti@same time. This is a hardware limita-
tion. This limitation also applies for egress ACLs.

6. Egress SAP statistics cannot be configured temnseltaneously on all the configured SAPs.
The number of SAPs which can use this feature sanabusly, is less than the maximum
amount of SAPs supported by the node.

7. There is no limit to the number of access pdttsved to be configured. In other words all
ports can be configured as access ports. The nuoflaecess-uplink ports that can be con-
figured is limited. In other words, only a subskports can be configured as access-uplink
ports at a given time.

Table 4: SAP and Service Combinations for 7210 SAS- E

svc-sap-type Access SAPs Access Uplink SAPs
null-star Null SAP,dotlq Default SAP Q.* SAP, 0.* SAP
dotlg-preserve dotlq SAP (dotlqg VLAN tag not Q1.Q2

stripped on ingress)

dotlq dotlg SAP, dotlq explicit null SAPQ.* SAP, 0.* SAP

Configuration Guidelines for 7210 SAS-D
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1. Ensure that egress SAP counters are enablecelafsociating accounting records that count
egress forwarded packets.
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2. Before modifying the counter, disable the accdogigeneration, run the command:
no collect-stats

3. Egress SAP statistics are not available on arnlgeoEAPS of a port, on which a dotlg SAP
and dotlq default SAP configuration are presetti@same time. This is a hardware limita-
tion. This limitation also applies for egress ACLs.

4. Egress SAP statistics cannot be configured tsinseltaneously on all the configured SAPs.
The number of SAPs which can use this feature samabusly is less than the maximum
amount of SAPs supported by the node.

Table 5: SAP and Service Combinations for 7210 SAS- D

svc-sap-type Access SAPs Access Uplink SAPs

null-star Null SAP, Q.* SAP,
dotlq Default SAP 0.* SAP
Q.* SAP, Default QinQ SAP (*.*
0.* SAP SAP)
Default QinQ SAP (*.* SAP)

dotlg-preserve dotlg SAP (dotlg VLAN tag not Q1.Q2 SAP (Q2 tag
stripped on ingress) VLAN ID must match the
Q1.Q2 SAP (Q2 tag VLAN dotlq SAP VLAN ID)
must match the dotlq SAP
VLAN ID)

any null SAP, Q1.Q2 SAP,
dotlq SAP, Q.* SAP,
dotlq explicit null SAP 0.* SAP
Q1.Q2 SAP,
Q.* SAP,
0.* SAP

dotlg-range Dotlq SAP (dotlq VLAN tag not Q1.* SAP

stripped on ingress), Q1.* SAP

NOTES:

» Dotlq Default SAP cannot be configured when syz-tyae is set to ‘any’.

* When svc-sap-type is set to ‘any’ for a NULL SAie system processes and forwards
only packets with no VLAN tag (that is, untaggedll).other packets with one or more
VLAN tags (even those with priority tag only) aretmprocessed and dropped. Users can
use the service with svc-sap-type set to ‘null-starprocess and forward packets with
one or more tags (including priority tag) on a NUBRP.

* The Default QinQ SAP processes only tagged packetsved on a QinQ port. All tagged
packets that do not match the specific SAP tagéguned on the same port are processed
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by this SAP. The Default QinQ SAP cannot procestagged packets, even if 0.* SAP is
not configured for use on that port.

e The Default QinQ SAPs is available for use with®APs configured on the same port or
in the same service. It is available for use witbther default QinQ SAP configured in
the same service (on a different port).

* Ina VPLS service, the Default QinQ SAP is avdialor use with any other SAP type
configured in a service configured with svc-sapetyarameter set to "null-star".

* SAPs using connection-profile (to specify dotlgANLranges) can be configured in a
service only when svc-sap-type is set to 'dotlgeean

* When a service is configured to use svc-sap-type.g-range’, the outermost V-LAN tag
of the packets are not stripped when the packetisived on access port ingress. For
more information on processing behavior for thizetyf service, seeEthernet Pipe
(Epipe) Services on page 98ection.

e The following counters are available on 7210 SA8eDices:
- Ingress and egress counters per SAP
- Ingress policer counters per SAP
- Egress queue counters per access port
- Ingress and egress counters per access-uplink port

- The number of counters available to count totating packets or octets on an
access-uplink SAP (in a VPLS, VLL or IES serviagjriess is limited and hence
count of received packets or octets cannot be mddafior all the SAPs
simultaneously. By default these counts is notlatsée.

- The CLI commandaonfig>service>epipe>sap>statistics>ingregghis command is
supported on vpls and ies services also) is édail® associate a counter with the
SAP and obtain the counts.

- The number of counters available to count totavByded packets or octets on an
access SAP egress and access-uplink SAP egras#tésiland hence count of
received packets or octets cannot be obtainedlftteaSAPs simultaneously. By
default these counts is not available.

- The CLI commandaonfig>service>epipe>sap>statistics>ingress>forwadcount
(this command is supported on VPLS and IES sendtss is available to associate a
counter with the SAP and obtain the counts.
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Configuration Guidelines for 7210 SAS-K

The 7210 SAS-K supports the following types of SAP

- Access SAPs- Null, Dotlqg (Dotlq, Dotlqg Default, Dot1lq ran@mtlq explicit
NULL), QinQ SAPs (Q1.Q2, Q1. *, Q1.0 QinQ Defauk (that is, *.* SAP), 0.*) is
supported.

- Access Uplink SAPs- QinQ SAPs (various SAP types such as Q1.Q2, @afault
SAP (** SAP), 0.*, Q1.*, Q1.0) is supported

e Unlike other 7210 L2 mode platforms (that is, D/fe 7210 SAS-K supports Q1.0 SAP.
This SAP accepts a packet with the outermost taglasr a packet with outermost tag as
Q1 and the following inner tag is a priority tagnllle 7x50, it does not accept packets
with 2 tags with the outermost tag being Q1 andrher tag being any tag other than
priority tag.

« Allows any port to be configured in either accepink mode or access mode.
Additionally the ports can be in access uplink modaccess mode or they can be mix of
the ports using either modes. There is no limtheonumber of access ports allowed to be
configured. In other words all ports can be configlias access ports. The number of
access-uplink ports depends on the number of Qaxstirees allocated per port. In other
words, not all the ports can be configured as a:zapsnk ports at a given time.

e 7210 SAS-K supports service MTU.

- A received frame/packet length is checked agalrestonfigured service MTU after
subtracting the length of the SAP encapsulatioditing the L2 header) from the
received frame length. The packet is further preedsn the context of the service, if
the computed length is less than equal to the gordd service MTU or the packet is
dropped.

- The user must configure the correct service MTWseRrll the nodes through which
the service is transported.

- Service MTU is not supported on other 7210 L2 mpld¢forms.

e Supports L2 VPNs/services
- VLL/Epipe with access and/or access uplink SAPanyf encapsulation.
- VPLS with access and/or access uplink SAPs of acg@sulation.

- Unlike other 7210 L2 mode platforms, 7210 SAS-Ksunts only the following svc-
sap-type parameters:

— ‘any’ — A service configured with this value for svc-d4gpe allows for
configuration of all combination of access SAPs aocess-uplink SAPs
in the same service, except for dotlq range SARmdket that is
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received with tags more than the number of SAP tagehich it is
mapped to, is forwarded transparently in the serfice processing
behavior is similar to any other packet mappedh#&SAP).

- ‘dotlg-range’ — A service configured with this value for svc-ggpe allows for
configuration of dotlq range SAPs and Q1.* accegdistki SAP in the
same service.

Table 6: SAP and Service Combinations for 7210 SAS- K

svc-sap-type Access SAPs Access Uplink SAPs
any null SAP, Q1.Q2 SAP,
dotlq SAP, Q.* SAP,
dotlq explicit null SAP Q1.0 SAP,
Q1.Q2 SAP, 0. SAP,
Q.* SAP, QinQ default SAP (*.*
Q1.0 SAP, SAP)
0.* SAP
QIinQ default SAP (*.* SAP)
dotlg-range Dotlq SAP (dotlq VLAN tag not Q1.* SAP

stripped on ingress), Q1.* SAP
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G.8032 Ethernet Ring Protection Switching
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NOTE: G.8032 Ethernet Ring Protection Switching is ngimrted on 7210 SAS-K.

Ethernet ring protection switching offers ITU-T @R specification compliance to achieve
resiliency for Ethernet Layer 2 networks.G.8032h(Enhg) is built on Ethernet OAM and often
referred to as Ring Automatic Protection Switch{RgAPS).

Eth-rings are supported on VPLS SAPs. VPLS sengagporting Rings SAPs can connect to
other rings and Ethernet service using VPLS, SAHsrings enables rings for core network or
access network resiliency. A single point of intemeection to other services is supported. The
Eth-ring service is a VLAN service providing pratiea for ring topologies and the ability to
interact with other protection mechanisms for oltes@vice protection. This ensures failures
detected by Eth-ring only result in R-APS switchowen the lower layer cannot recover and
that higher layers are isolated from the failure.

Rings are preferred in data networks where thev@atnnectivity is laid out in a ring or there is a
requirement for simple resilient LAN services. Dlaghe symmetry and the simple topology,
rings are viewed a good solution for access and setworks where resilient LANS are required.
The Alcatel-lucent implementation can be usedfitericonnecting access rings and to provide
traffic engineered backbone rings.

Eth-rings use one VID per control per ring instaand use one (typically) or multiple VIDs for
data instances per control instance. A dedicatatt@oVLAN (ERP VLAN) is used to run the
protocol on the control VID. G.8032 controls theiae state for the data VLANS (ring data
instances) associated with a control instance.imMaltontrol instances allow logically separate
rings on the same topology. The Alcatel-lucent enpéntation supports dotlq, and ging
encapsulation for data ring instances. The coetrahnel supports dotlq and ging encapsulation.

Note: In 7210 SAS-D devices, CCMs used for G.8032 Ethtering protection service is
implemented in hardware. In 7210 SAS-E, CCMs use®@B032 Ethernet ring protection service
is implemented in software.
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Overview of G.8032 Operation

R-APS messages that carry the G.8032 protocolesrteos) dedicated protocol VLAN called ERP
VLAN (or Ring Control Instance). In a revertive ea.8032 Protocol ensures that one Ring
Protection Link (RPL) owner blocks the RPL link ARS messages are periodically sent around
in both directions to inform other nodes in thedrabout the blocked port in the RPL owner node.
In non-revertive mode any link may be the RPL k731 Ethernet OAM CC is the basis of the
RAPs messages. Y.1731 CC messages are typicathbyseodes in the ring to monitor the health
of each link in the ring in both directions. HoweC messages are not mandatory. Other link
layer mechanisms could be considered — for exatpte (Loss of Signal) when the nodes are
directly connected.

Initially each Ring Node blocks one of its linksdamotifies other nodes in the ring about the
blocked link. Once a ring node in the ring leatmst tanother link is blocked, the node unblocks its
blocked link possibly causing FDB flush in all Imbkf the ring for the affected service VLANS,
controlled by the ring control instance. This prwe results in unblocking all links but the one
link and the ring normal (or idle) state is reachiedevertive mode the RPL link will be the link
that is blocked when all links are operable afterrevert time. In non-revertive mode the RPL
link is no different that other ring links. Reverimode offers predictability particularly when
there are multiple ring instances and the openrcontrol which links are block on the different
instances. Each time there is a topology changeaffects Reachability, the nodes may flush the
FDB and MAC learning takes place for the affected/iee VLANS, allowing forwarding of
packets to continué€igure 4depicts this operational state:

7210 7210
B ——————————————4 s Ring Node
Ring Node : Ring Link “RPL Neighbor”
| Optional Blocking
|
Ring Link | | Ring Link
|
I Mandatory Blocking
* Ring Link
- r------------1 i
Ring Node Ring Instance RPL Owner Node
7210 7210

~+——— Ring APS - ERP - Control Channel
-« — —» Ring Data Channel

Figure 4: G.8032 Ring in the Initial State

When a ring failure occurs, a node or nodes detgdtlie failure (enabled by Y.1731 OAM CC
monitoring) send R-APS message in both directidhss allows the nodes at both ends of the
failed link to block forwarding to the failed linfreventing it from becoming active. In revertive
mode, the RPL Owner then unblocks the previousigh#d RPL and triggers FDB flush for all
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nodes for the affected service instances. Theisimpw in protecting state and full ring
connectivity is restored. MAC learning takes plézallow Layer 2 packet forwarding on a ring.
The following picture depicts the failed link sceioa

7210 7210
e ——— 1 o Ring Node
Ring Node : L) Ring Link ? “RPL Neighbor”
| |
| |
Ring Link | | I [Ring Link Unblocked
| |
| |
1y Y
Rogzink =%
Ring Node RPL Owner Node
7210 7210

~+——— Ring APS - ERP - Control Channel
-« — —» Ring Data Channel

Figure 5: 0-1 G.8032 Ring in the Protecting State

Once the failed link recovers, the nodes that ldddke link again send the R-APS messages
indicating no failure this time. This in turn triggs RPL Owner to block the RPL link and indicate
the Blocked RPL link the ring in R-APS message,cluhivhen received by the nodes at the
recovered link cause them to unblock that link eslore connectivity (again all nodes in the ring
perform FDB Flush and MAC learning takes place)e Ting is back in the normal (or idle) state.

Within each path, Y.1731 Maintenance Entity GroMiG) Endpoints (MEPS) are used to
exchange R-APS specific information (specificatlycb-ordinate switchovers) as well as
optionally fast Continuity Check Messages (CCM)vdong an inherent fault detection
mechanism as part of the protocol. Failure detaatica ring path by one of the mechanisms
triggers to activate the protection links. Uponueg, re-convergence times are a dependent on the
failure detection mechanisms. In the case of Y.1#83 CCM transmit interval determines the
response time. The 7210 SAS device supports 10fifiis€cond) message timers that allows for
quicker restoration times. Alternatively, 802.3&thernet in the First Mile) or simple Loss of
Signal can act as a trigger for a protection switblere appropriate. In case of direct connectivity
between the nodes, there is no need to use Ethetheatessaging for liveliness detection.

Revertive and non-revertive behaviors are suppoiitkd Ring protection link (RPL) is
configured and Eth-rings can be configured to retethe RPL upon recovery.

G.8032 supports multiple data channels (VIDs) stances per ring control instance (R-APS tag).
G.8032 also supports multiple control instancefishat each instance can support RPLs on

different links providing for a load balancing capiy however once services have been assigned
to one instance the rest of the services that teebd interconnected to those services must be on
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the same instance. In other words each data irestargcseparate data VLAN on the same physical
topology. When there is any one link failure oy @ne node failure in the ring, G.8032 protocols
are capable of restoring traffic between all rerimgjmodes in these data instances.

Ethernet R-APS can be configured on any port conéig for access mode using dotlq, g-in-q
encapsulation enabling support for Ethernet R-ARSegted services on the service edge towards
the customer site, or within the Ethernet backb&igéNE and ELAN services can be afforded
Ethernet R-APS protection and, although the EtheRireg providing the protection uses a ring
for protection the services are configured independf the Ring properties. The intention of this
is to cause minimum disruption to the service dyithernet R-APS failure detection and
recovery.

In the 7210 SAS implementation, the Ethernet Rinlguiilt from a VPLS service on each node
with VPLS SAPs that provides Ring path with SAPs.&result, most of the VPLS SAP features
are available on Ethernet rings if desired. Th&ults in a fairly feature rich ring service.

The control tag defined under each eth-ring is dseéncapsulating and forwarding the CCMs
and the G.8032 messages used for the protectiatidan If a failure of a link or node affects an
active Ethernet ring segment, the services willttareceive the CC messages exchanged on that
segment or will receive a fault indication from thek Layer OAM module.

For fault detection using CCMs three CC messages gkonfigurable hold-off timer must be
missed for a fault to be declared on the assocjgtidl The latter mechanism is required to
accommodate the existence of additional, 50 mBemey mechanism in the optical layer. After it
receives the fault indication, the protection meduill declare the associated ring link down and
the G.8032 state machine will send the appropnisssages to open the RPL and flush the
learned addresses.

Flushing is triggered by the G.8032 state machimethe 7210 SAS implementation allows
flooding of traffic during the flushing interval #xpedite traffic recovery.

Configure eth-ring 1
description "Ring 1"
revert-time 100
guard-time 5
ccm-hold-time down 100 up 200
rpl-role owner
path a 1/1/1 raps-tag 100 // CC Tag 100
description "East CC Link Ring 1"
rpl-end
eth-cfm
mep 1 domain 1 association 1 directio n down // Control
MEP
no shutdown
exit
exit
[no] shutdown
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Ethernet Ring Sub-Rings

Ethernet Sub-Rings offer a dual redundant wayter@onnect rings. The 7210 SAS supports Sub-
Rings connected to major rings and a sub-ring cctedeto a VPLS (LDP based) for access rings
support in VPLS networksigure 6illustrates a Major ring and Sub Ring scenariahis

scenario, any link can fail in either ring (ERP1ERP2) and each ring is protected. Furthermore,
the sub ring (ERP2) relies on the major Ring (ER&1part of its protection for the traffic from C
and D. The nodes C and D are configured as intemextion nodes.

NOTE: 7210 SAS-D and 7210 SAS-E cannot be used &g interconnection nodes. They can

be used only as the ring nodes in the sub-ring.

B RPL Link ERP1
\ \ 2 RPL Owner Node

\ Y
? < > 4 ERP1

RPL Node

ERP1
Ring Link

[' Inter connection Link [
r b » a
N < > B
ﬂ _ Virtual channel _ 4
450 | Br Non-Virtual channel' 754 ||
a sub-ring port a / spb-ring port
ERP2
E a
3 1
E_ b b RPL Owner Node
\ AN A
N ReLinkere2 N ERP2
450 < > 7450

: : Ring APS - ERP - Control Channel

Ring Data Channels
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[ ] PBB BCB Function
[ ] PBB BEB Function
[] QinQ Switch

Sub Ring

0S88G532

Figure 6: 0-4 G.8032 Sub-Ring

Sub-Rings and Major Rings run similar state machiiee the ring logic, however there are some
differences. When Sub-Rings protect a link, thelilmessages are propagated to the major ring.
(A special configuration allows control of this @pt on the 7210 SAS.) When major rings change
topology, the flush is propagated around the m@djmy and does not continue to any sub-rings.
The reason for this is that Major Rings are conghjetonnected but Sub-Rings are dependent on
another ring or network for full connectivity. Tk@pology changes need to be propagated to the
other ring or network usually. Sub-Rings offer #aane capabilities as major rings in terms of
control and data so that all link resource may filezed.
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Virtual and Non-Virtual Channel

The following illustrates a sample Sub-Ring usitrgual-link configuration on Node C,

interconnecting node:

eth-ring 2
description "Ethernet Sub Ring on Ring 1"
interconnect ring-id 1 // Link to Major
propagate-topology-change
exit
exit
path a 1/1/3 raps-tag 100 // Ring control u
eth-cfm
mep 9 domain 1 association 4
ccm-enable
control-mep
no shutdown
exit
exit
no shutdown
exit
no shutdown

exit
sub-ring non-virtual-link // Not using a virtual li

# Control Channel for the Major Ring ERP1 illustrat
# control is still separate from Sub-ring control
vpls 10 customer 1 create
description "Control VID 10 for Ring 1 Major
stp shutdown
sap 1/1/1:10 eth-ring 1 create
stp shutdown
exit
sap 1/1/4:10 eth-ring 1 create
stp shutdown
exit
no shutdown
exit

# Data configuration for the Sub-Ring

vpls 11 customer 1 create

description "Data on VID 11 for Ring 1"

stp shutdown

sap 1/1/1:11 eth-ring 1 create // VID 11 used
stp shutdown

exit

sap 1/1/4:11 eth-ring 1 create
stp shutdown

exit

sap 1/1/3:11 eth-ring 2 create // Sub-ring da
stp shutdown

exit

sap 3/2/1:1 create
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description "Local Data SAP"
stp shutdown
no shutdown

exit
# Control Channel for the Sub-Ring using a virtual link. This is
# a data channel as far as Ring 1 configuration. Ot her Ring 1

# nodes also need this VID to be configured.

vpls 100 customer 1 create
description "Control VID 100 for Ring 2 Inter connection”
split-horizon-group "s1" create //Ring Split horizon Group
exit
stp shutdown
sap 1/1/1:100 split-horizon-group "s1" eth-ri ng 1 create
stp shutdown
exit
sap 1/1/4:100 split-horizon-group "s1" eth-ri ng 1 create
stp shutdown
exit
sap 1/1/3:100 eth-ring 2 create
stp shutdown
exit
no shutdown
exit
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Ethernet Ring Sub Ring using non-virtual-link

Flush from Ring

only required \_‘

Dual Homed
Single Node

Qind,
1G,E052
aib ring

pual Homed D

Sub Rings /
B |.9 €

RPL

Figure 7: 0-6 Sub-Ring Homed to VPLS

NOTE: In this solution the 7210 SAS nodes can onlyhegering nodes. It cannot be used as the
interconnection PE nodes.

The following illustrates a sample Sub-Ring usiogvirtual-link configuration on PE1,
interconnecting node:

eth-ring 1

description "Ethernet Ring 1"

guard-time 20

no revert-time

rpl-node nbr

sub-ring non-virtual-link
interconnect vpls // VPLS is interconnect ion type

propagate-topology-change

exit

exit

path a 1/1/3 raps-tag 1.1
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description "Ethernet Ring : 1 Path on LA G"
eth-cfm
mep 8 domain 1 association 8
ccm-enable
control-mep
no shutdown
exit
exit
no shutdown
exit
no shutdown
exit

All the Sub Ring nodes part of Sub Ring with nortaal-link should be configured with “sub-ring
non-virtual-link” option.

eth-ring 1
sub-ring non-virtual-link
exit
path a 1/1/1 raps-tag 1.1
eth-cfm
mep 5 domain 1 association 4
ccm-enable
control-mep
no shutdown
exit
exit
no shutdown
exit
path b 1/1/2 raps-tag 1.1
eth-cfm
mep 6 domain 1 association 3
ccm-enable
control-mep
no shutdown
exit
exit
no shutdown
exit
no shutdown
exit
# Control Channel for Sub-Ring using non-virtual-li nk on interconnecting node:
vpls 1 customer 1 create
description "Ring 1 Control termination”
stp shutdown

sap 1/1/3:1.1 eth-ring 1 create //path a cont rol
stp shutdown
exit
no shutdown
exit
# Configuration for the ring data into the VPLS Ser vice

vpls 5 customer 1 create
description "VPLS Service at PE1"
stp
no shutdown
exit
sap 1/1/3:2.2 eth-ring 1 create
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stp shutdown
exit
sap 1/1/5:1 create
exit
mesh-sdp 5001:5 create //sample LDP MPLS LSPs
exit
mesh-sdp 5005:5 create
exit
mesh-sdp 5006:5 create
exit

no shutdown
exit
# Control Channel for Sub-Ring using non-virtual-li nk on sub-Ring nodes:
vpls 1 customer 1 create
stp
shutdown
exit
sap 1/1/1:1.1 eth-ring 1 create
stp
shutdown
exit
exit
sap 1/1/2:1.1 eth-ring 1 create
stp
shutdown
exit
exit
no shutdown
exit

OAM Considerations

Ethernet CFM can be enabled on each individual patter an Ethernet ring. Only down MEPs
can be configured on each of them and CCM sessimbe enabled to monitor the liveliness of
the path using interval of 100 msec. Different C&R&rvals can be supported on the path a and
path b in an Ethernet ring. CFM is optional if haeste supports Loss of Signal for example.

In 7210 SAS-D, UP MEPs on service SAPs which madticnto the service and monitor the
active path may be used to monitor services.

NOTE: 7210 SAS-E does not support UP MEPSs.

QoS Considerations

Ethernet ring CC messages transmitted over the @&RBes using the default egress QoS policy
will use NC (network class) as a forwarding cldgsser traffic is assigned to the NC forwarding
class, it will compete for the same bandwidth resesi with the Ethernet CCMs. As CCM loss
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could lead to unnecessary switching of the Etheiingt congestion of the queues associated with
the NC traffic should be avoided. The operator neosifigure different QoS Policies to avoid
congestion for the CCM forwarding class by coningjithe amount of traffic assigned into the
corresponding queue.

Note: The operator must configure appropriate ingresS Qulicies to ensure that R-APS
messages get appropriate QoS treatment and isgsartand/or transmitted without delays to
enable better failover time.

Support Service and Solution Combinations

The Ethernet rings are supported Layer 2 servibe.fdllowing considerations apply:

* Only ports in access mode can be configured asimgtpaths.
* Dotlq and QIinQ ports are supported as eth-ring pegmbers.

Configuration guidelines for G.8032

The following are the configuration guidelines 18032:

e Service level MEPs are not available on all SA€d to an eth-ring instance on a port.
e (8032 instances cannot be configured over a LAG.

» For 7210 SAS-D devices, to improve the servickdaér time due to failures in the ring
path, fast flood is enabled by default.On a failde¢ection in one of the paths of the
ethring, along with MAC flush the system start$lomd the traffic onto the available
path.No explicit user configuration is needed fos and it does not affect scaling for
filters.For 7210 SAS-D devices, down MEPs used wétvices and G.8032 share
common hardware resources.
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Service Creation Process Overview

Figure 8displays the overall process to provision core sufascriber services.

(o)

PERFORM PREREQUISITE CONFIGURATIONS: CORE SERVICES

CUSTOMER ACCOUNTS, QoS POLICIES, FILTER POLICIES,
ACCOUNTING POLICIES, PORT SCHEDULER POLICIES

SUBSCRIBER SERVICES

ACCESS OPERATOR CONSOLE GUI OR CLI VIA TELNET OR DIRECT ATTACHMENT

\ 4

SELECT SERVICE TYPE, SPECIFY SERVICE ID, AND CUSTOMER ID

I

CONFIGURE SAP/INTERFACE

v

DEFINE PORT-ID

i

ASSOCIATE POLICIES

v

( ENABLE >

Figure 8: Service Creation and Implementation Flow
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Deploying and Provisioning Services

The service model provides a logical and uniforny whconstructing connectivity services. The
basic steps for deploying and provisioning servizas be broken down into three phases.

Phase 1: Core Network Construction

Before the services are provisioned, the followtsgks should be completed:

e Build the IP or IP/MPLS core network.
« Configure routing protocols.

Phase 2: Service Administration

Perform preliminary policy configurations to corittaffic flow, operator access, and to manage
fault conditions and alarm messages, the followésls should be completed:
* Configure group and user access privileges.

» Build templates for QoS, filter and/or accountpaicies needed to support the core
services.

Phase 3: Service Provisioning

» Provision customer account information.
« If necessary, build any customer-specific Qo$effibr accounting policies.

* Provision the customer services on the service edgters by defining SAPs, binding
policies to the SAPs.
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Configuration Notes

This section describes service configuration caeat

General

Service provisioning tasks can be logically sepatanto two main functional areas, core tasks
and subscriber tasks and are typically performémt po provisioning a subscriber service.

Core tasks include the following:

» Create customer accounts
» Create template QoS, filter, scheduler, and adiogipolicies

Subscriber services tasks include the following:

e Configure interfaces (where required) and SAPs
» Create exclusive QoS and filter policies
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Configuring Global Service Entities with CLI

This section provides information to create sullissr{customer) accounts using the command
line interface.

Topics include:

* Service Model Entities on page 57

* Configuring Customers on page 59

« ETH-CFM Features on page 84

* Service Management Tasks on page 74

Service Model Entities

The Alcatel-Lucent service model uses logical @dito construct a service. The service model
contains four main entities to configure a service.

e Subscribers on page 59

* Services:
- Ethernet Pipe (Epipe) Services on page 98
- VPLS on page 205

e Service Access Points (SAPs)

- Ethernet Pipe (Epipe) Services on page 98
- VPLS SAP on page 217
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Basic Configuration

The most basic service configuration must havddhewing:

* A customer ID

* A service type

* Aservice ID

* A SAP identifying a port and encapsulation value
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Common Configuration Tasks

This section provides a brief overview of the tatsieg must be performed to configure a customer
account

Configuring Customers
The most basic customer accommisthave a customer ID. Optional parameters include:

e Description
» Contact name
e Telephone number

Customer Information

Use the following CLI syntax to create and inpustoumer information:

CLI Syntax:  config>service# customer cust omer -i d create
contact contact-information
description description-string

phone phone- nunber
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The following displays a basic customer accounfiganation.

A:ALA-12>config>service# info

customer 5 create
description "Alcatel Customer"
contact "Technical Support"
phone "650 555-5100"

exit

A:A:ALA-12>config>service#
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Ethernet Connectivity Fault Management (ETH-CFM)

Ethernet Connectivity Fault Management (ETH-CFMjédined in two similar standards: IEEE
802.1ag and ITU-T Y.1731. They both specify protecprocedures, and managed objects to
support transport fault management, including discp and verification of the path, detection
and isolation of a connectivity fault for each Etiet service instance. CFM functionalities are
supported on 7210 SAS platforms.

The configuration is split into multiple areas. Téés the base ETH-CFM configuration which
defines the different Management constructs andradirative elements. This is performed in the
ETH-CFM context. The individual management points @nfigure within the specific service
contexts in which they are applied.

The 7210 SAS Services Guide provides the basidcgeapplicable material to build the service
specific management points, MEPs and MIPs.

The different service types support a subset ofgéhtures from the complete ETH-CFM suite.

ETH-CC used for continuity is available to all MEEmfigured within a service. 7210 support
Down MEPs and UP MEPs, though the support is nailase on all platforms. For more
information, see the table below.

NOTE: UP MEPs cannot be created by default on systertupo®he user needs to explicitly
allocate hardware resources for use with UP MERifeausing the commands that appear under
configure> system> resource-profi@LI context. Only after resources have been atkxtay the
user, UP MEPs are allowed to be created. Untiluess are not allocated to UP MEP, the
software fails all attempts to create an UP MEP.ffbableshooting tools ETH-LBM/LBR, LTM/
LTR ETH-TST defined by the IEEE 802.1ag specifioatand the ITU-T Y.1731 recommendation
are applicable to all MEPs (MIPs where appropriate)

The advanced notification function AIS defined hg {TU-T Y.1731 is supported on Epipe
services.

The advanced performance functions, 1DM, DMM/DMRI &.M/SLR are supported on all
service MEPs.

For a description of the individual features andcfions that are supported, see the OAM and
Diagnostics Guide.
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Acronym

Callout

1DM
AIS
CCM
CFM
DMM
DMR
LBM
LBR
LTM
LTR
ME
MA
MA-ID
MD
MEP
MEP-ID
MHF
MIP
OpCode
RDI
TST
SLM
SLR
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One way Delay Measurement (Y.1731)

Alarm Indication Signal

Continuity check message
Connectivity fault management

Delay Measurement Message (Y.1731)
Delay Measurement Reply (Y.1731)

Loopback message

Loopback reply

Linktrace message

Linktrace reply

Maintenance entity

Maintenance association

Maintenance association identifier

Maintenance domain

Maintenance association end point
Maintenance association end point identifier
MIP half function

Maintenance domain intermediate point
Operational Code

Remote Defect Indication

Ethernet Test (Y.1731)

Synthetic Loss Message (Y.1731)
Synthetic Loss Reply (Y.1731)
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ETH-CFM capabilities may be deployed in many défarEthernet service architectures. The
Ethernet based SAPs and SDP bindings provide ttheogm on which the management points
may be created. The basic functions can be usaiffénent services, VPLS and Epipe . The ETH-
CFM functionality is also applicable to broadbadess networks. Two models of broadband
access are shown below to illustrate how ETH-CFMdde deployed in these casdsg(re 9
andFigure 10.
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Figure 9: Ethernet OAM Model for Broadband Access - Residential
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Figure 10: Ethernet OAM Model for Broadband Access - Wholesale

As shown inFigure 13andFigure 14 the following functions are supported:
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CFM can be enabled or disabled on a SAP basis.

The eight ETH-CFM levels are suggested to be braenumerically between customer
7-5, service provider 4-3 and Operator 2-1. Levislideant to monitor direct connections
without any MIPs and should be reserved for pogeafacility MEPs. These can be
configured, deleted or modified.

Down MEP and UP MEP with an MEP-ID on a SAP/SDRdinig for each MD level can
be configured, modified, or deleted. Each MEP igjuely identified by the MA-ID,
MEP-ID tuple.

- MEP creation on a SAP is allowed only for Etheipatts (with null, g-tags, qging
encapsulations).

MIP creation on a SAP for each MD level can bebégthand disabled. MIP creation is
automatic or manual when it is enabled. When MBaton is disabled for an MD level,
the existing MIP is removed. For more informationMEP and MIP support, sééEP
and MIP Support on page 66
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Common Actionable Failures

It is important to note that AlS operates indepenigdrom thelow-priority-defect setting. The
low-priority-defect setting configuration parameter affects only tHédECFM fault propagation
and alarming outside the scope of AIS. Any faulthie MEP state machine generates AlS when it
is configuredTable 4illustrates the ETH-CC defect condition groups)fagured low-priority-
defect setting, priority and defect as it appl@$aiult propagation.

Table 7. ETH-CC defect condition groups

Defect Low Description Causes Priority
Priority Defect
DefNone n/a No faults in the association Normal operations n/a
DefRDICCM allDef Remote Defect Indication Feedback hatism to inform 1

unidirectional faults exist. It
provides the feedback loop to
the node with the unidirectional
failure conditions

DefMACStatus macRemErrXcon MAC Layer Remote MEP is indicating a 2
(default) remote port or interface not
operational.
DefRemoteCCM remErrXon No communication from  MEP is not receiving CCM 3
remote peer. from a configured peer. The

timeout of CCM occurs at 3.5x
the local CC interval. As per
the specification, this value is
not configurable.

DefErrorCCM errXcon Remote and local configuresCaused by different interval 4
do not match required param-timer, domain level issues
eters. (lower value arriving at a MEP
configured with a higher
value), MEP receiving CCM
with its MEPID

DefXconn Xcon Cross Connected Service The servicedsiving CCM 5
packets from a different associ-
ation. This could indicate that
two services have merged or
there is a configuration error on
one of the SAP or bindings of
the service, incorrect associa-
tion identification.
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MEP and MIP Support

The following is a general table that indicatesEiéi-CFM support for the different services and
endpoints. It is not meant to indicate the servitbas are supported or the requirements for those

services on the individual platforms.

Table 8: ETH-CFM Support Matrix for 7210 SAS-D

Service Ethernet Down MEP UP MEP MIP Primary
Connection VLAN
Type
Epipe SAP (Access Yes Yes Ingress and | Not
and Access- Egress Supported
uplink SAP)
VPLS SAP (Accesy Yes Yes Ingress MIP | Not
and Access- only Supported
uplink SAP)
RVPLS SAP Not Not Not Not
Supported | Supported | Supported Supported
IES IES IPv4 Not Not Not Not
interface Supported | Supported | Supported Supported
SAP Not Not Not Not
Supported | Supported | Supported Supported
Table 9: ETH-CFM Support Matrix for 7210 SAS-E
Service Ethernet Down MEP UP MEP MIP Primary
Connection VLAN
Type
Epipe SAP (Accesq Yes Not Not Not
and Access- Supported Supported Supported
uplink SAP)
VPLS SAP (Access| Yes Not Ingress MIP | Not
and Access- Supported only Supported
uplink SAP)
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Service Ethernet Down MEP UP MEP MIP Primary
Connection VLAN
Type
RVPLS SAP Not Not Not Not
Supported | Supported Supported Supported
IES IES IPv4 Not Not Not Not
interface Supported | Supported Supported Supported
SAP Not Not Not Not
Supported | Supported Supported Supported
Table 10: ETH-CFM Support Matrix for 7210 SAS-K
Service Ethernet Down MEP UP MEP MIP Primary
Connection VLAN
Type
Epipe SAP (Access| Yes Yes Ingress and | Not
and Access- Egress Supported
uplink SAP)
VPLS SAP (Access| Yes Yes Ingress and | Not
and Access- Egress Supported
uplink SAP)
RVPLS SAP Not Not Not Not
Supported | Supported Supported Supported
IES IES IPv4 Not Not Not Not
interface Supported | Supported Supported Supported
SAP Not Not Not Not
Supported | Supported Supported Supported
NOTES:

» To achieve better scaling on the 7210 SAS-E,iec®mmended that the MEPs are
configured at particular levels. The recommendegédlteare 0, 1, 3 and 7.

« Ethernet-Rings are not configurable under all isertypes. Any service restrictions for
MEP direction or MIP support will override the geicecapability of the Ethernet-Ring
MPs. For more information on Ethernet-Rings, rédethe 7210 SAS Interfaces Guide.
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e 100ms timer value is supported only for serviceMDAMEPs and G8032 Down MEPs on
7210 SAS-D. The minimum timer for service UP MERS/@10 SAS-D is 1 second.

e On 7210 SAS-E, the minimum timer value supportadfown MEPs (including G8032
Down MEPSs) is 1 second.

e On 7210 SAS-K, the minimum timer value supportaddoth Down MEPs and UP MEPs
is 1 second.
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Configuring ETH-CFM Parameters

Configuring ETH-CFM requires commands at two difetrhierarchy levels of the CLI.

A sample of the global ETH-CFM configuration whidéfines the domains, associations, linkage
o the service id or function, and the globally agadble CCM parameters including the interval
and building of the remote MEPs database is shaiowb

The following example displays a sample configunati

*A:ALU-7_A>config>eth-cfm# info

domain 1 name "1" level 1
association 2 name "1345"
bridge-identifier 100
exit
ccm-interval 60
remote-mepid 2
remote-mepid 3
exit
exit

*A:ALU-7_A>config>eth-cfm#

Defining the MEP and configuring service speciftHeCFM parameters is performed within the
service on the specific SAP or SDP binding. Thenga using the service VPLS 100 shows this
configuration on the SAP.

#*A:ALU-7_A>config>service# info

vpls 100 customer 1 create
description "VPLS service 100 - Used for MEP config uration example"
sap 2/2/1:20 create
description "2/2/1:20"
eth-cfm
mep 1 domain 1 association 1 direction down
no shutdown
exit
exit
exit
exit
no shutdown
exit
customer 1 create
description "Default customer"
exit
exit

*A:ALU-7_A>config>service#

All of the examples shown above were based on IBEElag. They are not capable of running
Y.1731 functions. To build a Y.1731 context the @gamformat must be none.
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The examples below show the global ETH-CFM confidion and the advanced Y.1731 functions
that can be configured. The configuration will mjthe configuration of Y.1731 functions within
an IEEE 802.1ag context.

*A:7210-2# config>eth-cfm# info

domain 1 format none level 1
association 1 format icc-based name "12 34567890123"
bridge-identifier 100
exit
ccm-interval 1
exit
exit

*A:7210-2# config>service# info

vpls 100 customer 1 create
stp
shutdown
exit
sap 2/2/1:40 create
eth-cfm
mep 1 domain 1 association 1 di rection up
ais-enable
priority 2
interval 60
exit
eth-test-enable
test-pattern all-ones ¢ rc-enable
exit
no shutdown
exit
exit
exit
no shutdown
exit

Notes:

* To be able to transmit and also receive AIS PCU¥,1731 MEP must hawas-enable
set.

* To be able to transmit and also receive ETH-TEXY® a Y.1731 MEP must haweth-
test-enableset.
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Applying ETH-CFM Parameters

Apply ETH-CFM parameters to the following entities.

CLI Syntax:  config>service>epipe>sap
eth-cfm
mep nmep- i ddomain nd- i ndex association ma- i ndex [direction
{up | down}]
ais-enable
client-meg-level [[level [level ...]]
interval {1 | 60}

priority priority-val ue
ccm-enable
ccm-Itm-priority priority

eth-test-enable

test-pattern {all-zeros | all-ones} [crc-enable]
low-priority-defect{allDef| macRemErrXcon | remEr
rXcon | errXcon | xcon | noXcon}
[no] shutdown

CLI Syntax:  config>service>epipe>spoke-sdp

eth-cfm
mep nmep- i ddomain nd- i ndex association ma- i ndex [direction
{up | down}]
ccm-enable
ccm-Itm-priority priority

eth-test-enable
test-pattern {all-zeros | all-ones} [crc-enable]
low-priority-defect {allDeflmacRemErrXcon|remErrXco
errXcon|xcon|noXcon}
[no] shutdown

CLI Syntax:  config>service>vpls>sap

eth-cfm
mip
mep mep- i ddomainmd-indexassociation ma- i ndex [direction
{up | down}]
no mep nep-iddomain nd-i ndex association ma- i ndex
ccm-enable
ccm-Itm-priority priority

eth-test-enable
test-pattern {all-zeros | all-ones} [crc-enable]
low-priority-defect {allDeflmacRemErrXcon|remErrX-
con|errXcon|xcon|noXcon}
mac-address nac- addr ess
[no] shutdown
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CLI Syntax:  config>service>vpls>mesh-sdp sdp-id[:vc-id][ve-type
{ether|vlan}]
eth-cfm
mep nep-i ddomain nd- i ndex association ma- i ndex [direction
{up | down}]
ccm-enable
ccm-Itm-priority priority

eth-test-enable
test-pattern {all-zeros | all-ones} [crc-enable]
low-priority-defect {allDeflmacRemErrXcon|remErrXco n
errXcon|xcon|noXcon}
mac-address nac- addr ess
no] shutdown

CLI Syntax:  config>service>vpls
spoke-sdp  sdp-i d: vc-i d [vc-type {ether | vlan}] [split-hori-
zon-group  gr oup- namne] [no-endpoint]
spoke-sdp  sdp-i d: vc-i d [ve-type {ether | vlan}] [split-hori-

zon-group  gr oup- nane] endpoint endpoi nt
eth-cfm
map nmep-i ddomain nd- i ndex association ma- i ndex [direction
{up | down}]
ccm-enable
ccm-Itm-priority priority

eth-test-enable
test-pattern {all-zeros | all-ones} [crc-enable]

low-priority-defect {allDef | macRemErrXcon|remErrX -
con|errXcon|xcon|noXcon}

mac-address mac-address

no] shutdown

CLI Syntax: oam

eth-cfm linktrace mac- addr ess mep mnep-i d domain nd-i ndex as-
sociation ma- i ndex [ttl ttl-val ue]

eth-cfm loopback mac- addr ess mep nep-i d domain nd-i ndex as-
sociation ma- i ndex [send-count send- count ] [size dat a- si ze]

[priority priority]

eth-cfm eth-test mac- addr ess mep nep-i d domain nd-i ndex as-
sociation ma- i ndex [priority pri ority] [data-length dat a-

| engt h]

eth-cfm one-way-delay-test mac- addr ess mep nep-iddomain nd-
i ndex association ma- i ndex [priority priority]

eth-cfm two-way-delay-test mac- addr ess mep nep-iddomain nd-
i ndex association ma- i ndex [priority priority]
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eth-cfm two-way-sIm-test mac- addr ess mep nep-i ddomain nd-i n-
dex association ma- i ndex [priority priority]
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Service Management Tasks

This section discusses the following service manmesyg tasks:

« Modifying Customer Accounts on page 74

e Deleting Customers on page 75

Modifying Customer Accounts

To access a specific customer account, you mustfgphe customer ID.
To display a list of customer IDs, use #@w service customeommand.
Enter the parameteddscription contact phong and then enter the new information.

CLI Syntax:  config>service# customer custoner-id create
[no] contact contact-information
[no] description description-string

[no] phone phone- nunber

Example : config>service# customer 27 create
config>service>customer$ description “Western Divis ion”
config>service>customer# contact “John Dough”
config>service>customer# no phone “(650) 237-5102"
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Deleting Customers

The no form of theustomeccommand removes a customer ID and all associafedmation. All
service references to the customer must be shut o deleted before a customer account can
be deleted.

CLI Syntax:  config>service #no customer customer-id

Example : config>service# epipe 5 customer 27 shutdown
config>service# epipe 9 customer 27 shutdown
config>service# no epipe 5
config>service# no epipe 9
config>service# no customer 27
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Layer 2 Control Processing (L2CP)

Page 76

Operators providing Epipe service need to be ableahsparently forward Layer-2 control frames
received from the customers. This allows their @onglrs to run these control protocols between
the different locations which are part of the L2N/Bervice. The 7210 SAS platforms provide user
with the following capability:

e An option to tunnel, discard or peer for EFM OAM,DP, Dotl1x, and LACP.

« BPDU translation and Layer 2 Protocol Tunnellingsort for xXSTP and CISCO control
protocols. This is supported only in a VPLS serviear more information, see the2PT
and BPDU Translation on page 183

NOTE: The CDP, VTP, DTP, PAgP, and UDLD managementquuais, are forwarded
transparently in an Epipe service.

By default, LACP, LLDP, EFM OAM, and Dot1x Layere®ntrol protocol untagged packets are
discarded if the protocol is not enabled on thd pdiere these frames are received. User has an
option to enable peering by enabling the protocolh® port and configuring the appropriate
parameters for the protocol. User also has an mptidunnel these packets using an Epipe or
VPLS service.

In a VPLS service, the layer-2 control frames &t ®ut of all the SAPs configured in the VPLS
service. It is recommended to use this featurefallyeand only when an VPLS is used to emulate
an end-to-end Epipe service (that is, an Epipeigorgd using a 3-point VPLS Service, with one
access SAP and 2 access-uplink SAP/SDPs for redundanectivity). In other words, if the
VPLS service is used for multipoint connectivityisinot recommended to use this feature. When
a layer-2 control frame is forwarded out of dotPor a QinQ SAP, the SAP tags of the egress
SAP are added to the packet.

The following SAPs can be configured for tunnelihg untagged L2CP frames (corresponding
protocol tunneling needs to be enabled on the jport)

« If the port encapsulation is null, user has anoopto tunnel these packets by configuring
a NULL SAP on a port

» If the port encapsulation is dotlq, user an optmuose dotlqg explicit null SAP (e.g. 1/1/
10:0) or a dotlq default SAP (For example: 1/1/1fo*tunnel these packets.

» If the port encapsulation is QinQ, user has aiopb use 0.* SAP (For example 1/1/
10:0.*) to tunnel these packets.

In addition to the protocols listed above, protedhlat are not supported on 7210, For example:
GARP, GVRP, ELMI, and others are transparently fimaed in case of a VPLS service. These
protocols are transparently forwarded if a NULL SA&1q default SAP , dotlq explicit null SAP
or 0.* SAP is configured on the port and receivadiet is untagged. If the received packet is
tagged and matches the tag of any of the SAPsguoefil on the port, it is forwarded in the
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context of the SAP and the service. Else if theitea packet is untagged and none of the NULL
or dotlq default or dotlq explicit null or 0.* SA®configured, it is discarded.

If a 7210 receives a tagged L2CP packet on any @#&Rides NULL, dotlq, dotlq range, QinQ,
QinQ default), it is forwarded transparently in gervice similar to normal service traffic (XSTP
processing behavior is different in VPLS servicd anlisted below).

The XSTP processing behavior in a VPLS servics i@kows:

e If XSTP is enabled in the service , and if theitathe STP BPDU matches the tag of the
configured SAP, the received xSTP BPDU is processetie local xXSTP instance on the
node for that service when xSTP is enabled on & &d discarded when xSTP is
disabled on the SAP.

« If the tags do not match, xSTP BPDU packets amesparently forwarded in the service
similar to normal service traffic.

* IfxSTP is disabled in the service, STP BPDU p&slee transparently forwarded in the
service similar to normal service traffic.

Table 12: L2CP for 7210 SAS-D, E, and K platforms

Packet Type 7210 SAS-E 7210 SAS-D 7210 SAS-K
LACP Option to Discard or| Option to Tunnel or | Option to Tunnel or
Peer or Tunnel Discard or Peer Discard or Peer
Dotlx Option to Discard or] Option to Tunnel or | Option to Discard
Peer Discard or Peer
LLDP Option to Discard or| Option to Tunnel or | Option to Tunnel or
Peer Discard or Peer Discard or Peer
(seeNotel) (seeNotel)
EFM Option to Tunnel or | Option to Tunnel or | Option to Tunnel or
Discard or Peer Discard or Peer Discard or Peer
L2PT Supported Supported Not Supported
(seeNote2) (seeNote2)
BPDU Tunneling | Supported Supported Not Supported
XSTP Option to Peer or | Option to Peer or Tuny Forwarded transpar;
Tunnel nel ently. No option to
Peer or Discard.

Notel: For more information read the 7210 SAS Interfaagdgto know more about options
available for LLDP tunnelling.
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Note2 L2TP support on 7210 SAS platforms varies amdegptiatforms. Not all platforms
support tunneling of all CISCO protocols. For mor®rmation, seel2PT and BPDU
Translation on page 183
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Global Services Command Reference

Command Hierarchies

* Customer Commands on page 79

» ETH-CFM Configuration Commands on page 82
* SAP Commands for 7210 SAS-E on page 80

* SAP Commands for 7210 SAS-D on page 80

» Show Commands on page 83

Customer Commands

config
— service
— [no] customercustomer-idcreate]
— contact contact-information
— nocontact
— description description-string
— no description
— [no] phonephone-number
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SAP Commands for 7210 SAS-E

config
— service

epipeservice-id[customercustomer-idl [create] [svc-sap-typgnull-star| dotlq| dotlqg-pre-
serve}] [customer-vidvlan-id]
no epipe service-id
— sapsap-id[creatd
— no sapsap-id
iesservice-id[customer customer-idi [create]
no iesservice-id
— sapsap-id[create]
— no sapsap-id
vpls service-id[customercustomer-idi [creatd] [vpn vpn-id [m-vpls] [svc-sap-type{ null-
star|dotlq|dotlq-preservé] [ customer-vid vian-id]
no vpls service-id
— sapsap-id[create] [eth-ring ring-indeXq
— no sapsap-id

SAP Commands for 7210 SAS-D

config
— service

epipeservice-id[customercustomer-idl [create] [svc-sap-typgnull-star|dotlg-pre-
servelany|dotlg-range}] [customer-vidrlan-id]
no epipe service-id
— sapsap-id[create]
— no sapsap-id
iesservice-id[customer <customer-ict] [create]
no iesservice-id
— sapsap-id[create]
— no sapsap-id
vpls service-id[customer customer-idi [create] [vpn vpn-id [m-vpls] [svc-sap-type{ null-
star | any | dotlg-preservy [ customer-vid vian-id]
no vpls service-id
— sapsap-id[creatd [eth-ring ring-indeX
— no sapsap-id

SAP Commands for 7210 SAS-K

config
— service
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epipeservice-id[customer customer-ifl [create] [svc-sap-type {any| dotlg-range}]
no epipeservice-id
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— sapsap-id[creatd
— nosapsap-id
— iesservice-id[customercustomer-ifl [create] [vpn vpn-id]
— noiesservice-id
— vpls service-id[customercustomer-idi [ create] [m-vpls] [svc-sap-type {any|dotlg-range}]
[r-vpls]
— novpls service-id
— sapsap-id[creatd [split-horizon-group group-namg
— nosapsap-id
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ETH-CFM Configuration Commands

config
— eth-cfm
— domain md-index{format md-name-formdfnamemd-namglevellevel
— domain md-index
— no domain md-index
— associationma-indeqformat ma-name-formathame ma-name
— associationma-index
— no associationma-index
— [no] bridge-identifier bridge-id
— mhf-creation {none | explicit}
— no mhf-creation
— vlan vlan-id
— novlan
— no ccm-interval {100ms|1|10|60|600}
— [no] remote-mepidmep-id
— sim
— [no] inactivity-timer timer
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Show Commands

show
— service
— customer [customer-idl [site customer-site-nanje
— id service-id
— service-using[epipg [ieg [vpls][mirror ][customercustomer-idi
— eth-ring [statug
— eth-ring ring-indexhierarchy
— eth-ring ring-index[path {a|b}]
— eth-cfm
— association[ma-inde} [detail]
— cfm-stack-table[port [port-id [vlan vlan-id]][level 0..7] [direction down]
— domain [md-inde% [associationma-indeX all-association$ [detail]
— mep mep-iddomain md-indexassociationma-indexloopback] [linktrace]
— mep mep-iddomain md-indexassociationma-index remote-mepid mep-id| all-remote-
mepids
— mep mep-iddomain md-indexassociationma-indexeth-test-results [remote-peermac-
addres$
— mep mep-iddomain md-indexassociationma-indexone-way-delay-test[remote-peermac-
addres$
— mep mep-iddomain md-indexassociationma-indextwo-way-delay-test{remote-peermac-
addres$
— pw-template
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Global Service Configuration Commands

Generic Commands

shutdown

Syntax
Context

Description

Special Cases

description

Syntax

Context

Description

Default

Parameters
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[no] shutdown

config>eth-cfm>mep

This command administratively disables an entitheWwdisabled, an entity does not change, reset, or

remove any configuration settings or statistics.

The operational state of the entity is disabledel$ as the operational state of any entities doath
within. Many objects must be shut down before thmay be deleted.

Services are created in the administratively dostiu{down) state. When ao shutdowncommand
is entered, the service becomes administrativelgngpthen tries to enter the operationally up state
Default administrative states for services andiserentities is described below in Special Cases.

Theno form of this command places the entity into an adstiiatively enabled state.

Service Admin State —  While the service is shutdown, all customer packetsdropped and
counted as discards for billing and debugging psego

description description-string
no description

config>service>customer

This command creates a text description storefddrconfiguration file for a configuration context.

Thedescription command associates a text string with a configpmatontext to help identify the
content in the configuration file.

Theno form of this command removes the string from theficuration.
No description associated with the configurationtest.

string —The description character string. Allowed valuesamy string up to 80 characters long
composed of printable, 7-bit ASCII charactersh# string contains special characters (#, $,
spaces, etc.), the entire string must be enclosthihvdouble quotes.
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Customer Management Commands

customer

Syntax

Context

Description

Parameters

contact

Syntax

Context

Description

Default

Parameters
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customer customer-id [create ]
no customer customer-id

config>service

This command creates a customer ID and customéexdamsed to associate information with a
particular customer. Services can later be assatiaith this customer at the service level.

Eachcustomer-idmust be unique. Thereatekeyword must follow each nesustomercustomer-id
entry.

Enter an existingustomer customer-idwithout thecreatekeyword) to edit the customer’s
parameters.

Defaultcustomer lalways exists on the system and cannot be deleted.

Theno form of this command removesastomer-idand all associated information. Before
removing acustomer-idall references to that customer in all servicestbe deleted or changed to a
different customer ID.

customer-id —Specifies the ID number to be associated with tistoener, expressed as an integer.

Values 1 — 2147483647

contact contact-information
no contact contact-information

config>service>customer

This command allows you to configure contact infation for a customer.

Include any customer-related contact informatiochsas a technician’s name or account contract
name.

No contact information is associated with tustomer-id

Theno form of this command removes the contact infornrafrom the customer ID.
contact-information —The customer contact information entered as an A8@Gracter string up to
80 characters in length. If the string containscedecharacters (#, $, spaces, etc.), the entire

string must be enclosed within double quotes. Atigtable, seven bit ASCII characters may be
used within the string.
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Syntax
Context
Description

Default

Parameters

Subscriber Services

[no] phone string
config>service>customer customer-id
This command adds telephone number informatiom foustomer ID.

none
Theno form of this command removes the phone number iatue the customer ID.
string —The customer phone number entered as an ASCIlgsttimg up to 80 characters. If the

string contains special characters (#, $, spates, the entire string must be enclosed within
double quotes. Any printable, seven bit ASCII chtges may be used within the string.
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ETH-CFM Configuration Commands

eth-cfm

Syntax
Context

Description

mep

Syntax

Context

Description

Parameters

ais-enable

Syntax

Context

Description
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eth-cfm

config

This command enables the context to configure EFM@arameters.

mep mep-id domain md-index association ma-index vlan vilan-id]
no mep mep-id domain md-index association ma-index

config>port>ethernet>
config>lag>
config>router>if>

This command provisions the maintenance endpoiRM

Theno form of the command reverts to the default values.

mep-id —Specifies the maintenance association end pointifd.
Values 1—81921

md-index —Specifies the maintenance domain (MD) index value.
Values 1 — 4294967295

ma-index —Specifies the MA index value.
Values 1 — 4294967295

vlan-id —Specific to tunnel facility MEPs which means thigtion is only applicable to the
lag>eth-cfm>  context. Used to specify the outer vian id oftilnenel.

Values 1 — 4094

[no] ais-enable

config>port>ethernet>eth-cfm>mep
config>lag>eth-cfm>mep

This command enables the reception of AIS messages.

Theno form of the command reverts to the default values.
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client-meg-level

Syntax
Context

Description

Parameters

interval

Syntax
Context

Description

Parameters

priority

Syntax
Context

Description

Parameters

client-meg-level [[level [level ...]]
no client-meg-level

config>port>ethernet>eth-cfm>mep>ais-enable
config>lag>eth-cfm> mep>ais-enable

This command configures the client maintenanceyegtoup (MEG) level(s) to use for AIS message
generation. Up to 7 levels can be provisioned withrestriction that the client MEG level must be
higher than the local MEG level. Only the lowelgtrtt MEG level will be used for facility MEPs.

Theno form of the command reverts to the default values.
level —Specifies the client MEG level.

1—7

Default 1

Values

interval {11060 | 600}
no interval

config>port>ethernet>eth-cfm>mep>ais-enable
config>lag>eth-cfm> mep>ais-enable

This command specifies the transmission intervall& messages in seconds.

Theno form of the command reverts to the default values.

1|10 |60 | 600 —Fhe transmission interval of AIS messages in sesond
Default 1

priority priority-value
no priority

config>port>ethernet>eth-cfm>mep>ais-enable
config>lag>eth-cfm> mep>ais-enable

This command specifies the priority of the AIS naggs generated by the node.

Theno form of the command reverts to the default values.

priority-value —Specify the priority value of the AlIS messagesioatgd by the node.

0—7
Default 7

Values
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ccm-enable

Syntax [no] ccm-enable

Context config>port>ethernet>eth-cfm>mep
config>lag>eth-cfm>mep

Description This command enables the generation of CCM messages

Theno form of the command disables the generation of GGd4sages.

ccm-Itm-priority
Syntax ccm-Itm-priority  priority
no ccm-ltm-priority

Context config>port>ethernet>eth-cfm>mep>
config>lag>eth-cfm>mep>
config>router>if>eth-cfm>mep

Description This command specifies the priority of the CCM &antl messages transmitted by the MEP. Since
CCM does not apply to the Router Facility MEP ottlg LTM priority is of value under that context.

Theno form of the command reverts to the default values.
Default priority — Specifies the priority value
Values 0—7
Default 7

eth-test-enable

Syntax [no] eth-test-enable

Context config>port>ethernet>eth-cfm>mep>
config>lag>eth-cfm>mep>
config>router>if>eth-cfm>mep

Description For this test to work, operators need to confidgtifél-test parameters on both sender and receiver
nodes. The ETH-test then can be done using thewioly OAM commands:

oam eth-cfm eth-teshac-addressnepmep-iddomainmd-indexassociationma-indexpriority
priority] [data-lengthdata-length

Theno form of the command disables eth-test capabilities

test-pattern

Syntax  test-pattern {all-zeros | all-ones } [crc-enable ]
no test-pattern
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config>port>ethernet>eth-cfm>mep>eth-test>
config>lag>eth-cfm>mep>eth-test>
config>router>if>eth-cfm>mep>eth-test

This command specifies the test pattern of the HB$T frames. This does not have to be
configured the same on the sender and the receiver.

Theno form of the command reverts to the default values.
all-zeros —Specifies to use all zeros in the test pattern.
all-ones —Specifies to use all ones in the test pattern.
crc-enable —Generates a CRC checksum.

Default all-zeros

low-priority-defect

Syntax

Context

Description

Default

mac-address

Syntax

Context

Description

low-priority-defect  {allDef | macRemErrXcon |remErrXcon |errXcon | xcon | noXcon }

config>port>ethernet>eth-cfm>mep>eth-test>
config>lag>eth-cfm>mep>eth-test>

This command specifies the lowest priority deféet is allowed to generate a fault alarm. This
setting is also used to determine the fault sttitkeoMEP which, well enabled to do so, causes a
network reaction.

macRemErrXcon
Values allDef DefRDICCM, DefMACstatus, DefRemoteCCM, Defar€CM,
and DefXconCCM
macRemErrXcon
Only DefMACstatus, DefRemoteCCM, DefErrorCCM, and
DefXconCCM

remErrXcon Only DefRemoteCCM, DefErrorCCM, and Def€CM
errXcon Only DefErrorCCM and DefXconCCM

Xcon Only DefXconCCM; or

noXcon No defects DefXcon or lower are to be repbrte

mac-address mac-address
no mac-address

config>port>ethernet>eth-cfm>mep>
config>lag>eth-cfm>mep>
config>router>if>eth-cfm>mep

This command specifies the MAC address of the MEP.

Theno form of the command reverts to the MAC addreshefMEP back to the default, that of the
port, since this is SAP based.
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Parameters mac-address -Specifies the MAC address of the MEP.

Values 6-byte unicast mac-address (XX:XX:XX:XX:XX:XX OF¥XX-XX-XX-XX) of the MEP.
Using the all zeros address is equivalent to thfoma of this command.

Default no mac-address

domain

Syntax domain md-index [format md-name-format] [name md-name] level level
domain md-index
no domain md-index

Context config>eth-cfm
Description This command configures Connectivity Fault Managetnd®main parameters.
Theno form of the command removes the MD index paramsdtem the configuration.

Parameters md-index —Specifies the Maintenance Domain (MD) index value.
Values 1 — 4294967295

format {dns|mac|none|string} — Specifies a value that represents the type (format)

Values dns Specifies the DNS name format.
mac: XXXXX:X-u
X: [0..FF]h
u: [0..65535]d
none Specifies a Y.1731 domain format and the only fatradlowed to
execute Y.1731 specific functions.
string Specifies an ASCII string.

Default string
namemd-name— Specifies a generic Maintenance Domain (MD) name.
Values 1 — 43 characters

levellevel— Specifies the integer identifying the maintenanomdin level (MD Level). Higher
numbers correspond to higher maintenance doméaiose twith the greatest physical reach, with
the highest values for customers' CFM packets. kowmbers correspond to lower maintenance

domains, those with more limited physical reachhwlie lowest values for single bridges or
physical links.

Values 0—7

association

Syntax association ma-index [format ma-name-format] name ma-name
association ma-index
no association ma-index

Context config>eth-cfm>domain
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Description

Parameters

bridge-identifier

Syntax
Context

Description

Parameters

mhf-creation

Syntax

Context

Description

Default

Subscriber Services

This command configures the Maintenance Associgtib®) for the domain.

ma-index —Specifies the MA index value.
Values 1 — 4294967295

format {icc-based|integer | string | vid | vpn-id} — Specifies a value that represents the type

(format).
Values icc-based  Only applicable to a Y.1731 context where the diori@armat is
configured as none. Allows for exactly a 13 cheganame.
integer: 0 — 65535 (integer value 0 means the MA is natchied to a VID.)
string: raw ascii
vid: 0 — 4095
vpn-id: RFC-2685 Virtual Private Networks Identifier
XXX:XXXX, Where X is a value between 00 and FF.
for example 00164D:AABBCCDD
Default integer

name ma-name — Specifies the part of the maintenance associatientifier which is unique within
the maintenance domain name.

Values 1 — 45 characters

[no] bridge-identifier bridge-id
config>eth-cfm>domain>association

This command configures the service ID for the domaasociation. The value must be configured to
match theservice-idof the service where MEPs for this associatiot vélcreated. Note that there is
no verification that the service with a matchsggvice-idexists. This is not used for facility MEPs as
they are not tied to services.

bridge-id —Specifies the bridge ID for the domain association.

Values 1 — 2147483647

mhf-creation {none | explicit }
no mhf-creation

config>eth-cfm>domain>association>bridge-identifier

This command determines whether to allow autormdtfe creation for the MA.

NOTE: Please refer to ETH-CFM Support Matrix for 7218SSD on page 66 ETH-CFM Support
Matrix for 7210 SAS-K on page 67 ETH-CFM Supportthdafor 7210 SAS-E on page 66 for MEP
and MIP support available for different servicesdifferent platforms

none
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Parameters

vlian

Syntax

Context

Description

Parameters

ccm-interval

Syntax

Context

Description

Default

Parameters
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default —Specifies that MHFs can be created for this VIDyam bridge ports through which this
VID can pass without the requirement for a MEPaame lower MA level.

none —Specifies that no MHFs can be created for this VID.

explicit —Specifies that MHFs can be created for this VIDyam bridge ports through which this
VID can pass, and only if a MEP is created at stower MA level. There must be at least one
lower level MEP provisioned on the same SAP.

vlan vlan-id
no vian

config>eth-cfm>domain>association>bridge-identifier

This command configures the bridge-identifier priyndLAN ID. Note that it is informational only,
and no verification is done to ensure MEPs ondkociation are on the configured VLAN.

vlan-id —Specifies a VLAN ID monitored by MA.

Values 0 — 4094

ccm-interval {100ms | 1| 10| 60 | 600}
no ccm-interval

config>eth-cfm>domain>association

This command configures the CCM transmission irgefor all MEPSs in the association.
NOTES:

« 100ms timer value is supported only for Down MBRs/210 SAS-D. The minimum timer for
UP MEPs on 7210 SAS-D is 1 second.

e On 7210 SAS-E, the minimum timer value support@dfown MEPs (including G8032 Down
MEPSs) is 1 second.

e On 7210 SAS-K, the minimum timer value supporteddoth Down MEPs and UP MEPs is 1
second.

Theno form of the command reverts the value to the defau
10 seconds

interval — Specifies the interval between CCM transmissiorsetosed by all MEPs in the MA.
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remote-mepid

Syntax
Context
Description

Parameters

slm

Syntax
Context

Description

inactivity-timer

Syntax
Context

Description

Default

Parameters
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Subscriber Services

[no] remote-mepid mep-id
config>eth-cfm>domain>association
This command configures the remote maintenancecas®m end point (MEP) identifier.

mep-id —Maintenance association end point identifier cfmote MEP whose information from the
MEP database is to be returned.

Values 1—8191

sim

config>eth-cfm

This is the container that provides the global mpmhtion parameters for ITU-T Synthetic Loss
Measurement (ETH-SL).

inactivity-timer  timer
[no] inactivity-timer

config>eth-cfm>sim

The time the responder keeps a test active. Thehietween packets exceed this values within a test
the responder marks the previous test as comflkéetimer treats any new packets from a peer with
the same test-id, source-mac and MEP-ID as a r&wesponding with the sequence number one.

100 seconds

timer —Specifies the amount of time in seconds.

Values 10 100
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In This Chapter

This section provides information about Virtual ked Line (VLL) services and implementation
notes.

Topics in this section include:

« Ethernet Pipe (Epipe) Services on page 98
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Ethernet Pipe (Epipe) Services

This section provides information about the Epipeviee and implementation notes.
Topics in this section include:

* Epipe Service Overview on page 99

- SAP Encapsulations on page 187

- QoS Paolicies on page 106

- Filter Policies on page 107

- MAC Resources on page 107
» Basic Configurations on page 110
e« Common Configuration Tasks on page 110

— Creating an Epipe Service for 7210 SAS-E on page 11

e Service Management Tasks on page 120
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Epipe Service Overview

An Epipe service is a Layer 2 point-to-point seewehere the customer data is encapsulated and
transported across a service provider's network /20 SAS D, E, K provide QinQ SAPs or
Dotlq SAPs to provide a point-point Layer 2 servise Epipe service is completely transparent
to the subscriber’s data and protocols. The 7218 Epipe service does not perform any MAC
learning. A local Epipe service consists of two SAiA the same node, whereas a distributed
Epipe service consists of two SAPs on differentasod he 7210 SAS D, E, K only support local
Epipe services.

Each SAP configuration includes a specific porindrich service traffic enters the 7210 SAS
router from the customer side (also called the s&s@le). Each port is configured with an
encapsulation type. If a port is configured withlBEE 802.1Q (referred to as Dot1q)
encapsulation, then a unique encapsulation vaenfust be specified.

Figure 11: Epipe/VLL Service

Customer 1 Customer 2
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EPIPE (VLL) Service 1
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Epipe Oper State decoupling
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Note: This feature is supported only on 7210 SAS-D 3280 SAS-K devices.

An epipe service transitions to an operation stBtwn’ when only a single entity SAP or
Binding is active and the operation state of théenidown or displays an equivalent state. The
default behavior does not allow operators to vaédidhe connectivity and measure performance
metrics. With this feature an option is providedtiow operators to validate the connectivity and
measure performance metrics of an epipe service farithe customer handoff. The operator can
also maintain performance and continuity measure¢menoss their network regardless of the
connectivity between the terminating node and tietamer. If the SAP between the operator and
the customer enters a Oper Down state, the epipaing Operationally UP, so the results can
continue to be collected uninterrupted. The openatceives applicable port or SAP alerts/alarms.
This option is available only for the customer fecSAP failures. If a network facing SAP or
Spoke-SDP fails the operational state of the epgueice is set to 'Down'. In other words, there is
no option to hold the service in an UP state,rieawork component fails.

The following functionality is supported:

» Configuration under SAP is required to changedigiault behavior of the epipe service in
response to the SAP failure.

e The user can create a SAP on a LAG where the LASno port members. In this case,
the operator configures theghore-oper-statéon the SAP and the service remains
operational. However, as there are no ports exgjstinhe LAG member group, there is no
extraction function that can be created. This fieaprotects against an established
working configuration with full forwarding capahiks from failing to collect PM data.
The user should shutdown their equipment and plaeepipe SAP in an operationally
down state.

* The SAP connecting the provider equipment to tistamer is configured to hold the
epipe service status UP when the customer facirfg &Rers any failed state. Only one
SAP per epipe is allowed to be configured.

« Any failure of the network entity (network SAP 8DP-Binding) still cause the epipe
service to transition to OPER=DOWN.

« As the service remains operationally up, all bigdi should remain operationally up and
should be able to receive and transmit data. ThesRl\s represents the failed SAP in the
LDP status message, but this does not preventatzefcom using the PW as a transport,
in or out. This is the same as LDP status messaging

* The SAP failure continues to trigger normal reaasi, except the operational state of the
service
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e« ETH-CFM PM measurement tools (DMM/SLM) can be usé&ith the UP MEP on the
failed SAP to collect performance metric. AdditibpaCFM troubleshooting tools &
connectivity (LBM, LTM, AIS, CCM) can be used andliMunction normally.

« ETH-CFM CCM processing and fault propagation doeschange. Even when a SAP
fails with the hold service UP configuration, CCMtsthe Interface Status TLV to
“Dowr’.

« VPLS services remain operationally UP until theafientity in the service enters a failed
operational state. There are no changes to VPL&cssrand the change is specific to

epipe.
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VLAN Range for SAPs in an Epipe Service

7210 SAS VLAN ranges provide a mechanism to grotamge of VLAN IDs as a single service
entity. This allows the operator to provide thevems treatment (forwarding, ACL, QoS,
Accounting, and others) to the group of VLAN IDsaawhole.

NOTE: Grouping a range of VLAN IDs to a SAP is suppdrimly for Virtual Leased Lines
(VLL) Ethernet services.

Processing behavior for SAPs using VLAN rangesina  ccess-uplink mode

NOTE: Dotlqg range SAPs are supported only on 7210 SA®dK7210 SAS-D. It is not
supported on 7210 SAS-E.

The access SAPs that specifies VLAN range valueg uw®nnection-profile (also known as,
dotlqg range SAPSs) is allowed in Epipe service andRLS service. For more information on
functionality supported, sed_AN Range SAPs feature Support and Restrictionpaye 104

The system allows only one range SAP in an Epipdcse It fails any attempt to configure more
than one range SAP in an Epipe service. Range @AMe configured only on access ports. The
other endpoint in the Epipe service has to be & S3\P” in access-uplink mode. The processing
and forwarding behavior for packets received omyeaBAPs are listed below:

* No VLAN tags are removed/stripped on ingress akas dotlq SAP configured to use
VLAN ranges. A single tag (Q1) is added to the feawhen it is forwarded out of the
Q1.* access-uplink SAP.

¢ When a packet is received on the access-uplink AP, the outermost tag is removed
and the packet is forwarded out of the access datige SAP. The system does not check
if the inner VLAN tag matches the VLANSs IDs (botinge and individual values
specified in the “connection-profile”) of the dotaqcess SAPs configured in the service.

« The dotlqg range sap can be supported in a semtlbesvc-sap-type set to ‘dotlg-range’.

VLAN Range SAPs feature Support and Restrictions

* The access SAPs that specifies VLAN range valusisg connection-profile) is allowed
only in E-Pipe service. The system allows only carege SAP in an Epipe service. It will
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fail any attempt to configure more than one rang® $ an Epipe service. Range SAP
can be configured only on access ports.

* In access-uplink mode, the dotlq range sap isvalicto be configured only in a service
with svc-sap-type set to ‘dotlg-range’.

* The access SAPs using VLAN range values are atlawdy for Dot1q encapsulation port
or LAG. A connection profile is used to specifyhgit range of VLAN IDs or individual
VLANS to be grouped together in a single SAP.

« A*“connection profile” is used to specify eith@mnge of VLAN IDs or individual VLANSs
to be grouped together in a single SAP.

« No Dotlq default sap is allowed on the same agoedsas the one on which a SAP with
a range is configured.

* Multiple “connection-profile” can be used per portLag as long as the VLAN value
specified by each of them does not overlap. Thebarrof VLAN ranges available per
port/LAG is limited. The available number must ibeied among all the SAPs on the
port/LAG.

« “Connection-profile”, associated with a SAP canbetmodified. To modify a connection
profile, it must be removed from all SAPs that asing it.

e ACL support - Filter policies are supported on SAgress. In 7210 SAS-D access-uplink
mode, IP criteria and MAC criteria based filteripplis available for use with access
SAPs.Note: For more information on ACL on range SAPs, see Th10 SAS Router
Configuration GuidéNote: For more information on ACL on range SAPs, see TA10
SAS Router Configuration Guide.

* Access SAP egress filter are not supported.
* Access-uplink SAP egress filter are not supported.
» SDP egress and ingress filter are not supported.

* QoS - Ingress classification, metering with hiehécal metering, marking, queuing and
shaping for SAP ingress and SAP egress. On epeggrt queues and shaping is
available on 7210 SAS-D.

- SAP ingress classification criteria is availabledee with VLAN range SAPs is
similar to that available for other SAPs suppoitedn Epipe service. Dotlp based
ingress classification uses the Dot1p bits in tieionost VLAN tag for matching. On
access egress, dotlp received from the SDP (otwerkeport) from another access
port is preserved.

e The amount of hardware resources (such as CAMesnised for matching in QoS
classification and ACL match, meters used in SAgPass policy, and others.) consumed
by a single range SAP is equivalent to the amofirdsmurces consumed by a single SAP
that specifies a single VLAN ID for service ideitition. In other words, the hardware
has the ability to match a range of VLAN values ardce uses ‘X’ resources for a SAP
using a VLAN range instead of X * n, where ‘n’ l'ethnumber of VLANS specified in the
range and X is the amount of QoS or ACL resoureesiad.
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* Ingress accounting support is similar to the supgeailable for other SAPs in an Epipe
service. Count of packets or octets received frodividual VLANSs configured in the
connection profile is not available. No supportEgress SAP statistics and accounting is
available.

« Mirroring is supported. In network mode, the usservice resiliency mechanisms such
as MC-LAG and Epipe PW redundancy is supported.

VLL Service Considerations

This section describes various of the general serfi@atures and any special capabilities or
considerations as they relate to VLL services.

SDPs
The most basic SDPs must have the following:

e Alocally unique SDP identification (ID) number.
* The system IP address of the originating and fiarteuters.
* An SDP encapsulation type, MPLS.
SAP Encapsulations
The Epipe service is designed to carry Ethernebdrpayloads, so it can provide connectivity

between any two SAPs that pass Ethernet framestollbeving SAP encapsulations are
supported on the Epipe service:

* Ethernet null
« Ethernet dotlq

* QinQ

Note that while different encapsulation types cambed, encapsulation mismatch can occur if the
encapsulation behavior is not understood by coimgdevices and are unable to send and receive
the expected traffic. For example if the encapsaniatype on one side of the Epipe is dotlq and
the other is null, tagged traffic received on tdl 8AP will potentially be double tagged when it
is transmitted out of the Dotlq SAP.

QoS Policies

Traffic Management - Traffic management of Ethernet VLLs is achiett@augh the application
of ingress QoS policies to SAPs and access egreS@licies applied to the port. All traffic
management is forwarding-class aware and the Séwess QoS policy identifies the forwarding

Page 106 7210 SAS D, E, K OS Services Guide



Virtual Leased Line Services

class based on the rules configured to isolatenzatdh the traffic ingressing on the SAP.
Forwarding classes are determined based on the Ray@otlp, MAC) or Layer 3 (IP, DSCP)
fields of contained packets and this associaticiomfarding class at the ingress will determine
both the queuing and the Dot1P bit setting of ptcka the Ethernet VLL on the egress.

SAP ingress classification and Policing The traffic at the SAP ingress is classified aretared
according to the SLA parameters. All the traffigriessing on the SAP is classified to a particular
forwarding class. All the forwarding class is metéthrough and marked in-profile or put-profile
based on the Meter parameters.

When applied to Epipe services, service ingresS Qulicies only create the unicast meters
defined in the policy. The multipoint meters are ao®ated on the service.

Egress Network DOT1P Marking - Marking of IEEE DOT1P bits in VLAN tag is as pbe FC-
to-Dotlp map. For details see the default netwass Qolicy in the QoS user guide. This marking
is applied at the port level on access ports andsscuplink ports.

Ingress Network Classification- Ingress network classification is based on th&lpdits in the
outer VLAN tag received on the access uplink gdatlp-to-FC mapping is based on the network
ingress QoS policy.

For details refer to the 7210 SAS QoS user guidde hat both Layer 2 or Layer 3 criteria can be
used in the QoS policies for traffic classificatiora service.

Filter Policies

7210 SAS Epipe services can have a single filtécypassociated on both ingress and egress.
Both MAC and IP filter policies can be used on Epgervices.

MAC Resources
Epipe services are point-to-point layer 2 VPNs tégpaf carrying any Ethernet payloads.

Although an Epipe is a Layer 2 service, the Ejpipglementation does not perform any MAC
learning on the service, so Epipe services do maseme any MAC hardware resources.
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Configuring a VLL Service with CLI

This section provides information to configure at Leased Line (VLL) services using the
command line interface.

Topics in this section include:

* Basic Configurations on page 110
« Common Configuration Tasks on page 110

- onpage 112

— Creating an Epipe Service for 7210 SAS-E on page 11

e Service Management Tasks on page 120

Epipe:

- Modifying Epipe Service Parameters on page 121

- Disabling an Epipe Service on page 121

- Re-Enabling an Epipe Service on page 122

- Deleting an Epipe Service on page 122
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Basic Configurations

Creating an Epipe Service for 7210 SAS-E on page 11

Common Configuration Tasks

This section provides a brief overview of the tatfled must be performed to configure the VLL
services and provides the CLI commands.

Associate the service with a customer ID.
» Define SAP parameters

- Optional - select ingress QoS policies (configuretheconfig>goscontext).

- Optional - select accounting policy (configuredhie config>log context).
« Enable the service.
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Creating an Epipe Service for 7210 SAS-E

Use the following CLI syntax to create an Epipevier.

CLI Syntax:  config>service# epipe service-id [customer customer -id] [cre-
ate] [svc-sap-type {null-star | dot1q | dot1g-prese rve}] [customer-vid
vlan-id]

description description-string
no shutdown

The following displays an Epipe configuration exdenp

A:ALA-1>config>service# info

epipe 500 customer 1 svc-sap-type null-star create
description "Local Epipe Service with N ULL SVC_SAP_TYPE"
no shutdown

exit

A:ALA-1>config>service#

Creating an Epipe Service for 7210 SAS-D

Use the following CLI syntax to create an Epipesier.

CLI Syntax:  config>service# epipe service-id [customer customer -id] [cre-
ate] [svc-sap-type {null-star | any | dotlg-preserv e}] [customer-vid
vlan-id]

The following displays an Epipe configuration exdenp

A:ALA-1>config>service# info

epipe 15 customer 40 svc-sap-type any creat e
description "Local Epipe Service with A NY SVC_SAP_TYPE"
no shutdown

exit

A:ALA-1>config>service#

Creating an Epipe Service with range SAPs

The following displays an example of connectionfileaused to configure a range of SAPs and an
Epipe configuration using the connection profile:
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*A:7210SAS>config>connprof# info

ethernet
ranges 0 2804-2805 2810-2811 2813 2832- 2839
exit

*A:7210SAS>config>service>epipe# info

description "Default epipe description for service id 292"

sap 1/1/4:292.* create
description "Default sap descriptio n for service id 292"
exit

exit

sap 1/1/9:cp-292 create
description "Default sap descriptio n for service id 292"
exit

exit

no shutdown

Creating an Epipe Service for 7210 SAS-K

Use the following CLI syntax to create an Epipevier.
CLI Syntax:

The following displays an Epipe configuration exdenp

*A:SAH01-051>config>service>epipe$ info detail

shutdown

no description
service-mtu 1514
eth-cfm

exit

pbb

exit

*A:SAHO01-051>config>service>epipe$

Creating an Epipe Service for 7210 SAS-K with range  SAPs

The following displays an example of connectionfifeaised to configure a range of SAPs and an
Epipe configuration using the connection profile:

*A:SAHO01-051>config>connprof$ info detail

no description
ethernet

no ranges
exit
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*A:SAHO01-051>config>connprof$

*A:SAH01-051>config>service>epipe$ info detail

shutdown

no description
service-mtu 1514
eth-cfm

exit

pbb

exit

*A:SAH01-051>config>service>epipe$
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Configuring Epipe SAP Parameters

A default QoS policy is applied to each ingress S#fel a default access egress QoS policy is
applied on the port where SAP is egressing. Thesacegress QoS policy is common to all SAPs
on that port. Additional QoS policies can be coufigl in theconfig>qoscontext. Filter policies
are configured in theonfig>filter context and explicitly applied to a SAP. There @moe

default filter policies.

Use the following CLI syntax to create:

* Local Epipe SAPs on page 116

CLI Syntax:  config>service# epipe service-id [customer customer -id]
sap sap-id

accounting-policy policy-id

collect-stats

description description-string

no shutdown

egress
filter {ip ip-filter-name | mac mac-filter-name}

ingress
filter {ip ip-filter-name | mac mac-filter-name}
gos policy-id
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Local Epipe SAPs

To configure a basic local Epipe service, enterstifgsap-idcommand twice with different port
IDs in the same service configuration.

By default, QoS policy ID 1 is applied to ingressvice SAPS. Existing filter policies or other
existing QoS policies can be associated with ser8iPs on ingress and egress ports.

Ingress and Egress SAP parameters can be appliecaicand distributed Epipe service SAPs.

This example displays the SAP configurations feaalcEpipe service 500 on SAP 1/1/2 and SAP
1/1/3 on ALA-1.

A:ALA-1>config>service# epipe 500 customer 5 create
config>service>epipe$ description "Local epipe serv ice
config>service>epipe# sap 1/1/2 create
config>service>epipe>sap? ingress
config>service>epipe>sap>ingress# qos 20
config>service>epipe>sap>ingress# filter ip 1
config>service>epipe>sap>ingress# exit
config>service>epipe>sap# egress
config>service>epipe# sap 1/1/3 create
config>service>epipe>sap# ingress
config>service>epipe>sap>ingress# qos 555
config>service>epipe>sap>ingress# filter ip 1
config>service>epipe>sap>ingress# exit
config>service>epipe>sap# no shutdown
config>service>epipe>sap# exit

A:ALA-1>config>service# info

epipe 500 customer 5 create
description "Local epipe service"
sap 1/1/2 create
ingress
qos 20
filter ip 1
exit
exit
sap 1/1/3 create
ingress
qos 555
filter ip 1
exit
exit
no shutdown
exit

A:ALA-1>config>service#

The following example displays the SAP configuratidor ALA-1 and ALA-2:

A:ALA-1>config>service# info
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epipe 5500 customer 5 vpn 5500 create
description "Distributed epipe service to east coast"
sap 221/1/3:21 create
ingress
gos 555
filter ip 1
exit

exit
exit
epipe 5500 customer 5 vpn 5500 create
description "Distributed epipe service to west coast"
sap 441/1/4:550 create
ingress
gos 654
filter ip 1020
exit

exit
exit
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Configuring Ingress and Egress SAP Parameters

Page 118

By default, QoS policy ID 1 is applied to ingressvice SAPs. Existing filter policies or other
existing QoS policies can be associated with ser8i8Ps on ingress and egress ports.

Ingress and egress SAP parameters can be applechtand distributed Epipe service SAPs.

This example displays SAP ingress and egress pégene

ALA-1>config>service# epipe 5500
config>service>epipe# sap 1/1/3:21
config>service>epipe>sap# ingress
config>service>epipe>sap>ingress# qos 555
config>service>epipe>sap>ingress# filter ip 1
config>service>epipe>sap>ingress# exit
config>service>epipe>sap#

The following example displays the Epipe SAP ingrasd egress configuration:

A:ALA-1>config>service#

epipe 5500 customer 5 vpn 5500 create
description "Distributed epipe service to east coast"
sap 1/1/3:21 create
ingress
qos 555
filter ip 1
exit
exit
no shutdown
exit

A:ALA-1>config>service#
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Configuring Default QinQ SAPs for Epipe Transit Tra  ffic in a Ring Scenario

7750 SR

7210-3

7210-2

7210-1

Figure 12: Default QinQ SAP for Transit Trafficin  a Ring Scenario

In theFigure 12 7210-1 is used to deliver some services to custsrronnected to the device and
additionally it needs to pass through transit fratmer nodes on the ring (example — traffic from
7210-2 to 7210-3 OR from 7210-2 to 7750 —SR ongocibre network).

Without Default QinQ SAPs, user would need to cgunfe a service on 7210-1, with access-
uplink SAPs for each service originating on sonfephode in the ring. With support for Default
QinQ SAPs, all traffic which does not need to blveeed to any customer service configured on
7210-1 can be switched using the EPIPE service ekheple shown below provides the sample
configuration commands in this scenario:

ALA-1>config>service# epipe 8 customer 1 svc-sap-ty pe null-star create
sap 1/1/5:*.* create
statistics
ingress
exit
exit
exit
sap 1/1/6:*.* create
statistics
ingress
exit
exit
exit
no shutdown
exit
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Service Management Tasks

This section discusses the following Epipe sermiemagement tasks:

* Modifying Epipe Service Parameters on page 121
« Disabling an Epipe Service on page 121

* Re-Enabling an Epipe Service on page 122

» Deleting an Epipe Service on page 122
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Modifying Epipe Service Parameters

The following displays an example of adding an aotimg policy to an existing SAP:

Example:config>service# epipe 2
config>service>epipe# sap 1/1/3:21
config>service>epipe>sap# accounting-policy 14
config>service>epipe>sap# exit

The following output displays the SAP configuration

ALA-1>config>service# info

epipe 2 customer 6 vpn 2 create
description "Distributed Epipe service to east coast"
sap 1/1/3:21 create
accounting-policy 14
exit
no shutdown
exit

ALA-1>config>service#

Disabling an Epipe Service

You can shut down an Epipe service without deletiryservice parameters.

CLI Syntax:  config>service> epipe service-id
shutdown

Example :config>service# epipe 2
config>service>epipe# shutdown
config>service>epipe# exit
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Re-Enabling an Epipe Service

To re-enable an Epipe service that was shut down.

CLI Syntax:  config>service# epipe service-id
no shutdown

Example:config>service# epipe 2
config>service>epipe# no shutdown
config>service>epipe# exit

Deleting an Epipe Service

Perform the following steps prior to deleting arifigpservice:

1. Shut down the SAP.
2. Delete the SAP.

3. Shut down the service.
Use the following CLI syntax to delete an Epipeviay:

CLI Syntax:  config>service
[no] epipe service-id
shutdown
[no] sap sap-id
shutdown

Example :config>service# epipe 2
config>service>epipe# sap 1/1/3:21
config>service>epipe>sap# shutdown
config>service>epipe>sap# exit
config>service>epipe# no sapl/1/3:21
config>service>epipe# epipe 2
config>service>epipe# shutdown
config>service>epipe# exit
config>service# no epipe 2
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VLL Services Command Reference

Epipe Service Configuration Commands

* Epipe SAP Configuration Commands on page 124

» Connection Profile Commands on page 127

* Show Commands on page 128

* Clear Commands on page 128

Epipe Global Commands

config
— service

epipeservice-id[customercustomer-ifi [create] [svc-sap-type{ null-star | dotlq | dotlg-
preservg] [ customer-vidvlan-id] (for 7210 SAS-E)
epipe service-id[customercustomer-ifl[create] [svc-sap-type {null-star|dotlqg-pre-
serve|any|dotlqg-range}Jcustomer-vid vlan-id] (for 7210 SAS-D)
epipe service-id[customer customer-ifl [create] [svc-sap-type {any| dotlg-range}] (for
7210 SAS-K)
no epipeservice-id

— description description-string

— no description

— sapsap-id[creatd

— nosapsap-id

— service-mtuoctets(for 7210 SAS-K only)

— no service-mtu

— [no] shutdown

7210 SAS D, E, K OS Services Guide Page 123



VLL Services Command Reference

Epipe SAP Configuration Commands

config
— service
— epipeservice-id[customercustomer-ifl [creatd [svc-sap-type{ null-star | dotlq | dotlg-
preservé] [ customer-vid vlan-id] (for 7210 SAS-E)
— epipeservice-id[customercustomer-ifl [creatd] [svc-sap-type {null-star|dot1g-pre-
serve|any|dotlg-range}]customer-vid vlan-id] (for 7210 SAS-D)
— epipeservice-id[customer customer-idl [create] [svc-sap-type {any| dot1lqg-range}] (for
7210 SAS-K)
— no epipeservice-id
— no sapsap-id
— accounting-policyacct-policy-id
— no accounting-policyacct-policy-id
— [no] collect-stats
— description description-string
— no description
— eth-cfm
— [no] mep mep-iddomain md-indexassociationma-index
[direction {up | down}]
— [no] ais-enable
— [no] client-meg-level[[level [level ...]]
— [no] interval {1 |60}
— [no] priority priority-value
— no send-ais-on-port-down
— send-ais-on-port-down
— [no] ccm-enable
— [no] ccm-ltm-priority priority
— [no] description
— [no] eth-test-enable
— [na] bit-error-threshold bit-errors
— [no] test-pattern {all-zeros| all-oneg [ crc-
enabldg
— [no] mac-addressmac-address
— [no] one-way-delay-thresholdseconds
— [no] shutdown
— ethernet
— [no] lIf
— [no] ignore-oper-down
— [no] shutdown

Epipe SAP Meter Override Commands for 7210 SAS-E and 7210 SAS-D

config
— service

— epipeservice-id[customercustomer-ifl [creatd [svc-sap-type{ null-star | dotlq | dotlg-
preservég] [ customer-vid vlan-id] (for 7210 SAS-E)

— epipeservice-id[customercustomer-idi [ creatd [svc-sap-type {null-star|dot1g-pre-
serve|any|dotlg-range}]customer-vid vlan-id] (for 7210 SAS-D)

— ho epipeservice-id

— no sapsap-id
— ingress
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— meter meter-id[create]
— no meter meter-id

adaptation-rule [pir adaptation-rule] [cir adapta-
tion-rule]

cbssize-in-kbytes

no cbs

mbs size-in-kbits

no mbs

mbs mode

no mode

no mode

rate cir cir-rate [pir pir-rate]

Epipe SAP Statistics commands for 7210 SAS-E and 7210 SAS-D

config
— service

— epipeservice-id[customercustomer-idi [create] [svc-sap-type{ null-star | dotlq | dotlg-
preservd] [ customer-vidvlan-id] (for 7210 SAS-E)

— epipeservice-id[customercustomer-idi[ create] [svc-sap-type {null-star|dot1lq-pre-
serve|any|dotlg-range}Jcustomer-vid vlan-id] (for 7210 SAS-D)

— no epipeservice-id
— nosapsap-id
— statistics
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— egress

— ingress

[no] forwarded-count (supported only on 7210 SAS-
D)

[no] packets-forwarded-count Supported only on
7210 SAS-E)

counter-mode{packet | octet} {in-out-profile-
count|forward-drop-count} (supported only on 7210
SAS-E)

[no] shutdown
counter-mode{in-out-profile-count|forward-drop-
count}(supported only on 7210 SAS-D)

[no] received-count(supported only on 7210 SAS-D)
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Epipe SAP Configuration- QoS and Filter command for 7210 SAS-D and SAS-E

config
— service

— epipeservice-id[customercustomer-ifl [creatd] [svc-sap-type {null-star|dot1g-pre-
serve|any|dotlg-range}[customer-vid vlan-id] (for 7210 SAS-D)

— epipeservice-id[customercustomer-ifl [creatd] [svc-sap-type {null-star|dot1g-pre-
serve|dotlq}][customer-vid vlan-id] (for 7210 SAS-E)

— epipeservice-id[customer customer-idl [create] [svc-sap-type {any| dot1lg-range}] (for

7210 SAS-K)
— no epipeservice-id

— no sapsap-id[create]

— egress

— ingress
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filter [ip ip-filter-id]

filter [ipv6 ipv6 -filter-id]

filter [mac mac-filter-id (app

nofilter [ip ip-filter-id] [ipv6 ipv6 -filter-id] [mac mac-filter-id|

aggregate-meter-raterate-in-kbps[burst burst-in-kbit$ -
SAS-D

no aggregate-meter-rate

filter [ip ip-filter-id]

filter [ ipv6 ipv6-filter-id]

filter [mac mac-filter-id

nofilter [ip ip-filter-id] [ ipv6 ipv6-filter-id] [mac mac-filter-id|
gospolicy-id

no gos
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Epipe SAP Configuration- QoS and Filter command for 7210 SAS-K

config
— service
— epipeservice-id[customer customer-idi [create] [svc-sap-type {any| dotlg-range}]
— no epipeservice-id
— no sapsap-id[create]
— egress

— agg-shaper-ratecir cir-rate [pir pir-rate]
— noagg-shaper-rate
— dotlp-inner dotlp-inner
— nodotlp-inner
— nodotlp-outer
— dotlp-outer dotlp-outer
— filter [ip ip-filter-id]
— filter [ipv6 ipv6 -filter-id]
— filter [mac mac-filter-id (app
— nofilter [ip ip-filter-id] [ ipv6 ipv6 -filter-id] [mac mac-filter-id
— qospolicy-id
— noqos

— agg-shaper-ratecir cir-rate [pir pir-rate]

— no agg-shaper-rate

— filter [ip ip-filter-id]

— filter [ ipv6 ipv6-filter-id]

— filter [mac mac-filter-id|

— nofilter [ip ip-filter-id] [ ipv6 ipv6-filter-id] [mac mac-filter-id]
— qospolicy-id

— noqos

Connection Profile Commands

config
— connection-profile conn-prof-id [create]
— no connection-profile conn-prof-id
— description description-string
— nodescription
— ethernet
— noranges
— rangesvlan ranges [vlan ranges...(upto 32 max)]
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Show Commands

show
— service
— id service-id
— all
— base
— sap
— stp [sap-id] [detail]]
— sap-using[sap sap-id]
— sap-using[ingress | egress] filteffilter-id
— sap-using[ingress ] gos-policygos-policy-id
— service-using[epipe] [vpls] [mirror] [cpipe] [i-vpls] [m-vpls] [sdp sdp-id [customer cus-
tomer-id
show

— connection-profile [conn-prof-id] [associations]

Clear Commands

clear
— service
— id service-id
— statistics
— id service-id
— counters
— sapsap-id{all | counters | stp| [2pt}
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VLL Service Configuration Commands

» Generic Commands on page 130
* VLL Global Commands on page 133
* VLL SAP Commands on page 137
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Generic Commands

shutdown

Syntax

Description

description

Syntax

Context

Description

Default

Parameters

eth-cfm

Syntax

Context
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[no] shutdown

config>service>epipe
config>service>epipe>sap
config>service>epipe>sap>eth-cfm>mep

This command administratively disables an entithewdisabled, an entity does not change, reset, or

remove any configuration settings or statistics.

The operational state of the entity is disabledel$ as the operational state of any entities doeth
within. Many objects must be shut down before tivey be deleted.

Services are created in the administratively dostruidown) state. When ao shutdowncommand
is entered, the service becomes administrativelgngthen tries to enter the operationally up state
Default administrative states for services andiserentities is described below in Special Cases.

Theno form of this command places the entity into an adstiatively enabled state.

description description-string
no description

config>service>epipe
config>service>epipe>sap

config>connection-profile

This command creates a text description storedarconfiguration file for a configuration context.
Thedescription command associates a text string with a configamatontext to help identify the
content in the configuration file.

Theno form of this command removes the string from tbefiguration.
No description associated with the configurationtest.

string —The description character string. Allowed valuesamy string up to 80 characters long
composed of printable, 7-bit ASCII charactersh# string contains special characters (#, $,
spaces, etc.), the entire string must be encloshihvdouble quotes.

eth-cfm

config>service>vll>sap
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mep

Syntax

Context

Description

Parameters

Virtual Leased Line Services

This command enables the context to configure EFfA@arameters.

mep mep-id domain md-index association ma-index [direction {up | down}]
no mep mep-id domain md-index association ma-index

config>service>epipe>sap>eth-cfm
This command provisions the maintenance endpoiRM

The no form of the command reverts to the defaallies.

Note: For more information on ETH-CFM support fdffetent services, see Table 12, “ETH-CFM
Support Matrix for 7210 SAS-D Devices,” on page 100.

mep-id —Specifies the maintenance association end pointifas.
Values 1—8191

md-index —Specifies the maintenance domain (MD) index value.
Values 1 — 4294967295

ma-index —Specifies the MA index value.
Values 1 — 4294967295

direction up| down — Indicates the direction in which the maintenans®eisition (MEP) faces on
the bridge port. Direction is not supported wheviEgP is created directly under the vpls>eth-
cfm construct (VMEP).

down — Sends ETH-CFM messages away from the MA&yrehtity.
up — Sends ETH-CFM messages towards the MAC reitifye
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VLL Global Commands

epipe

Syntax

Context

Description

Parameters

epipe service-id [customer customer-id] [create] [vpn vpn-id] [svc-sap-type {null-star |
dotlq | dotlg-preservelany| ginginner-tag-preserve}] [customer-vid vlan-id] (for 7210 SAS
devices in Access uplink mode) (for 7210 SAS-E)

epipe service-id [customer customer-id] [create] [svc-sap-type {null-star|dotlg-
preserve|any|dotlg-range}] [customer-vid vlan-id] (for 7210 SAS-D)

epipe service-id [customer customer-id] [create] [svc-sap-type {any|dotlg-range }] (for
7210 SAS-K)

no epipe service-id

config>service

This command configures an Epipe service instahicis.command is used to configure a point-to-
point epipe service. An Epipe connects two endpalefined as Service Access Points (SAPs). Both
SAPs may be defined in one 7210 SAS.

No MAC learning or filtering is provided on an Epip

When a service is created, thestomerkeyword andcustomer-idnust be specified and associates
the service with a customer. Thestomer-idnust already exist having been created using the
customercommand in the service context. Once a servicdban created with a customer
association, it is not possible to edit the custoassociation. The service must be deleted and
recreated with a new customer association.

Once a service is created, the use ofctietomer customer-ids optional for navigating into the
service configuration context. Attempting to ed#eavice with the incorrecustomer-idspecified
will result in an error.

By default, no epipe services exist until they explicitly created with this command.

Theno form of this command deletes the epipe servicants with the specifieskervice-id The
service cannot be deleted until the service has bleatdown.

service-id —The unique service identification number or stiidentifying the service in the service
domain. This ID must be unique to this service aray not be used for any other service of any
type. Theservice-idmust be the same number used for every 7210 SAghah this service is
defined.

Values service-id 1— 2147483648
svc-name 64 characters maximum
customercustomer-id— Specifies the customer ID number to be associatddthe service. This
parameter is required on service creation and ogtifor service editing or deleting.

Values 1 — 2147483647

svc-sap-type — Specifies the type of service and allowed SARbénservice.

null-star — Specifies that the allowed SAP in the service, Whian be null SAPs, Dotlq default,
Q.* SAP,0.* SAP or Default QinQ SAP (also known*asSAP).
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service-mtu

Syntax

Context

Description

Page 134

dotlg — Specifies that the allowed SAP in the service astl SAPs and dotlq explicit null SAPs.
This is supported only on 7210 SAS-E.

dotlg-preserve —Specifies that the allowed SAP in the service avel. The Dotlq ID is not
stripped after packets matches the SAP.

dotlg-range —Specifies that the access SAP in the service caiVLAN ranges as the SAP tags.
The VLAN ranges are configured using the configurternection-profile CLI command. On
ingress of the access dotlq SAP using VLAN rantpesputermost tag is not removed before
forwarding. This is supported only for 7210 SAS-D.

any — Allows any SAP type. This is supported only on 7&K5-D.

customer-vidvlan-id — Defines the dotlg VLAN ID to be specified while atiag the local Dotlq
SAP forsvc-sap-typedotlg-preserve

Values 1 — 4094

create —Keyword used to create the service instance.cféate keyword requirement can be
enabled/disabled in tlenvironment>createcontext.

service-mtu octets
no service-mtu

config>service>epipe

Platforms Supported: 7210 SAS-K.

This command configures the service payload (Marmmiuiansmission Unit — MTU), in bytes, for a
service. The specified MTU value overrides the isertype default MTU. The service-mtu defines
the payload capabilities of the service. It is usgdhe system to validate the operational states o
SAP in a service.

On 7210 SAS-K, when a packet is received on a 8#&Pservice MTU check does not include the
length of the packet excluding the SAP delineatinnsapsulation overhead (that is, 4 bytes for a
dotlq SAP or 8 bytes for a QinQ SAP).

If the required payload is larger than the port MThé SAP transitions to an inoperative state.
If the required MTU is equal to or less than thet p6TU, the SAP transitions to an operative state.

If a service MTU, is dynamically or administratiyehodified, the operational states of all assodiate
SAP are automatically re-evaluated.

Theno form of the command restores the default servibeohthe indicated service type to default
value.

epipe: 1514 Default
The following table displays MTU values for specifiC types.

SAP VC-Type Example Advertised
Service MTU MTU
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Ethernet

Ethernet (with preserved dotlq)

VPLS

VPLS (with preserved dotlq)

VLAN (dotlp transparent to MTU value)
VLAN (Q-in-Q with preserved bottom Qtag)

1514
1518
1514
1518
1514
1518

1500
1504
1500
1504
1500
1504

octets —The size of the MTU in octets, expressed as a ddditeger, between 1 — 9194,
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VLL SAP Commands

sap
Syntax  sap sap-id [create]
no sap sap-id
Context config>service>epipe
Description This command creates a Service Access Point (SAtRyva service. A SAP is a combination of port

and encapsulation parameters which identifiesenéce access point on the interface and within the
7210 device. Each SAP must be unique.

All SAPs must be explicitly created. If no SAPs areated within a service or on an IP interface, a
SAP will not exist on that object.

Enter an existing SAP without tleeeate keyword to edit SAP parameters. The SAP is owneithé
service in which it was created.

On 7210 SAS-E and 7210 SAS-D, in This restrictioes not apply to 7210 SAS-K.

A SAP can only be associated with a single senAcBAP can only be defined on a port that has
been configured as an access port. Additionallgciress-uplink mode, SAPs can be defined also on
access-uplink port. Access-uplink SAPs are netviacing SAPs representing Dotlqg or QinQ
tunnels used to transport traffic towards the serwiodes.

If a port is shutdown, all SAPs on that port becaperationally down. When a service is shutdown,
SAPs for the service are not displayed as operatipdown although all traffic traversing the sewi
will be discarded.

The operational state of a SAP is relative to therational state of the port on which the SAP is
defined.

The following encapsulations are supported:

» Ethernet access SAPs support null, dotlq, and (@mQ SAP on access ports is not supported
on 7210 SAS-E).

» Ethernet access-uplink SAPs support only QinQ ps@ation.

Theno form of this command deletes the SAP with the dtport. When a SAP is deleted, all
configuration parameters for the SAP will also leéeted. For Internet Enhanced Service (IES), the
IP interface must be shutdown before the SAP onitierface may be removed.

Default No SAPs are defined.

Special Cases A default SAP has the following format: port-id’Fhis type of SAP is supported only on Ethernet
MDAs and its creation is allowed only in the scaffd.ayer 2 services (Epipe and VPLS).

sap-id —Specifies the physical port identifier portion b&tSAP. Se€ommon CLI Command
Descriptions on page 488r command syntax.

create —Keyword used to create a SAP instance. dieate keyword requirement can be enabled/
disabled in theenvironment>createcontext.
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tod-suite

Syntax

Context

Description

Default

Parameters

tod-suite tod-suite-name
no tod-suite

config>service>epipe>sap

This command applies a time-based policy (filteQoS policy) to the service SAP. The suite name
must already exist in thebnfig>cron context.

no tod-suite

tod-suite-name —Specifies collection of policies (ACLs, QoS) incing time-ranges that define the
full or partial behavior of a SAP. The suite cardpplied to more than one SAP.

accounting-policy

Syntax

Context

Description

Default

Parameters

collect-stats

Syntax

Context
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accounting-policy
no accounting-policy

acct-policy-id
[<acct-policy-id>]

config>service>epipe>sap

This command creates the accounting policy corntettcan be applied to a SAP.

An accounting policy must be defined before it barassociated with a SAP. If thelicy-id does not
exist, an error message is generated.

A maximum of one accounting policy can be assodiatith a SAP at one time. Accounting policies
are configured in theonfig>log context.

Theno form of this command removes the accounting pdisgociation from the SAP, and the
acccounting policy reverts to the default.

Default accounting policy.

acct-policy-id —Enter the accountingolicy-id as configured in theonfig>log>accounting-policy
context.

Values 1-99

[no] collect-stats

config>service>epipe>sap
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Default

ethernet

Syntax
Context

Description

|If

Syntax
Context

Description
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This command enables accounting and statistical catection for either the SAP, network port, or
IP interface. When applying accounting policiesdiaga, by default, is collected in the appropriate
records and written to the designated billing file.

When theno collect-statscommand is issued the statistics are still accatedlby the cards.
However, the CPU will not obtain the results anidtevthem to the billing file. If a subsequent
collect-statscommand is issued then the counters written tdilling file include all the traffic
while theno collect-statscommand was in effect.

no collect-stats

ethernet
config>service>epipe>sap

Use this command to configure Ethernet propertighis SAP.

[no] Iif
config>service>epipe>sap>ethernet

This command enables Link Loss Forwarding (LLFporEthernet port or an ATM port. This feature
provides an end-to-end OAM fault notification fahErnet VLL service. It brings down the Ethernet
port (Ethernet LLF) towards the attached CE whenelis a local fault on the Pseudowire or service,
or a remote fault on the SAP or pseudowire, sighalih label withdrawal or T-LDP status bits. It
ceases when the fault disappears.

The Ethernet port must be configured for null erscegation.

ignore-oper-down

Syntax
Context

Description

Default
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[no] ignore-oper-down
config>service>epipe>sap

This command enables the user to configure the@woglticommand for a specific SAP to ignore the
transition of the operational state to down whe&A# fails. Only a single SAP in an ePipe may use
this option.

no ignore-oper-down
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send-ais-on-port-down

Syntax

Context

Description

Default

[no] send-ais-on-port-down

config>service>epipe>sap>eth-cfm>mep>ais-enable
config>service>vpls>sap>eth-cfm>mep>ais-enable

By default, the system generates an ETH-AIS messbgeabled, when CCM messages are not
received within the configured time period. Thisreoand allows the user to specify that ETH-AIS
should be generated for client MEPs immediatelyminart down event is detected on the port where
the server MEP (and the associated SAP) residesa. Divsequent port up event, the AIS messages
continue to be sent until valid CCMs are receivethere are no remote-meps configured for the
MEP then on a subsequent port up event, the AlSages are not sent.

The no form of the command reverts to default beirav

no send-ais-on-port-down

bit-error-threshold

Syntax

Context

Description

bit-error-threshold  errors
no bit-error-threshold

config>service>epipe>sap>eth-cfm>mep>eth-test-enable

This command is used to specify the threshold vafust errors.

one-way-delay-threshold

Syntax
Context
Description

Parameters

mip

Syntax

Context
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one-way-delay-threshold  seconds
config>service>vpls>sap>eth-cfm>mep
This command enables/disables eth-test functignatitMEP.

seconds —Specifies the one way delay threshold in seconds
Values 0-600

Default 3

mip [mac mac-address]
mip default-mac
no mip

config>service>epipe>sap>eth-cfm
config>service>epipe>spoke-sdp>eth-cfm
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Description This command allows Maintenance Intermediate PgMt®s) to be created if mhf-creation for the
MA is configured using the default option.

Note: This command is supported on 7210 SAS-D. Thisroand is not supported in 7210 SAS-E
devices.

Parameters mac-address -Specifies the MAC address of the MIP.

Values 6-byte mac-address in the form of XX:XX:XX:XX: XX @KXX-XX-XX-XX-XX-XX Of the
MIP. The MAC must be unicast. Using the all zerddrass is equivalent to the no
form of this command.

default-mac —Using the no command deletes the MIP. If the openraants to change the mac back
to the default mac without having to delete the Mifél reconfiguring this command is useful.

Default no mip
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Connection Profile Commands

connection-profile

Syntax

Context

Description

Default

Parameters

ethernet

Syntax
Context
Description

Default

ranges

Syntax

Context

Description

Default
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connection-profile

conn-prof-id [create]
no connection-profile  conn-prof-id

config

This command creates a profile for the user toigoné the list VLAN values to be assigned to an
Dotlq SAP in an Epipe service.

A connection profile can only be applied to a Do8IAP which is part of an Epipe Service.

The no form of this command deletes the profilefithe configuration.
none

conn-prof-id —Specifies the profile number.

Values 1 — 8000

ethernet
config>connprof
Provides the context to configure the VLAN rangehies.

none

no ranges
ranges vlan-ranges [vlan-ranges...(upto 32 max)]

config>connprof>ethernet

Specifies the list of VLAN ranges or individual VINAID to be used for mapping the given VLANSs
to the Epipe SAP.

The system validates that the values specifiedaid VLAN ID in the range 0-4094 (VLAN ID
4095 is reserved). Ranges are specified in thedbfanb ', the expression (a < b) should be true. U
to about 32 individual VLAN values or VLAN rangearcbe specified. A maximum of up to 8 VLAN
ranges are allowed per connection profile.

none

7210 SAS D, E, K OS Services Guide



Virtual Leased Line Services

Parameters vlan-ranges —Specifies the list of VLAN ranges or individual VIDAID to be used for mapping the
given VLANS to the Epipe SAP.

A list of space separated values specified asradttieor individual VLAN IDs. Both the VLAN IDs
and the value used for 'a’ and 'b’ must be inahge of 0-4094. Additionally, value 'a’ must besles

than value 'b'".

For example:

ranges 100-200 5 6 4000-4020
ranges 456101112

ranges 250-350 500-600 1000-1023
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Service Filter and QoS Policy Commands

egress

Syntax
Context

Description

ingress

Syntax

Context

Description

egress
config>service>epipe>sap

This command enables the context to configure egséd® parameters.

ingress

config>service>epipe>sap

This command enables the context to configure BRYBAP Quality of Service (QoS) policies.

If no sap-ingress QoS policy is defined, the systiefiault sap-ingress QoS policy is used for ingress
processing.

agg-shaper-rate

Syntax

Context

Description

Default

Parameters
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agg-shaper-rate cir cir-rate [pir pir-rate]

no agg-shaper-rate

config> service> vpls> sap> ingress
config> service> vprn> sap> ingress
config> service> ies> sap> ingress

This command allows user to specify the aggregatefor the SAP shaper. The aggregate SAP
shaper is available to limit only the unicast tia#cross all the FCs of the SAP that are configtoe
use ingress queues. User can specify the CIR nat¢ha PIR rate. User must not oversubscribe the
total bandwidth available for use by ingress queues

The no form of the command is equivalent to set@hg to 0 and PIR to max.

no agg-shaper-rate

cir <cir-rate> — Specifies the rate in kilobits per second.
Values 0 — 20000000 | max
Default 0

pir <pir-rate> — Specifies the rate in kilobits per second.
Values 0 — 20000000 | max

Default max
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aggregate-meter-rate

Syntax  aggregate-meter-rate rate-in-kbps [burst burst-in-kbits]
no aggregate-meter-rate

Context config>service>epipe>sap>ingress
config>service>ies>sap>ingress
config>service>vprn>sap>ingress

Description This command allows the user to configure the S@dtegate policer. The rate of the SAP aggregate
policer must be specified by the user. The usenpdionally specify the burst size for the SAP
aggregate policer. The aggregate policer monitergraffic on different FCs and determines the
destination of the packet. The packet is eithavémded to an identified profile or dropped.

Note: The sum of CIR of the individual FCs configurater the SAP cannot exceed the PIR rate
configured for the SAP. Though the 7210 SAS soféndwes not block this configuration, it is not
recommended for use.

The table below provides information about thelfatiaposition of the packet based on the operating
rate of the per FC policer and the per SAP aggecgalicer:

Per FC meter Per FC SAP aggre- SAP aggre- Final Packet
Operating Assigned gate meter gate meter Color
Rate Color Operating color
Rate
Within CIR Green Within PIR Green Green or
In-profile
Within CIR* Green Above PIR Red Green or
In-profile
Above CIR, Yellow Within PIR Green Yellow or
Within PIR Out-of-Profile
Above CIR, Yellow Above PIR Red Red or
Within PIR Dropped
Above PIR Red Within PIR Green Red or
Dropped
Above PIR Red Above PIR Red Red or
Dropped

Table 13: Final Disposition of the packet basegpenFC and per SAP policer or meter.

Note*: The row number 2 in the above table is mabmmended for use. For more informa-
tion on this, see the Note in thaggregate-meter-raté description.

When the SAP aggregate policer is configured, @2p#6licer can be only configured in “trtcm2”
mode (RFC 4115).

Note: The meter modes “srtcm” and “trtcm1” are ugethe absence of an aggregate meter.
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Default

Parameters

filter

Syntax

Context

Description

Special Cases
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The SAP ingress meter counters increment the paclatet counts based on the final disposition of
the packet.

If ingress Frame-based accounting is used, the &ylregate meter rate accounts for the Ethernet
frame overhead. The system accounts for 12 byt#s®fnd 8 bytes of start delimiter.

Theno form of the command removes the aggregate pdiioar use.
no aggregate-meter-rate

rate-in-kbps —Specifies the rate in kilobits per second.
Values 01 — 20000000 | max
Default max

burst <burst-in-kilobits> —Specifies the burst size for the policer in kilsbithe burst size cannot
be configured without configuring the rate.

Values 4 —2146959
Default 512

filter [ip ip-filter-id]

filter [ipv6 ipv6-filter-id]
filter [mac mac-filter-id]
no filter [ip ip-filter-id]

no filter [ipv6 ipv6-filter-id]
no filter [mac mac-filter-id]

config>service>epipe>sap>egress
config>service>epipe>sap>ingress

This command associates an IP filter policy witliragress or egress Service Access Point (SAP) or
IP interface.

Filter policies control the forwarding and droppiofgpackets based on IP matching criteria. Only one
filter can be applied to a SAP at a time.

Thefilter command is used to associate a filter policy w&iipecifiedilter-id with an ingress or
egress SAP. Thidter-id must already be defined before flieer command is executed. If the filter
policy does not exist, the operation will fail azd error message returned.

IP filters apply only to RFC 2427-routed IP pack&smes that do not contain IP packets will not be
subject to the filter and will always be passedrei the filter's default action is to drop.

NOTE: For filter support available on different 721@tbbrms, see the 7210 SAS Router
Configuration User Guide.

Theno form of this command removes any configured fili2rassociation with the SAP or IP
interface. The filter ID itself is not removed frahe system.

Epipe — Both MAC and IP filters are supported on an Epipevise SAP.
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dotlp-inner

Syntax
Context

Description

Virtual Leased Line Services

ip ip-filter-id — Specifies IP filter policy. The filter ID must akdy exist within the created IP
filters.

Values 1 — 65535

ipv6 ipv6-filter-id —Specifies the 1Pv6 filter policy. The filter ID muslready exist within the
created IPv6 filters.

Values 1 — 65535

mac mac-filter-id— Specifies the MAC filter policy. The specified &ttID must already exist
within the created MAC filters. The filter policyust already exist within the created MAC
filters.

Values 1 — 65535

no dotlp-inner
dotlp-inner

config>service>epipe>sap>egress
config>service>vpls>sap>egress

Platforms supported: 7210 SAS-K.

This command allows the user to define the Dotlgking values to be used per SAP on egress for
the inner tag when the SAP encapsulation is Qih& 5, Q1.Q2 SAP)r. The command takes effect
only if remarking is enabled in the remark poliegaciated with this SAP (under the egress context).
It overrides the marking values defined in the rdapmlicy associated with this SAP, if any.

Table 14: Table for Dotlp values extracted from the  packet on SAP (ingress) when
Dotlp-inner and Dotlp-outer CLI command are configu  red:

Ingress SAP Type Dotlp value extracted Dotlp values extracted from received
from received packet when packet when Use-rcvd-outer-dotlp
Use-rcvd-inner-dotlp

Null SAP None None

Dotlg SAP Dot1p from the outermost Dotlp from the outermost VLAN tag
VLAN tag

Dotlqg Default SAP (that None None

is, * SAP)

Dotlqg Explicit NULL Dotlp from the outermost Dotlp from the outermost VLAN tag

SAP (that is,:0 SAP) VLAN tag (if priority (if priority tagged packet), else none.
tagged packet), else none.

Dotlg range SAP Dot1p from the outermostDot1p from the outermost VLAN tag
VLAN tag
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Q1.Q2 SAP
Q1.* SAP

0.* SAP

Q1.0 SAP

QinQ Default SAP (that
is,. *.* SAP)

Dotlp of the inner tag Dotlp from the autest VLAN tag

Dot1p from the outermost Dotlp from the outermost VLAN tag
VLAN tag

Dotlp from the outermost Dotlp from the outermost VLAN tag
VLAN tag

Dotlp of the inner priority Dotlp from the outermost VLAN tag
tag, if available, else from
outermost VLAN tag

None None
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Table 15: Table for Dotlp values extracted from the  packet on SAP (ingress) when
Dotlp-inner and Dotlp-outer CLI command are configu  red

Egress SAP  Dotlp-inner - Dotlp-inner Dotlp-outer Dotlp-outer
Type Dotlp value Dotlp value Dotlp value Dotlp value
marked in the marked in the marked inthe  marked in the
packet sent out of packet sent out of packet sent out packet sent out
this SAP when Use- this SAP when of this SAP of this SAP when
rcvd-inner-dotlp Use-rcvd-outer-  when Use-rcvd- Use-rcvd-outer-
dotlp inner-dotlp dotlp
Null SAP NA NA NA NA
Dotlqg SAP NA NA Dotlp bits in Dotlp bits in the
the outermost  outermost tag
tag
Dotlq NA NA NA NA
Default SAP
(that is, *
SAP)
Dotlq NA NA NA NA
Explicit
NULL SAP
(that is, :0
SAP)
Dotlg range NA NA NA NA
SAP
Q1.Q2 SAP Dot1p bits from the Dotlp bits from  Dotlp bits from Dotlp bits from
inner tag the outermost tag the inner tag the outermost tag
Q1.* SAP NA NA Dotl1p bits from Dotlp bits from
the inner tag the outermost tag
0.* SAP NA NA NA NA
Q1.0 SAP NA NA Dot1p bits from Dotl1p bits from
the inner tag the outermost tag
QinQ Default NA NA NA NA
SAP (that is,
** SAP)

NOTE: NA — egress encapsulation is not done, neither repwiy nor ‘use-rcvd’ command will
be applicable at that level.

If the no form of the command is executed, softwaiteuse the values defined in the remark policy
associated with this SAP, if any. If no remark pglis associated with SAP egress, then the default
values are used.

Default no dotlp-inner
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Parameters

dotlp-outer

Syntax

Context

Description

Default

Parameters

meter-override

Syntax
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use-rcvd-inner-dotlp -~or more informatio, see Table 14, “Table for Dovglues extracted from
the packet on SAP (ingress) when Dotlp-inner andouter CLI command are configured:,” on
page 147 and Table 15, “Table for Dotlp values etdrhfrom the packet on SAP (ingress) when
Dotlp-inner and Dotlp-outer CLI command are confgli’ on page 149

use-rcvd-outer-dotlp -~or more informatio, see Table 14, “Table for Dovglues extracted from
the packet on SAP (ingress) when Dotlp-inner andpouter CLI command are configured:,” on
page 147 and Table 15, “Table for Dotlp values etdrthfrom the packet on SAP (ingress) when
Dotlp-inner and Dotlp-outer CLI command are confgli’ on page 149

no dotlp-outer
dotlp-outer

config>service>epipe>sap>egress
config>service>vpls>sap>egress
config>service>ies>interface>sap>egress

Platforms supported: 7210 SAS-K.

This command allows the user to define the Dotlgking values to be used per SAP on egress for
the outer tag when the SAP encapsulation is QinRQattg. The command takes effect only if
remarking is enabled in the remark policy assodiatith this SAP (under the egress context). It
overrides the marking values defined in the renpadicy associated with this SAP, if any.

For more informatio, see Table 14, “Table for Dothues extracted from the packet on SAP
(ingress) when Dotlp-inner and Dotlp-outer CLI caanudhare configured:,” on page 147 and

Table 15, “Table for Dotlp values extracted from plaeket on SAP (ingress) when Dotlp-inner and
Dotlp-outer CLI command are configured,” on page 149

If the no form of the command is executed, softwaitbuse the values defined in the remark policy
associated with this SAP, if any. If no remark pplis associated with SAP egress, then the default
values are used.

no dotlp-outer

use-rcvd-inner-dotlp —For more informatio, see Table 14, “Table for DotHtues extracted from
the packet on SAP (ingress) when Dotlp-inner andouter CLI command are configured:,” on
page 147 and Table 15, “Table for Dot1p values etdrhfrom the packet on SAP (ingress) when
Dotlp-inner and Dotlp-outer CLI command are comigli’ on page 149

user-rcvd-outer-dotlp -For more informatio, see Table 14, “Table for Dovhtues extracted from
the packet on SAP (ingress) when Dotlp-inner andouter CLI command are configured:,” on
page 147 and Table 15, “Table for Dot1p values etdrhfrom the packet on SAP (ingress) when

Dotlp-inner and Dotlp-outer CLI command are comigli’ on page 149

[no] meter-override
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Context config>service>epipe>sap>ingress
config>service>vpls>sap>ingress
config>service>ies>interface>sap>ingress
config>service>vprn>interface>sap>ingress

Description Platforms supported: 7210 SAS-D and 7210 SAS-E.

This command, within the SAP ingress contextsseduto create a CLI node for specific overrides to
one or more meters created on the SAP throughagiréngress QoS policies.

The no form of the command is used to remove arstieg meter overrides.

Default no meter-overrides

meter

Syntax meter meter-id [create]
no meter meter-id

Context config>service>epipe>sap>ingress>meter-override
config>service>vpls>sap>ingress>meter-override
config>service>ies>interface>sap>ingress>meter-override
config>service>vprn>interface>sap>ingress>meter-override

Description This command, within the SAP ingress contextsseduto create a CLI node for specific overrides to
a specific meter created on the SAP through amsgqess QoS policies.

The no form of the command is used to remove arstieg overrides for the specified meter-id.

Parameters meter-id —The meter-id parameter is required when executiagrieter command within the meter-
overrides context. The specified meter-id musttexithin the sap-ingress QoS policy applied to the
SAP. If the meter is not currently used by any faming class or forwarding type mappings, the
meter will not actually exist on the SAP. This does$ preclude creating an override context for the
meter-id.

create —The create keyword is required when a mateter-idoverride node is being created and
the system is configured to expect explicit conéitimn that a new object is being created. When the
system is not configured to expect explicit confitian, the create keyword is not required.

adaptation-rule

Syntax  adaptation-rule [pir adaptation-rule] [cir adaptation-rule]
no adaptation-rule

Context config>service>epipe>sap>ingress>meter-override>meter
config>service>vpls>sap>ingress>meter-override>meter
config>service>ies>interface>sap>ingress>meter-override>meter
config>service>vprn>interface>sap>ingress>meter-override>meter
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Description

Default

Parameters

cbs

Syntax

Context
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This command can be used to override specifidaties of the specified meter adaptation rule
parameters. The adaptation rule controls the matled by the system to derive the operational CIR
and PIR settings when the meter is provisionedaid\ware. For the CIR and PIR parameters
individually, the system attempts to find the bist¢rational rate depending on the defined congtrain

Theno form of the command removes any explicitly defimedstraints used to derive the
operational CIR and PIR created by the applicatiothe policy. When a specifedaptation-rule is
removed, the default constraints fate andcir apply.

no adaptation-rule

pir — Thepir parameter defines the constraints enforced whapti) the PIR rate defined within
the meter-override meteneter-idcommand. Their parameter requires a qualifier that defines
the constraint used when deriving the operatiofIfBr the queue. When theeter-override
command is not specified, the default applies.

NOTE: When the meter mode in use is 'trtcm2’, this pater is interpreted as EIR value. For
more information, see the description and relevaités for meter modes in the 7210 SAS QoS
user guide.

cir —Thecir parameter defines the constraints enforced whaptend the CIR rate defined within
the meter-override meteneter-idcommand. Their parameter requires a qualifier that defines
the constraint used when deriving the operationBl for the queue. When thoér parameter is
not specified, the default constraint applies.

adaptation-rule —Specifies the criteria to use to compute the opmerat CIR and PIR values for this
meter, while maintaining a minimum offset.

Values max — Themax (maximum) keyword is mutually exclusive with then and
closestoptions. Whemax is defined, the operational PIR for the meter vl
equal to or less than the administrative rate $ipelcusing themeter-override
command.

min — Themin (minimum) keyword is mutually exclusive with theax and
closestoptions. Whemin is defined, the operational PIR for the queue ball
equal to or greater than the administrative raézigigd using theneter-override
command.

closest— Theclosestparameter is mutually exclusive with timn andmax
parameter. Whealosestis defined, the operational PIR for the meter Wdlthe
rate closest to the rate specified usingrtteter-override command.

cbs size-in-kbytes

no cbs

config>service>epipe>sap>ingress>meter-override>meter
config>service>vpls>sap>ingress>meter-override>meter
config>service>ies>interface>sap>ingress>meter-override>meter
config>service>vprn>interface>sap>ingress>meter-override>meter
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Description This command, within the SAP ingress meter-ovesricentexts, is used to override the sap-ingress
QoS policy configured cbs parameter for the spedifneter-id.

The no form of the command is used to restore thinths setting to the meter defined value.

Default no mbs

Parameters size-in-kbytes —Fhe size parameter is an integer expression dfitheber of kilobytes reserved for
the meter. If a value of 10KBytes is desired, etitervalue 10. A value of O specifies that no
reserved buffers are required by the queue (a nainieserved size can still be applied for
scheduling purposes).

Values [4..2146959 | default]

mbs

Syntax mbs size-in-kbits
no mbs

Context config>service>epipe>sap>ingress>meter-override>meter
config>service>vpls>sap>ingress>meter-override>meter
config>service>ies>interface>sap>ingress>meter-override>meter
config>service>vprn>interface>sap>ingress>meter-override>meter

Description This command, within the SAP ingress meter-ovesricentexts, is used to override the sap-ingress
QoS policy configured mbs parameter for the spedifneter-id.

The no form of the command is used to restore thiEemmbs setting to the meter defined value.
Default no mbs

Parameters size-in-kbits —The size parameter is required when specifying ovlesride and is expressed as an
integer representing the required size in eithéedpr kilobytes. The default is kilobytes. The
optional byte and kilobyte keywords are mutuallglegive and are used to explicitly define
whether size represents bytes or kilobytes. Wheéa isydefined, the value given for size is
interpreted as the meter MBS value given in byi#lsen kilobytes is defined, the value is
interpreted as the meter MBS value given in kilelsyt

Values [4..2146959 | default]

mode

Syntax mode mode
no mode

Context config>service>epipe>sap>ingress>meter-override>meter
config>service>vpls>sap>ingress>meter-override>meter
config>service>ies>interface>sap>ingress>meter-override>meter
config>service>vprn>interface>sap>ingress>meter-override>meter
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Description This command within the SAP ingress meter-overricegexts is used to override the sap-ingress
QoS policy configured mode parameters for the $igelcmeter-id.

The no mode command is used to restore the podifipetl metering and profiling mode to a meter.

Parameters mode —Specifies the rate mode of the meter-override.

Values trtcm1jtrtcm?2|srtcm

rate

Syntax rate cir cir-rate [pir pir-rate]
no rate

Context config>service>epipe>sap>ingress>meter-override>meter
config>service>vpls>sap>ingress>meter-override>meter
config>service>ies>interface>sap>ingress>meter-override>meter
config>service>vprn>interface>sap>ingress>meter-override>meter

Description This command within the SAP ingress meter-overricegexts is used to override the sap-ingress
QoS policy configured rate parameters for the setmeter-id.

The no rate command is used to restore the pokfiped metering and profiling rate to a meter.

Default max — Themax default specifies the amount of bandwidth in kilslper second (thousand bits per
second). Thenax value is mutually exclusive to thpér-rate value.

Parameters pir-rate —Defines the administrative PIR rate, in kilobitst the queue. When tlmate command is
executed, a valid PIR setting must be explicitlfirte. When theate command has not been
executed, the default PIR ofax is assumed.

Fractional values are not allowed and must be gagea positive integer.

NOTE: When the meter mode is set to 'trtcm2' the PIRevis interpreted as the EIR value. For
more information, see the 7210 SAS QoS user guide.

The actual PIR rate is dependent on the quedgiptation-rule parameters and the actual
hardware where the queue is provisioned.

Values [0..20000000 | max]
Default max

cir-rate —Thecir parameter overrides the default administrative @$Bd by the queue. When the
rate command is executed, a CIR setting is optionalelMinerate command has not been
executed or their parameter is not explicitly specified, the defdlilR (0) is assumed.
Fractional values are not allowed and must be gagea positive integer.

Values [0..20000000 | max]
Default 0
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gos
Syntax  qos policy-id
no qos
Context config>service>epipe>sap>ingress
Description This command associates a Quality of Service (Qo#}y with an ingress Service Access Point
(SAP).
QoS ingress policies are important for the enforanof SLA agreements. The policy ID must be
defined prior to associating the policy with a S&HRP interface. If thgolicy-id does not exist, an
error will be returned.
Theqgoscommand is used to associate ingress policiesqdoeommand only allows ingress
policies to be associated on SAP ingress. Attemgpassociate a QoS policy of the wrong type
returns an error.
Only one ingress QoS policy can be associatedavBiAP or IP interface at one time. Attempts to
associate a second QoS policy of a given typeraiillrn an error.
By default, if no specific QoS policy is associatgith the SAP for ingress, so the default QoS polic
is used.
Theno form of this command removes the QoS policy assiocidrom the SAP, and the QoS policy
reverts to the default.
policy-id —The ingress policy ID to associate with SAP on &gt The policy ID must already exist.
Values 1 — 65535
statistics
Syntax  statistics
Context config>service>epipe>sap
Description This command enables the context to configure tlmiers associated with SAP ingress and egress.
egress
Syntax egress
Context config>service>epipe>sap>statistics
Description This command enables the context to configure ¢iness SAP statistics counter and set the mode of

the counter.
This counter counts the number of packets forwatdesligh the SAP.
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ingress

Syntax
Context

Description

ingress
config>service>epipe>sap>statistics

This command enables the context to configureneess SAP statistics counter.
For 7210 E, by default, SAP ingress counters asecsted with a SAP and cannot be disabled.

In 7210 SAS-D devices, for access-uplink SAPs tigedss counters are not enabled by default. For
access SAPs if the ingress counter is enabled faylieit can be disabled.

The two types of ingress SAP counters are:
« A counter that counts the total packets or octsived on the SAP

« A counter associated with meters defined in th& Qolicy of the SAP. This counter counts the
in-profile and out-of-profile packets or octetsea®d on the SAP.

forwarded-count

Syntax

Context

Description

[no] forwarded-count

config>service>epipe>sap>statistics>egress
config>service>vpls>sap>statistics>egress
config>service>ies>sap>statistics>egress

Platform supported: 7210 SAS-D

This command associates a counter with the SAPc®heter counts the number of packets
forwarded through the SAP.

A limited amount of such counters are availableuee with access SAPs and access-uplink SAPs.

Use this command before enabling applicable acaogimécord collection on the SAP to associate a
counter with the SAP.

Theno form of this command disables the packet count

packets-forwarded-count

Syntax

Context

Description
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[no] packets-forwarded-count

config>service>epipe>sap>statistics>egress
Platform supported: 7210 SAS-E

This command associates a counter with the SAPcdheter counts the number of packets
forwarded through the SAP.

A limited amount of such counters are availableuse with access SAPs and access-uplink SAPs.

Use this command before enabling applicable acaogimécord collection on the SAP to associate a
counter with the SAP.
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Default

Parameters
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Theno form of this command disables the packet count.

[no] recieved-count

config>service>epipe>sap>statistics>ingress
config>service>vpls>sap>statistics>ingress
config>service>ies>sap>statistics>ingress

Platform supported: 7210 SAS-D

This command associates a counter with the SAgdUints the number of packets and octets received
on the SAP (ingress).

A limited amount of such counters are availableu®e with access-uplink SAPs.
Use this command before enabling applicable acauginécord collection on the SAP.

Theno form of this command disables counter.

counter-mode {in-out-profile-count| forward-drop-count} {packet | octet}
config>service>epipe>sap>statistics>ingress
config>service>vpls>sap>statistics>ingress

Platform supported: 7210 SAS-E

This command sets the mode of ingress countersiasso with the SAP The mode of the counter
can be set to any of the following:

* in-out-profile-count

« forward-drop-count

» packet

* octet
Note: On 7210 SAS-E devices the counter can only coackgts or octets at a given time.

The mode of the counter cannot be changed if aouating policy is already associated with a SAP.
Changing the mode of the counter results in logg@fiously collected counts and resets the counter
Theno form of this command is not supported.

when either in-out-profile-count or forward-dropuea is in use packet

forward-drop-count — If the counter mode is specified as "forward-drapHtt”, one counter
counts the forwarded packets and octets receivedgoass of a SAP and another counts the
dropped packets. The forwarded count is the suim-pfofile and out-of-profile packets/octets
received on SAP ingress. The dropped count is cofumdckets/octets dropped by the policer. A
packet is determined to be in-profile or out-offleobased on the meter rate parameters
configured. A packet is dropped by the policet éiceeds the configured PIR rate. The in-
profile count and out-of-profile count is not indlually available when operating in this mode.
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in-out-profile-count — If the counter mode is specified as "in-out-prefiteunt”, one counter counts
the total in-profile packets and octets receivedhgmess of a SAP and another counts the total
out-of-profile packets and octets received on ingief a SAP. A packet is determined to be in-
profile or out-of-profile based on the meter radéegmeters configured. A packet is dropped by
the policer if it exceeds the configured PIR r&sopped counts are not maintained in hardware
when this mode is used. It is obtained by subingdtie sum of in-profile count and out-of-
profile count from the total SAP ingress receivedrt and displayed.

octet —Sets the mode of ingress counters associated watBAP to octets.

packet —Sets the mode of ingress counters associated hatBAP to packets.

counter-mode

Syntax  counter-mode {in-out-profile-count| forward-drop-count}

Context config>service>epipe>sap>statistics>ingress
config>service>vpls>sap>statistics>ingress

Platform supported: 7210 SAS-D

Description This command allows the user to set the counterenfimdthe counters associated with sap ingress
meters (a.ka. policers). A pair of counters is kadé¢ with each meter. These counters count diftere
events based on the counter mode value.

Note: The counter mode can be changed if an accountiligyps associated with a SAP. If the
counter mode is changed the counters associatbdheitmeter are reset and the counts are cledred. |
an accounting policy is in use when the countererisathanged a new record will be written into the
current accounting file.

Execute the following sequence of commands to ensurew accounting file is generated when the
counter-mode is changed:

1. Execute the commarmanfig>service>epipe/vpls>sap> no collect-stat® disable writing of
accounting records.

2. Change the counter-mode to the desired valueugx¢he commancdonfig>service>epipe/
vpls>sap>counter-mode {in-out-profile-count| forwad-drop-count}.

3. Execute the commarnnfig>service>epipe/vpls>sap> collect-statto enable writing of
accounting records.

Theno form of the command restores the counter modedaéfault value.
Default in-out-profile-count

Parameters forward-drop-count — If the counter mode is specified as "forward-dropstt”, one counter
counts the forwarded packets and octets receivedgoass of a SAP and another counts the
dropped packets. The forwarded count is the suim-pfofile and out-of-profile packets/octets
received on SAP ingress. The dropped count is coiuypdickets/octets dropped by the policer. A
packet is determined to be in-profile or out-offfleobased on the meter rate parameters
configured. A packet is dropped by the policet éiceeds the configured PIR rate. The in-
profile count and out-of-profile count is not indlually available when operating in this mode.

in-out-profile-count — If the counter mode is specified as "in-out-prefieunt”, one counter counts
the total in-profile packets and octets receivedhgmess of a SAP and another counts the total
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out-of-profile packets and octets received on iagiaf a SAP. A packet is determined to be in-
profile or out-of-profile based on the meter radéegmeters configured. A packet is dropped by
the policer if it exceeds the configured PIR r&teopped counts are not maintained in hardware
when this mode is used. It is obtained by subtngdiie sum of in-profile count and out-of-
profile count from the total SAP ingress receivedrt and displayed.
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In This Chapter

This chapter provides information about VirtuaMate LAN Service (VPLS), process overview,
and implementation notes.

Topics in this chapter include:

e VPLS Service Overview on page 162
* VPLS Features on page 166
- VPLS Packet Walkthrough on page 163
- VPLS Enhancements on page 166
- VPLS over QinQ SAPs on page 167
- VPLS MAC Learning and Packet Forwarding on page 168
- L2 Forwarding Table Management on page 171
- VPLS and Spanning Tree Protocol on page 175
* VPLS Service Considerations on page 187
- SAP Encapsulations on page 187
« Common Configuration Tasks on page 207
e Service Management Tasks on page 232
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VPLS Service Overview

Virtual Private LAN Service (VPLS) is a class oftuial private network service that allows the
connection of multiple sites in a single bridgednddin over a provider-managed IP/MPLS
network. The customer sites in a VPLS instance apjoebe on the same LAN, regardless of their
location. VPLS uses an Ethernet interface on tlstormier-facing (access) side which simplifies
the LAN/WAN boundary and allows for rapid and fleld service provisioning. The 7210 SAS
supports provisioning of access or uplink SAPsaonect to the provider edge IP/MPLS routers.

VPLS offers a balance between point-to-point Fré&akay service and outsourced routed services
. VPLS enables each customer to maintain contrthef own routing strategies. All customer
routers in the VPLS service are part of the sarbaasu(LAN) which simplifies the IP addressing
plan, especially when compared to a mesh consttdaien many separate point-to-point
connections. The VPLS service management is siraglgince the service is not aware of nor
participates in the IP addressing and routing.

A VPLS service provides connectivity between twarmre SAPs on one (which is considered a
local service) or more (which is considered a itisted service) service routers. The connection
appears to be a bridged domain to the customersitprotocols, including routing protocols, can
traverse the VPLS service. The 7210 SAS suppotislocal VPLS service.

Other VPLS advantages include:

* VPLS is a transparent, protocol-independent servic
* There is no Layer 2 protocol conversion betweemLahd WAN technologies.

* There is no need to design, manage, configurepaidtain separate WAN access
equipment, thus, eliminating the need to train pengl on WAN technologies such as
Frame Relay.
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VPLS Packet Walkthrough

This section provides an example of VPLS processfrayjcustomer packet sent across the
network from site-A, which is connected to PE-RoWte¢hrough a 7210 SAS to site-C, which is
connected through 7210 SAS to PE-RouteFigyre 13. This section does not discuss the
processing on the PE routers, but only on 7210 ®&Agers.

7210

— 7210

LLLLLL
—
LLLLLLLLLLLL
LLLLLLLLLLLLLLLLLLLL

7210 7210

7210

0SSG486

Figure 13: VPLS Service Architecture

1. 7210-A figure 19

a. Service packets arriving at 7210-A are associatdda VPLS service instance based on
the combination of the physical port and the IEBR.2Q tag (VLAN-ID) in the packet
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Figure 14: Access Port Ingress Packet Format and Lo  okup

b. 7210-A learns the source MAC address in the pgaanke: creates an entry in the FIB table
that associates the MAC address to the servicesagpamint (SAP) on which it was received.

c. The destination MAC address in the packet is édokp in the FIB table for the VPLS in-
stance. There are two possibilities: either thdidason MAC address has already been
learned (known MAC address) or the destination Medidress is not yet learned (unknown
MAC address).

For a Known MAC AddressHgure 15:

d. If the destination MAC address has already beamkd by 7210 an existing entry in the
FIB table identifies destination uplink QinQ SAPu® used for sending the packet towards
the PE-Router-A.

e. The customer packet is sent on this uplink SA¢edhe IEEE 802.1Q tag is stripped and
the uplink SAP tag is added to the packet.

For an Unknown MAC Addres$-igure 15:

f. If the destination MAC address has not been kedr7210 will flood the packet to all the
uplink SAPs that are participating in the service.

Customer
Location C

Lt PEC

CEEEEE oo 2310.C

LLLLLL |LLLL -

CCLCEE |Cite 1 O
LLLLLL |LLLL

Uplink Q-tags

DST | SRC |Q-tag |Q-tag | Customer
MAC | MAC| 1 2 Packet

Figure 15: Network Port Egress Packet Format and FI ~ ooding

2. Core Router Switching
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a. The PE router will encapsulate this packet iraghygropriate MPLS header and transport it
across the core network to the remote 7210-C.

3. 7210-C Figure 19

a. 7210-C associates the packet with the VPLS insthased on the VLAN tags in the re-
ceived packet.

b. 7210-C learns the source MAC address in the pacidcreates an entry in the FIB table
that associates the MAC address to the accesskypith on which the packet was re-
ceived.

c. The destination MAC address in the packet iséaolp in the FIB table for the VPLS in-
stance. Again, there are two possibilities: eitherdestination MAC address has already
been learned (known MAC address) or the destindi&C address has not been learned
on the access side of 7210-C (unknown MAC address).

d. If the destination MAC address has been learyet2d0-C, an existing entry in the FIB
table identifies the local access port and the IBEE1Q tag (if any) to be added before
sending the packet to customer Location-C. Thessg@etag may be different than the in-
gress Q tag.

e. If the destination MAC address has not been &hri210 will flood the packet to all the
access SAPs that are participating in the service.

7210 SAS D, E, K OS Services Guide Page 165



VPLS Features

VPLS Features

This section features:

« VPLS Enhancements on page 166
« VPLS and Spanning Tree Protocol on page 175
* VPLS Access Redundancy on page 186

VPLS Enhancements

Alcatel-Lucent’'s VPLS implementation includes sel@nmhancements beyond basic VPN
connectivity. The following VPLS features can bafigured individually for each VPLS service
instance:

« Extensive MAC and IP filter support (up to Layér Bilters can be applied on a per SAP
basis.
< Forwarding Information Base (FIB) management fesguncluding:
- Configurable FIB size limit
- FIB size alarms
- MAC learning disable
- Discard unknown
- Aging timers for learned MAC addresses.

* Implementation of Spanning Tree Protocol (STPapw®eters on a per VPLS and per SAP
basis. (Not supported on 7210 SAS-K).

* IGMP snooping on a per-SAP basis (Not supported2i0 SAS-K).
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VPLS over QinQ SAPs

7210 SAS-D, E devices support QinQ SAPs or Dot1&§Avhich allows them to connect to
upstream PE nodes which provides IP/MPLS transport.

VPLS is provided over QinQ/Dotlq SAPs by:

« Connecting bridging-capable 7210 SAS devices.
* Replicating unknown and broadcast traffic in aver domain.

* Enabling MAC learning over QinQ/Dotlq SAPs andesscports (se¢PLS MAC
Learning and Packet Forwarding

* Using a separate forwarding information base (Fi&) VPLS service.
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VPLS MAC Learning and Packet Forwarding

Page 168

The 7210 SAS edge devices perform the packet egjait required for broadcast and multicast
traffic across the bridged domain. MAC addresshigay is performed by the 7210 SAS device to
reduce the amount of unknown destination MAC addflesding.

7210 SAS routers learn the source MAC addresstgedfaffic arriving on their access ports.

Access uplink SAPS connects customers to the uplatwork. Each 7210 SAS maintains a
Forwarding Information Base (FIB) for each VPLSvéeg instance and learned MAC addresses
are populated in the FIB table of the service twdffic is switched based on MAC addresses using
QIinQ SAPs created on access uplink ports Unknowtirdgion packets (for example, the
destination MAC address has not been learned)oaneafded on all SAPs for that service until
the target station responds and the MAC addrdssaiised by the 7210 SAS associated with that
service.
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IGMP Snooping

NOTE: 7210 SAS-K does not support IGMP snooping.

In Layer 2 switches, multicast traffic is treatédatlan unknown MAC address or broadcast frame,
which causes the incoming frame to be flooded brdgdcast) on every port within a VLAN.
Although this is acceptable behavior for unknownd Broadcast frames, this flooded multicast
traffic may result in wasted bandwidth on netwaggments and end stations, as IP multicast hosts
can join and be interested in only specific mulitagroups.

IGMP snooping entails using information in Layepr®tocol headers of multicast control
messages to determine the processing at Layer @oidg so, an IGMP snooping switch provides
the benefit of conserving bandwidth on those segsnefithe network in which no node has
expressed interest in receiving packets addresséa tgroup address.

IGMP snooping can be enabled in the context of VB&Sices. The IGMP snooping feature
allows for optimization of the multicast data flaaonly those SAPs that are members of the
group. The system builds a database of group mengagrservice by listening to IGMP queries
and reports from each SAP:

* When the switch receives an IGMP report from & Farsa particular multicast group, the
switch adds the host port number to the forwardéide entry.

* When it receives an IGMP leave message from g liasmoves the host port from the
table entry, if no other group members are preseatso deletes entries if it does not
receive periodic IGMP membership reports from théticast clients.

The following are IGMP snooping features:

« IGMPvl, v2, and v3 are supported (RFC 118st Extensions for IP Multicastingnd
RFC 2236]nternet Group Management Protocol, Versign 2

* IGMP snooping can be enabled and disabled oniihay VPLS service instances.

* IGMP snooping can be configured on individual SAlRs are part of a VPLS service.
When IGMP snooping is enabled on a VPLS servid@satontained SAPs automatically
have snooping enabled.

» Fast leave terminates the multicast session imawelglj rather than using the standard
group-specific query to check if other group merstae present on the network.

* SAPs can be statically configured as multicasteoports. This allows the operator to
control the set of ports to which IGMP memberslgparts are forwarded.

e Static multicast group membership on a per SARskE be configured.

e The maximum number of multicast groups (static dyrhmic) that a SAPcan join can be
configured. An event is generated when the limiesched.
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e The maximum number of multicast groups (static dyilamic) that a VPLS instance
simultaneously supports can be configured.

« Proxy summarization of IGMP messages reducesuh#ar of IGMP messages
processed by upstream devices in the network.

* IGMP filtering allows a subscriber to a servicetloe provider to block, receive, or
transmit permission (or both) to individual hostsacange of hosts.
The following types of filters can be defined:

- Filter group membership that report from a paracudiost or range of hosts. This
filtering is performed by importing an approprigtelefined routing policy into the
SAP.

— Filters that prevent a host from transmitting naast streams into the network. The
operator can define a data-plane filter (ACL) tihatps all multicast traffic, and apply
this filter to a SAP.

Multicast VLAN Registration (MVR) support

Page 170

NOTE: 7210 SAS-K does not support MVR.

Multicast VPLS Registration (MVR) is a bandwidthtiopization method for multicast in a
broadband services network. MVR allows a subscrilpe port to subscribe and unsubscribe to a
multicast stream on one or more network-wide magtid/PLS instances.

MVR assumes that subscribers join and leave msltgtaeams by sending IGMP join and leave
messages. The IGMP leave and join message arimsil@ the VPLS to which the subscriber port
is assigned. The multicast VPLS is shared in thevorx while the subscribers remain in separate
VPLS services. Using MVR, users on different VPle®mot exchange any information between
them, but still multicast services are provided.

On the MVR VPLS, IGMP snooping must be enabled.t@nuser VPLS, IGMP snooping and
MVR work independently. If IGMP snooping and MVRedroth enabled, MVR reacts only to join
and leave messages from multicast groups configumedr MVR. Join and leave messages from
all other multicast groups are managed by IGMP pimap in the local VPLS. This way,
potentially several MVR VPLS instances could befpmed, each with its own set of multicast
channels.

MVR by proxy — In some situations, the multicastffic should not be copied from the MVR

VPLS to the SAP on which the IGMP message was vede{standard MVR behavior) but to
another SAP. This is called MVR by proxy.
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{T) Telephone {voice)

© Data VPLS y
With MvR ALA-1
IGMPloin  user 3, VLANa :
o i S k3 n
Video Data | S
IGMPjoin
R o
Video Data
MVR by Proxy
VPLS
with MvR ALA-1
IGMP join user a, V0LAMa
Vidaeo Data
— ™

Figure 16: MVR and MVR by Proxy
Configuration Guidelines for MVR

In a MVR configuration, the svc-sap-type of the \@&ervice that is the source, which is also

known as 'mvr vpls service' and the svc-sap-typgb®WVPLS service that is the sink, which is also
known as 'user vpls service' should match.

L2 Forwarding Table Management

The following sections describe VPLS features egldb management of the Forwarding
Information Base (FIB).

FIB Size

The following MAC table management features areliregl for each instance of a SAPwithin a
particular VPLS service instance:
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MAC FIB size limits — Allows users to specify theaximum number of MAC FIB
entries that are learned locally for a SAP. If tbefigured limit is reached, then no new
addresses will be learned from the SAPuntil attleas FIB entry is aged out or cleared.

- When the limit is reached on a SAP, packets witknomwn source MAC addresses

are still forwarded (this default behavior can hartged by configuration). By
default, if the destination MAC address is knowris forwarded based on the FIB,
and if the destination MAC address is unknown,iit e flooded. Alternatively, if
discard unknown is enabled at the VPLS servicd |ew&known destination MAC
addresses are discarded.

The log event SAP MAC limit reached is generate@mvthe limit is reached. When
the condition is cleared, the log event SAP MAC itiReached Condition Cleared is
generated.

Disable learning at the VPLS service level allowsng to disable the dynamic
learning function on the service. Disable learri;mgot supported at the SAP level.

Disable aging allows users to turn off aging farteed MAC addresses on a SAP of a
VPLS service instance.

FIB Size Alarms

The size of the VPLS FIB can be configured witloa vatermark and a high watermark,
expressed as a percentage of the total FIB siZe lithe actual FIB size grows above the
configured high watermark percentage, an alarneieated. If the FIB size falls below the
configured low watermark percentage, the alarntgared by the system.
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Local Aging Timers

Like a Layer 2 switch, learned MACs within a VPL&tance can be aged out if no packets are
sourced from the MAC address for a specified peotime (the aging time). The age timer for
the VPLS instance specifies the aging time forllgdaarned MAC addresses.

The aging mechanism is considered a low priorigcpss. In most situations, the aging out of
MAC addresses can happen in within tens of secbagsnd the age time. To minimize overhead,
local MAC addresses on a LAG port, in some circamses, can take up to two times their
respective age timer to be aged out.

Disable MAC Aging

The MAC aging timers can be disabled which willy@et any learned MAC entries from being
aged out of the FIB. When aging is disabled, #ti possible to manually delete or flush learned

MAC entries. Aging can be disabled for learned Madtiresses on a SAP of a VPLS service
instance.

Disable MAC Learning

When MAC learning is disabled for a service, newrse MAC addresses are not entered in the
VPLS FIB. MAC learning can be disabled for services

Unknown MAC Discard

Unknown MAC discard is a feature which discardgaltkets ingressing the service where the

destination MAC address is not in the FIB. The nalrbehavior is to flood these packets to all end
points in the service.

Unknown MAC discard can be used with the disable@®éarning and disable MAC aging
options to create a fixed set of MAC addressesvatbto ingress and traverse the service.
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VPLS and Rate Limiting

Traffic that is normally flooded throughout the V®Ican be rate limited on SAP ingress through
the use of service ingress QoS policies. In a servigress QoS policy, individual meters can be
defined per forwarding class to provide rate-limgtipolicing of broadcast traffic, MAC multicast
traffic and unknown destination MAC traffic.

MAC Move

The MAC move feature is useful to protect agaimstaiected loops in a VPLS topology, as well
as the presence of duplicate MACs in a VPLS service

If two clients in the VPLS have the same MAC addréise VPLS will experience a high relearn
rate for the MAC. When MAC move is enabled, the&AS D, E shuts down the SAP and
create an alarm event when the threshold is exdeede

Split Horizon SAP Groups on 7210 SAS-K

Note: Split Horizon group per service is supported amiy7210 SAS-K devices.

In many applications, the split-horizon group cqgutdavolving a group of SAPs is useful to
prevent direct customer-to-customer traffic excleafwgithout the traffic being sent to the head-
end service nodes). This extension is referred @ gplit horizon SAP group. Traffic arriving on a
SAP or a spoke SDP within a split horizon groud wilt be forwarded to other SAPs configured
in the same split horizon group, but will be forded to other SAPs, which are not part of the split
horizon group.
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VPLS and Spanning Tree Protocol

NOTE: STP and its flavors (RSTP, MSTP, mVPLS/xXSTP) revesupported on 7210 SAS-K.

Alcatel-Lucent’'s VPLS service provides a bridgegswitched Ethernet Layer 2 network.
Equipment connected to SAPs forward Ethernet padkét the VPLS service. The 7210 SAS
participating in the service learns where the anstoMAC addresses reside, on ingress SAPs.

Unknown destinations, broadcasts, and multicast$l@aoded to all other SAPs in the service. If
SAPs are connected together, either through migpanattion or for redundancy purposes, loops
can form and flooded packets can keep flowing thhothe network. Alcatel-Lucent’s
implementation of the Spanning Tree Protocol (S$Resigned to remove these loops from the
VPLS topology. This is done by putting one or saV/&APs in the discarding state.

Alcatel-Lucent’s implementation of the Spanningd Rrotocol (STP) incorporates some
modifications to make the operational charactesstf VPLS more effective.

The STP instance parameters allow the balancingdeet resiliency and speed of convergence
extremes. Modifying particular parameters can affiee behavior. For information on command
usage, descriptions, and CLI syntax, refe€tmfiguring a VPLS Service with CLI on page 205

Spanning Tree Operating Modes

Per VPLS instance, a preferred STP variant carobigured. The STP variants supported are:

e rstp — Rapid Spanning Tree Protocol (RSTP) compliatbhwEEE 802.1D-2004 -
default mode

e dotlw — Compliant with IEEE 802.1w

e comp-dotlw — Operation as in RSTP but backwards compatibla M@EE 802.1w
(this mode allows interoperability with some MTUpgs)

* mstp — Compliant with the Multiple Spanning Tree Praibspecified in IEEE 802.1Q-
REV/D5.0-09/2005. This mode of operation is onlpported in an mVPLS.

While the 7210 SAS initially uses the mode confagufor the VPLS, it will dynamically fall back
(on a per-SAP basis) to STP (IEEE 802.1D-1998)dasethe detection of a BPDU of a different
format. A trap or log entry is generated for evelnange in spanning tree variant.

Some older 802.1W compliant RSTP implementationg hn@e problems with some of the
features added in the 802.1D-2004 standard. Intémg with these older systems is improved
with the comp-dotlw mode. The differences betwéenRSTP mode and the comp-dotlw mode
are:
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* The RSTP mode implements the improved convergeweeshared media feature, for
example, RSTP will transition from discarding teviarding in 4 seconds when operating
over shared media. The comp-dotlw mode does ndemgnt this 802.1D-2004
improvement and transitions conform to 802.1w irs80onds (both modes implement
fast convergence over point-to-point links).

* Inthe RSTP mode, the transmitted BPDUs contarpitrt's designated priority vector
(DPV) (conforms to 802.1D-2004). Older implemerdaat may be confused by the DPV
in a BPDU and may fail to recognize an agreememBorrectly. This would result in a
slow transition to a forwarding state (30 seconHs}.this reason, in the comp-dotlw
mode, these BPDUs contain the port's port priaséigtor (conforms to 802.1w).

The 7210 SAS supports one BDPU encapsulation farnaatd can dynamically switch between
the following supported formats (on a per-SAP Basis

« |EEE 802.1D STP
e Cisco PVST
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Multiple Spanning Tree

The Multiple Spanning Tree Protocol (MSTP) extetidsconcept of the IEEE 802.1w Rapid
Spanning Tree Protocol (RSTP) by allowing groupng associating VLANSs to Multiple
Spanning Tree Instances (MSTI). Each MSTI can ligvaewn topology, which provides
architecture enabling load balancing by providingjtiple forwarding paths. At the same time,
the number of STP instances running in the netussignificantly reduced as compared to Per
VLAN STP (PVST) mode of operation. Network faullsi@nce is also improved because a failure
in one instance (forwarding path) does not affélsépinstances.

The 7210 SAS implementation of Management VPLS (it$)Hs used to group different VPLS
instances under single RSTP instance. Introduci8d Minto the mVPLS allows the following:
« Interoperation with traditional Layer 2 switchesaiccess network.

« Provides an effective solution for dual homingwdny business Layer 2 VPNs into a
provider network.

Redundancy Access to VPLS

The GigE MAN portion of the network is implementedh traditional switches. Using MSTP
running on individual switches facilitates redundgain this part of the network. In order to
provide dual homing of all VPLS services acces$inm this part of the network, the VPLS PEs
must participate in MSTP.

This can be achieved by the following:

e Configuring mVPLS on VPLS-PEs (only PEs directhnoected to Gig MAN network).
< Assign different managed-vilan ranges to diffefd®&TP instances.

Typically, the mVPLS would have SAPs with null epsalations (to receive, send, and transmit
MSTP BPDUs) and a mesh SDP to interconnect a palPaS PEs.

Different access scenarios are displayeligure 17as example network diagrams dually
connected to the PBB PEs:

» Access Type A— Source devices connected by null or Dotlq SAPs
» Access Type B— One QinQ switch connected by QinQ/801ad SAPs
» Access Type G— Two or more ES devices connected by QinQ/8023&ls
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Figure 17: Access Resiliency

The following mechanisms are supported for the -8P

* STP/RSTPcan be used for all access types

* M-VPLS with MSTP can be used as is just for access Type A. MSTé&uugired for
access type B and C.

e LAG and MC-LAG can be used for access Type A and B.
e Split-horizon-group does not require residential.
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MSTP for QinQ SAPs

MSTP runs in a MVPLS context and can control SABmfsource VPLS instances. QinQ SAPs
are supported. The outer tag is considered by M&Tpart of VLAN range control
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MSTP General Principles

MSTP represents modification of RSTP which allotes grouping of different VLANSs into
multiple MSTIs. To enable different devices to apate in MSTIs, they must be consistently
configured. A collection of interconnected devitlest have the same MST configuration (region-
name, revision and VLAN-to-instance assignment) mases an MST region.

There is no limit to the number of regions in tleéwork, but every region can support a maximum
of 16 MSTIs. Instance 0O is a special instance fiazggon, known as the Internal Spanning Tree
(IST) instance. All other instances are numberethfil to 4094. IST is the only spanning-tree
instance that sends and receives BPDUs (typicdlpBs are untagged). All other spanning-tree
instance information is included in MSTP recordsr@dords), which are encapsulated within
MSTP BPDUs. This means that single BPDU carriesrination for multiple MSTI which
reduces overhead of the protocol.

Any given MSTI is local to an MSTP region and coetply independent from an MSTI in other
MST regions. Two redundantly connected MST regioilisuse only a single path for all traffic
flows (no load balancing between MST regions oneen MST and SST region).

Traditional Layer 2 switches running MSTP protoassign all VLANSs to the IST instance per
default. The operator may then “re-assign” indigdMLANS to a given MSTI by configuring per
VLAN assignment. This means that a SR-Series PEBbeaonsidered as the part of the same MST
region only if the VLAN assignment to IST and MSTdddentical to the one of Layer 2 switches
in access network.

MSTP in the 7210 SAS Platform

The 7210 SAS platform uses a concept of mVPLS ¢togdifferent SAPs under a single STP
instance. The VLAN range covering SAPs to be maddoyea given mVPLS is declared under a
specific mVPLS SAP definition. MSTP mode-of-operatis only supported in an mVPLS.

When running MSTP, by default, all VLANs are mappedhe CIST. On the VPLS level VLANs
can be assigned to specific MSTIs. When running R #ie operator must explicitly indicate, per
SAP, which VLANSs are managed by that SAP.
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Enhancements to the Spanning Tree Protocol

To interconnect 7210 SAS devices (PE devices) adtasbackbone, service tunnels (SDPs) are
used. These service tunnels are shared among ladffifLS instances. Alcatel-Lucent’s
implementation of the Spanning Tree Protocol (SmB)rporates some enhancements to make
the operational characteristics of VPLS more eiffectThe implementation of STP on the router
is modified in order to guarantee that service @swill not be blocked in any circumstance
without imposing artificial restrictions on the ptament of the root bridge within the network. The
modifications introduced are fully compliant withet 802.1D-2004 STP specification.

When running MSTP, spoke SDPs cannot be configuxkst, ensure that all bridges connected
by mesh SDPs are in the same region. If not, trehmall be prevented from becoming active
(trap is generated).

In order to achieve this, all mesh SDPs are dynaltgiconfigured as either root ports or
designated ports. The PE devices participatingaih&/PLS mesh determine (using the root path
cost learned as part of the normal protocol excapndpich of the 7210 SAS devices is closest to
the root of the network. This PE device is inteljndesignated as the primary bridge for the VPLS
mesh. As a result of this, all network ports onghienary bridges are assigned the designated port
role and therefore remain in the forwarding state.

The second part of the solution ensures that tmairéng PE devices participating in the STP
instance see the SDP ports as a lower cost pdtie twot rather than a path that is external to the
mesh. Internal to the PE nodes participating iniesh, the SDPs are treated as zero cost paths
towards the primary bridge. As a consequence, dfte through the mesh are seen as lower cost
than any alternative and the PE node will desigtisaetwork port as the root port. This ensures
that network ports always remain in forwarding estat

A combination of the above mentioned features enthat network ports are never blocked and
maintain interoperability with bridges externali@ mesh that are running STP instances.
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L2PT Termination
NOTE: 7210 SAS-K does not support L2PT termination.

L2PT is used to transparently transport protocta daits (PDUs) of Layer 2 protocols such as
STP, CDP, DTP, VTP, PAGP, and UDLD. This allowsrrimg these protocols between customer
CPEs without involving backbone infrastructure.

The 7210 SAS routers allow transparent tunnelinB@Us across the VPLS core. However, in
some network designs, the VPLS PE is connectedPtesGhrough a legacy Layer 2 network,
rather than having direct connections. In suchremments termination of tunnels through such
infrastructure is required.

L2PT tunnels protocol PDUs by overwriting MAC destiion addresses at the ingress of the
tunnel to a proprietary MAC address such as 01-®0edcd-d0. At the egress of the tunnel, this
MAC address is then overwritten back to MAC addiishe respective Layer 2 protocol.

The 7210 SAS nodes support L2PT termination for BPPUs. More specifically:

e Atingress of every SAPwhich is configured as LaBfimination, all PDUs with a MAC
destination address, 01-00-0c-cd-cd-dO will berggpted and their MAC destination
address will be overwritten to MAC destination agk$r used for the corresponding
protocol. The type of protocol can be derived friobb€ and SNAP encapsulation.

* In egress direction, PDUs of the correspondingqual received on all VPLS ports will
be intercepted and L2PT encapsulation will be perém for SAPs configured as L2PT
termination points. Because of the implementateasons, PDU interception and re-
direction to CPM can be performed only at ingr@$serefore, to comply with the above
requirement, as soon as at least 1 port of a giRirS service is configured as L2PT
termination port, redirection of PDUs to CPM wi# ket on all other ports (SAPs) of the
VPLS service.

L2PT termination can be enabled only if STP isldlisd in a context of the given VPLS service.
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BPDU Translation
NOTE: 7210 SAS-K does not support BPDU termination.

VPLS networks are typically used to interconneffedént customer sites using different access
technologies such as Ethernet and bridged-encapduddM PVCs. Typically, different Layer 2
devices can support different types of STP and &#hey are from the same vendor. In some
cases, it is necessary to provide BPDU translati@rder to provide an interoperable e2e
solution.

To address these network designs, BPDU formatlatos is supported on 7210 SAS D, E
devices. If enabled on a given SAP, the systemimtiircept all BPDUs destined to that interface
and perform required format translation such as-®FPVST or vice versa.

Similarly, BPDU interception and redirection to tG@M is performed only at ingress meaning
that as soon as at least 1 port within a given VB&Sice has BPDU translation enabled, all
BPDUs received on any of the VPLS ports will beirected to the CPM.

BPDU translation involves all encapsulation actitre the data path would perform for a given
outgoing port (such as adding VLAN tags dependimghe outer SAP and adding or removing all
the required VLAN information in a BPDU payload.

This feature can be enabled on a SAP only if STdsiabled in the context of the given VPLS
service.

L2PT and BPDU Translation

L2PT termination for only STP (Spanning Tree Protpand PVST (Per VLAN Spanning Tree
Protocol) are supported on 7210 SAS-E.

Cisco Discovery Protocol (CDP), Digital TrunkingoRscol (DTP), Port Aggregation Protocol
(PAgP), Uni-directional Link Detection (UDLD), Viual Trunk Protocol (VTP), STP (Spanning
Tree Protocol) and PVST (per-VLAN Spanning Treet@col) are supported on 7210 SAS-D.

These protocols automatically pass the other patgdanneled by L2PT towards the CPM and all
carry the same specific Cisco MAC.

The existing L2PT limitations apply.

e The protocols apply only to VPLS.

e The protocols are mutually exclusive with runnBigP on the same VPLS as soon as one
SAP has L2PT/BPDU translation enabled.

e Forwarding occurs on the CPM.
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VPLS Access Redundancy

A second application of hierarchical VPLS is usitj0 SAS D, E nodes that are MPLS-enabled
which must have Ethernet links to the closest P#endo protect against failure of the PE node,

7210 SAS D, E can be dual-homed and have two SAP&® PE nodes.

Listed below are several mechanisms that can i tosesolve a loop in an access network

where 7210s are used:

« STP-based access, with or without mVPLS.

e Ethernet APS using G.8032.

¢ Non-STP-based access using mechanisms such es/stethdby links and MC-LAG on
the PE.

NOTE: 7210 SAS-K does not support xSTP, G8032 and A&.L

STP-Based Redundant Access to VPLS

Customer
Site 1
CE-1

CEA1

Customer
Site 2

Primary QinQ

PE-3

H-VPLS Full
Mesh
Core

Spoke PE-1
s
(7210 SAS D*V
S
Backup QinQ / s
Spoke
PE-2

Figure 18: Dual Homed 7210 SAS D, E Acting as MTU-s

In configuration shown ifrigure 18 STP is activated on the MTU and two PEs in otdeesolve
a potential loop.

In this configuration the scope of STP domainrstéd to MTU and PEs, while any topology
change needs to be propagated in the whole VPL&itloM/hen TCN (topology change
notification) is received with in the VPLS domaihmACs learned on SAPs are flushed except

the SAP on which TCN was received.
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VPLS Service Considerations

This section describes various 7210 SAS serviceifesa and any special capabilities or
considerations as they relate to VPLS services.

SAP Encapsulations

VPLS services are designed to carry Ethernet flraaytoads, so it can provide connectivity
between any SAPs that pass Ethernet frames. Tloevfoy SAP encapsulations are supported on

the VPLS service on an access port:

* Ethernet null
» Ethernet Dotlq
e Ethernet QinQ (This is supported only on 7210 IAS-

The following encapsulations are supported on aess:uplink port:

» Ethernet QinQ

VLAN Processing

The SAP encapsulation definition on Ethernet ingasrts defines which VLAN tags are used to
determine the service that the packet belongs:

1. Null encapsulation defined on ingress — Any VLA&gs are ignored and the packet goes to
a default service for the SAP.

2. Dotlq encapsulation defined on ingress — Onbt L AN tag is considered.

3. QinQ encapsulation defined on ingress— Both VLalys are considered.
Note that the SAP can be defined with a wildcardfie inner label (for example, “100.*").
In this situation all packets with an outer labiel00 will be treated as belonging to the SAP.
If, on the same physical link, there is also a Si&Rned with a QinQ encapsulation of 100.1,
then traffic with 100.1 will go to that SAP and ather traffic with 100 as the first label will
go to the SAP with the *100.* definition.

In situations 2 and 3 above, traffic encapsulatiél tags for which there is no definition are
discarded.

Support for IP Interface in a VPLS Service

NOTE: 7210 SAS-D and 7210 SAS-K does not support gasure.
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The 7210 SAS-E supports host IP interface in a VB&iSice. The IP interface is non-rout able
and support only IP ping, IP trace-route and mameye ACLs. SAP ingress QoS policies applied
on a SAP in a VPLS service are applicable to tlekgis destined to the IP interface.

Configuration Notes

1. The system uses the chassis MAC address by dé&fallP packets originating on the VPLS
IP interface. The user is provided with an optioraonfigure a MAC address.

2. The system adds the MAC address for a VPLS Etfate to the Layer 2 forwarding table.
The Layer 2 forwarding table is a hash table. ecaf hash collisions, the system removes
the dynamically learned Layer 2 forwarding entfyhkere are multiple such entries installed,
the oldest entry is removed. Layer 2 packets walfdrwarded as before. If the system is
unable to locate a dynamic entry for removal, Bénterface is set to an operational down
state. In such a case, steow router vpls-management interface detatommand, displays
DownReasonasHashCollision. Additionally, the system generates a log mességee for-
mat MAC addresaa:bb:cc:dd:ee:ff configured for VPLS IP interface<interface-name>
resulted in hash collision On receiving a log message, it is recommenddadhieauser con-
figure a new MAC address for the IP interfaceh# tiser configured MAC address results in
a hash collision, the CLI command fails, allowihg user to try with another MAC address.
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Routed VPLS

Routed VPLS (R-VPLS) allows a VPLS instance to ssoaiated with an IES IP interface.

Within an R-VPLS service, traffic with a destinatimAC matching that of the associated IP
interface is routed based on the IP forwardingetaall other traffic is forwarded based on the
VPLS forwarding table.

In access-uplink mode, RVPLS service can be agsaoliith an IPv4 interface and supports only
static routing. It is primarily designed for useimtband management of the node. It allows for
inband management of the 7210 nodes in a ring gam@at using a single IPv4 subnet, reducing
the number of IP subnets needed.

In network mode, RVPLS service can be associatélu avi IPv4 interface and supports static
routing and other routing protocols. It can be ugeprovide a service to the customer or for
inband management of the node.

NOTE: 7210 SAS-E does not support Routed VPLS.

IES IP Interface Binding

A standard IP interface within an existing IES seg\context may be bound to a service name. A
VPLS service only supports binding for a singlériterface.

While an IP interface may only be bound to a singk.S service, the routing context containing
the IP interface (IES) may have other IP interfdumsnd to other VPLS service contexts. In other
words, Routed VPLS allows the binding of IP inteda in IES services to be bound to VPLS
services.

Assigning a Service Name to a VPLS Service

When a service name is applied to any service ggritee name and service ID association is
registered with the system. A service name caneatssigned to more than one service ID.
Special consideration is given to a service naratithassigned to a VPLS service that has the
“configure>service>vpls>allow-ip-int-bindingcommand is enabled. If a name is applied to the
VPLS service while the flag is set, the system s¢hg existing IES services for an IP interface
that is bound to the specified service name. IfRaimterface is found, the IP interface is attached
to the VPLS service associated with the name. Onginterface can be bound to the specified
name.

If the allow-ip-int-binding command is not enabled the VPLS service, the system does not
attempt to resolve the VPLS service name to amt€tface. As soon as the allow-ip-int-binding
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flag is configured on the VPLS, the correspondiRdniterface is adhered and become operational
up. There is no need to toggle the shutdown ohotd®wn command.

If an IP interface is not currently bound to thevime name used by the VPLS service, no action is
taken at the time of the service name assignment.

Service Binding Requirements

In the event that the defined service name is ecean the system, the system checks to ensure
that the service type is VPLS. If the created sertype is VPLS, the IP interface is eligible to
enter the operationally upstate. On 7210 SAS-K ieqguired that the user uses the R-VPLS tag
while creating the VPLS service or the service catre bound to an IP interface. This is not
required for SAS-D.

Bound Service Name Assignment

In the event that a bound service name is assitmadervice within the system, the system first
checks to ensure the service type is VPLS. Secdhdlgystem ensures that the service is not
already bound to another IP interface through émeise name. If the service type is not VPLS or
the service is already bound to another IP interfacough the service ID, the service name
assignment fails.

A single VPLS instance cannot be bound to two sepdP interfaces.

Binding a Service Name to an IP Interface
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An IP interface within an IES service context maylbwmund to a service name at anytime. Only
one interface can be bound to a service. When artéHace is bound to a service name and the IP
interface is administratively up, the system sdans VPLS service context using the name and
takes the following actions:

« If the name is not currently in use by a servibe,IP interface is placed in an
operationally down: Non-existent service name appropriate service type state.

« If the name is currently in use by a non-VPLS &sror the wrong type of VPLS service,
the IP interface is placed in the operationally doWon-existent service name or
inappropriate service type state.

« Ifthe name is currently in use by a VPLS serviginout the allow-ip-int-binding flag set,
the IP interface is placed in the operationally doWPLS service allow-ip-intbinding flag
not set state. There is no need to toggle the shwrter no shutdown command.
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« Ifthe name is currently in use by a valid VPL®/&&e and the allow-ip-int-binding flag is
set, the IP interface is eligible to be placedhimdperationally up state depending on other
operational criteria being met.

IP Interface Attached VPLS Service Constraints

Once a VPLS service has been bound to an IP ieetfaough its service name, the service name
assigned to the service cannot be removed or cdangess the IP interface is first unbound from
the VPLS service name.

A VPLS service that is currently attached to aimkerface cannot be deleted from the system
unless the IP interface is unbound from the VPLS8ise hame.

The allow-ip-int-binding flag within an IP interfa@ttached VPLS service cannot be reset. The IP
interface must first be unbound from the VPLS ssrviame to reset the flag.

IP Interface and VPLS Operational State Coordinatio n

When the IP interface is successfully attached\{® kS service, the operational state of the IP
interface is dependent upon the operational sfateed/PLS service.

The VPLS service itself remains down until at least virtual port (SAP, spoke-SDP or Mesh-
SDP) is operational.

IP Interface MTU and Fragmentation on 7210 SAS-D

In 7210 SAS-D Access-Uplink mode, VPLS service Miswot supported. The user must ensure
that the port MTU is configured appropriately sattthe largest packet traversing through any of
the SAPs (virtual ports) of the VPLS service caridrevarded out of any of the SAPs. VPLS
services do not support fragmentation and can diguackets larger than the configured port
MTU.

When an IP interface is associated with a VPLSisenthe IP-MTU is based on either the
administrative value configured for the IP intedfiaar an operational value derived from port
MTU of all the SAPs configured in the service. Tgwt MTU excluding the Layer 2 Header and
tags for all the ports which have SAPs configurethis VPLS service are considered and the
minimum value among those are computed (whichlled@omputed MTU). The operational
value of the IP interface is set as follows:

« If the configured (administrative) value of IP MTitJgreater than the computed MTU,
then the operational IP MTU is set to the compiadJ.
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« If the configured (administrative) value of IP MTit/lesser than or equal to the computed
MTU, then operational IP MTU is set to the configdi(administrative) value of IP MTU.

IP Interface MTU and Fragmentation on 7210 SAS-K

The VPLS service is affected by two MTU values;tpdfUs and the VPLS service MTU. The

MTU on each physical port defines the largest L&/packet (including all DLC headers) that
may be transmitted out a port. The VPLS itself dagrvice level MTU that defines the largest
packet supported by the service. The service MTékdwt include the local encapsulation
overhead for each port (QinQ, Dot1Q, TopQ or SDRise delineation fields and headers) but
does include the remainder of the packet. As SAPsmreated in the system, the SAPs cannot
become operational unless the configured port MTikusithe SAP service delineation overhead
is greater than or equal to the configured VPLSiserMTU. Thus, an operational SAP is ensured

to support the largest packet traversing the VRu8ise. The service delineation overhead on

each Layer 2 packet is removed before forwardibg &VPLS service. VPLS services do not
support fragmentation and must discard any Laymacket larger than the service MTU after the
service delineation overhead is removed.

When an IP interface is associated with a VPLSiserthe IP-MTU is based on either the
administrative value configured for the IP intedamr an operational value derived from VPLS
service MTU. The operational IP-MTU cannot be gee#than the VPLS service MTU minus 14
bytes.

< If the configured (administrative) IP-MTU is cogfired for a value greater than the
normalized IP-MTU, based on the VPLS service-MThé&rt the operational IP-MTU is
reset to equal the normalized IP-MTU value (VPL&ise MTU — 14 bytes).

« If the configured (administrative) IP-MTU is cogfired for a value less than or equal to
the normalized IP-MTU, based on the VPLS servicetMihen the operational IP-MTU
is set to equal the configured (administrative MPU value.

ARP and VPLS FIB Interactions
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Two address-oriented table entries are used wheimgointo a VPLS service. On the routing side,
an ARP entry is used to determine the destinatis&fC\Mddress used by an IP next-hop. In the
case where the destination IP address in the rqaekkt is a host on the local subnet represented
by the VPLS instance, the destination IP addrestfits used as the next-hop IP address in the
ARP cache lookup. If the destination IP address &remote subnet that is reached by another
router attached to the VPLS service, the routirdklgp returns the local IP address on the VPLS
service of the remote router is returned. If thet+ep is not currently in the ARP cache, the
system generates an ARP request to determine shieatton MAC address associated with the
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next-hop IP address. IP routing to all destinatiosts associated with the next-hop IP address
stops until the ARP cache is populated with anyefatr the next-hop. The dynamically populated
ARP entries age out according to the ARP agingrtime

NOTE: In 7210 SAS-D, static ARP, entries cannot be uSéatic ARP is supported on 7210
SAS-K devices.

The second address table entry that affects VPu®&dgackets is the MAC destination lookup in
the VPLS service context. The MAC associated withARP table entry for the IP next-hop may
or may not currently be populated in the VPLS La¥ 1B table. While the destination MAC is
unknown (not populated in the VPLS FIB), the systsiitooded with all packets destined to that
MAC (routed or bridged) to all SAPs within the VPES8rvice context. Once the MAC is known
(populated in the VPLS FIB), all packets destinethie MAC (routed or bridged) is targeted to
the specific SAP where the MAC has been learnedvifs ARP entries, static MAC entries may
be created in the VPLS FIB. Dynamically learned Madiresses are allowed to age out or be
flushed from the VPLS FIB while static MAC entrialsvays remain associated with a specific
virtual port. Dynamic MACs may also be relearnecaonther VPLS SAP than the current SAP in
the FIB. In this case, the system automatically esahhe MAC FIB entry to the new VPLS SAP.

NOTES:

e In 7210 SAS-D, whenever a MAC entry is removedrfritie VPLS FIB (either explicitly
by the user or due to MAC aging or mac-move), ARRies which match this MAC
address is removed from the ARP cache. Though BIeSWFIB entries are not removed;
an ARP entry ages out and is removed from the A&JRe. This restriction is not
applicable to 7210 SAS-K.

e In7210 SAS-D, if If the VPLS FIB limit is reacheahd we are no longer able to learn new
MAC address, ARP will also not be learnt. This rietibn does not apply to 7210 SAS-K.

Routed VPLS Specific ARP Cache Behavior

In typical routing behavior, the system uses theolRe table to select the egress interface, an
ARP entry is used forward the packet to the apgatgpEthernet MAC. With routed VPLS, the
egress IP interface may be represented by mukigless (VPLS service SAPS).
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The following tables describes how the ARP caclieMAC FIB entry states interact.

Table 16: Routing behavior in RVPLS and interaction

ARP Cache and MAC FIB

ARP Cache Entry

MAC FIB
Entry

Routing or System behavior

ARP Cache Miss (No
Entry)

Known or
Unknown

Triggers a request to control plane
ARP processing module, to send out
an ARP request, out of all the SAPs.
(also known as virtual ports) of the
VPLS instance.

ARP Cache Hit

Known

Forward to specific VPLS virtpakt
or SAP.

Unknown

This behavior cannot happen typi-
cally in 7210 SAS-D, as and when &
L2 entry is removed from the FDB,
the matching MAC address is also
removed from the ARP cache. On
7210 SAS-K, the packet is sent out pf
all the SAPs of the VPLS instance.

The allow-ip-int-binding VPLS Flag

The allow-ip-int-binding flag on a VPLS service text is used to inform the system that the

VPLS service is enabled for routing support. Thetey uses the setting of the flag as a key to
determine what type of ports the VPLS service np@gns

The system also uses the flag state to define WARILS features are configurable on the VPLS

service to prevent enabling a feature that is npperted when routing support is enabled.

Routed VPLS SAPs only Supported on Standard Etherne  t Ports

The allow-ip-int-binding flag is set (routing suppenabled) on a VPLS service. SAPs within the
service can be created on standard Ethernet ports.

LAG Port Membership Constraints

If a LAG has a non-supported port type as a mengb8AP for the routing-enabled VPLS service
cannot be created on the LAG. Once one or moréngenabled VPLS SAPs are associated with

a LAG, a non-supported Ethernet port type cannatdued to the LAG membership.
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VPLS Feature Support and Restrictions

When the allow-ip-int-binding flag is set on a VPE&vice, the following features cannot be
enabled (The flag also cannot be enabled whilechtiyese features are applied to the VPLS
service). The following restrictions apply to baitwork mode and access-uplink mode unless
called out separately:

In network mode, SDPs used in spoke or mesh SBéirgs cannot be configured.
In access-uplink mode, the VPLS service type cahadV-VPLS.

In network mode, the VPLS Service type must bgls’ and any other VPLS service is
not allowed.

MVR from Routed VPLS and to another SAP is notparped.
Default QinQ SAPs is not supported in R-VPLS seavi

The “allow-ip-int-binding” command cannot be usad VPLS service which is acting as
the G8032 control instance.

IPv4 filters (ingress and egress) can be used thdlR-VPLS SAPs. Additionally IP
ingress override filters are supported which affeoe behavior of the IP filters attached
to the R-VPLS SAPs. Please see below for morenmdtion about use of ingress override
filters. Ingress override filters are not support&d7210 SAS-K.

MAC filters (ingress and egress) are not suppditedse with R-VPLS SAPs.
VPLS IP interface is not allowed in a R-VPLS seeriThe converse also holds.

On 7210 SAS-K, during creation of the VPLS senttee keyword 'rvpls' must be used. It
lets the software know that this is a VPLS sertacehich an IP interface will be
associated.

In Access-uplink mode, the VPLS service can bdigared either access SAP or Access-
Uplink SAPs.

In Access-uplink mode, VPLS service can use thievidng 'svc-sap-type' values: any,
dotlg-preserve and null-star. Only specific SAP birations are allowed for a given svc-
sap-type, except that default QinQ SAPs cannotskd in a R-VPLS service. The
allowed SAP combinations are similar to that a\dédn a plain VPLS service and is as
given in the table above in the services Chaptéh(ilne exception noted before).

G8032 or mVPLS/STP based protection mechanisnbearsed with R-VPLS service. A
separate G8032 control instance or a separate mMHIESinstance needs to be used and
the R-VPLS SAPs needs to be associated with thegeot instances such that the R-
VPLS SAP's forwarding state is driven by the cantrstance protocols. These protection
mechanisms are not supported on 7210 SAS-K.

IGMP snooping is not supported in a VPLS senviBanulticast is not supported in the R-
VPLS service.

7210 SAS D, E, K OS Services Guide Page 195



Routed VPLS

* On 7210 SAS-D, DHCP snooping is not supportedtierSAPs configured in the routed
VPLS service. Instead, DHCP relay can be enablati®IES service associated with the
routed VPLS service. DHCP snooping and DHCP redayot supported on 7210 SAS-K.

* In network mode, RVPLS SAP drops packets receividl extra tags. In other words, if a
packet is received on a RVPLS SAP, with numbeag$tgreater than the SAP tags to
which it is mapped, then it is dropped. This i®tfar all supported encapsulations (that is,
null, dotlq, and QinQ encapsulations) of the geot. example - Double tagged packets
received on a Dotlq SAP configured in a RVPLS serig dropped on ingress.

VPLS SAP Ingress IP Filter Override on 7210 SAS-D
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NOTE: 7210 SAS-K does not support Ingress IP filterrdde.

When an IP Interface is attached to a VPLS semiceext, the VPLS SAP provisioned IP filter
for ingress routed packets may be optionally odelen in order to provide special ingress
filtering for routed packets. This allows differdiitering for routed packets and non-routed
packets. The filter override is defined on therfiface bound to the VPLS service name. A
separate override filter may be specified for Ipaéket types.

If a filter for a given packet type (IPv4) is natesridden, the SAP specified filter is appliediie t
packet (if defined).

The following tables lists ACL Lookup behavior witind without Ingress Override filter attached
to an IES interface in a R-VPLS service:

Table 17: ACL Lookup behavior with Ingress Override filter attached to an IES interface in a
R-VPLS service.

Type of traffic SAP Ingress IPv4 SAP Egress IPv4 Ingress Override
Filter Filter IPv4 Filter

Destination MAC != Yes Yes No
IES IP interface MAC

Destination MAC = No No Yes
IES IP interface MAC

and Destination IP on

same subnet as IES

interface
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Table 17: ACL Lookup behavior with Ingress Override filter attached to an IES interface in a
R-VPLS service.

Type of traffic SAP Ingress IPv4 SAP Egress IPv4 Ingress Override
Filter Filter IPv4 Filter

Destination Mac = IES No No No
IP interface mac and

destination IP not on

same subnet as IES IP

interface and route to

destination IP does not

exist

Destination Mac = IES No No Yes
IP interface mac and

destination IP not on

same subnet as IES IP

interface and route to

destination IP exists

Destination MAC = No No No
IES IP interface MAC

andIPTTL=1

Destination MAC = No No No

IES IP interface MAC
and IPv4 packet with
Options

Destination MAC = No No No
IES IP interface MAC

and IPv4 Multicast

packet

Table 18: ACL Lookup behavior without Ingress Overr  ide filter attached to an IES interface
in a R-VPLS service

Type of traffic SAP Ingress IPv4 Filter SAP Egress  IPv4 Filter

Destination MAC != IES IP Yes Yes
interface MAC

Destination MAC = IES IP inter- Yes No
face MAC and Destination IP on
same subnet as IES IP interface
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Table 18: ACL Lookup behavior without Ingress Overr ide filter attached to an IES interface
in a R-VPLS service

Type of traffic SAP Ingress IPv4 Filter SAP Egress  IPv4 Filter

Destination Mac = IES IP inter- No No
face mac and destination IP not

on same subnet as IES IP inter-

face and route to destination IP

does not exist

Destination Mac = IES IP inter- Yes No
face MAC and destination IP not
on same subnet as IES IP inter-
face and route to destination IP

exists

Destination MAC = IES IP inter- No No
face MACand IPTTL=1

Destination MAC = IES IP inter- No No
face MAC and IPv4 packet with

Options

Destination MAC = IES IP inter- No No
face MAC and IPv4 Multicast

packet
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QoS Support for VPLS SAPs and IP interface in a Rou ted VPLS service
e SAP ingress classification (IPv4 and MAC critelimpupported for SAPs configured in
the service. SAP ingress policies cannot be agsaociith IES IP interface.

e 0On 7210 SAS-D, egress port based queuing andrglpapé available. It is shared among
all the SAPs on the port.

« 0On 7210 SAS-D, Port based Egress Marking is supgddor both routed packets and
bridged packets. The existing access egress Q@S waln be used for Dot1lp marking
and DSCP marking.

« On 7210 SAS-K, per SAP egress queuing, shapingelneduling is available. Per SAP
egress Dotlp marking is supported for both rousszket and bridged packets.

« In Access-Uplink mode, IES IP interface bounddoted VPLS services, IES IP interface
on access SAPs and IES IP interface on AccesskIBIPs are designed for use with
inband management of the node. Consequently, thee @ common set of queues for
CPU bound management traffic. All CPU bound traffipoliced to pre-defined rates
before being queued into CPU queues for applicgitogessing. The system uses meters
per application or a set of applications. It doesallocate meters per IP interface. The
possibility of CPU overloading has been reducedds of these mechanisms. Users must
use appropriate security policies either on theenmrdin the network to ensure that this
does not happen.

Routed VPLS Supported Routing Related Protocols

In network mode and access-uplink mode R-VPLS jetted only in the base routing instance.
Only IPv4 addressing support is available for |B®@ifaces associated with Routed VPLS
service. The following lists the support availafilerouting protocols on IP interfaces bound to a
VPLS service in access-uplink mode and network mode

Table 19: Routing Protocols on IP interfaces bound to a VBE&ice.

Services Access-uplink Network
Static-routing Supported Supported
BGP Not Supported Not Supported
OSPF Not Supported Supported
ISIS Not Supported Supported
BFD Not Supported Supported
VRRP Not Supported Supported

ARP and Proxy-Arp

ARP is supported
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Table 19: Routing Protocols on IP interfaces bound to a VBe&ice.

Services Access-uplink Network

DHCP Relay (Note-1) Supported Supported

NOTE 1: DHCP relay can be configured for the IES irdeef associated with the Routed VPLS
service. DHCP snooping cannot be configured on/fPeS SAPs in the routed VPLS Service.

Spanning Tree and Split Horizon

NOTE: 7210 SAS-K does not support STP (all flavors)cols.

A routed VPLS context supports all spanning treg port-based split horizon capabilities that a
non-routed VPLS service supports.
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Routed VPLS support available and Caveats

Routed VPLS supported functionality and restricsiéor both access-uplink and network mode is
given below. The following is applicable to botle thodes, unless called out explicitly.

e 0On 7210 SAS-D, static ARP cannot be configuredhait IES IP interface that is
associated with an R-VPLS, though static MAC cardrgfigured in an R-VPLS service.

* In access-uplink mode, only Static routes are stipg. No dynamic routing protocols are
supported.

¢ 0On 7210 SAS-D, whenever a VPLS FIB entry is rentbeigher due to user action, aging
or mac-move, the corresponding ARP entry whose M#@ress matches that of the
MAC in the FIB is removed from the ARP cache.

* In network mode and access-uplink mode R-VPLSimpsrted only in the base routing
instance. Only IPv4 addressing support is availfdr¢ES interfaces associated with
Routed VPLS service.

* IPv6 addressing support is not available for |&t®8rface associated with R-VPLS
service.

* |n network mode, R-VPLS service cannot be bounaint®&PRN Service.

* In both network mode and access-uplink mode, pleltSAPs configured on the same
port cannot be part of the same R-VPLS Servicether words, a single service can only
be configured with a single SAP on a given portisThstriction does not apply to 7210
SAS-K. In other words, on 7210 SAS-K multiple SAfesfigured on the same port can
be part of the same service.

e Service MTU configuration is not supported in R&/PLS service. This does not apply
to 7210 SAS-K. In other words, 7210 SAS-K suppeds/ice MTU configuration for
RVPLS.

* In network mode, in ‘any' service (that is, svp-gge set to any), null sap accepts only
un-tagged packets. Tagged packets received arpeliop

* MPLS protocols (For example: RSVP, LDP) cannotebabled on R-VPLS IP interface
¢ MPLS-TP cannot use R-VPLS, IES, and IP interface.
¢ In network mode, R-VPLS SAPS can be configured dnC-LAG LAG.
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Epipe Emulation using Dotlg VLAN range SAP in VPLS
with G8032

Page 202

NOTE: This feature is supported only on7210 SAS-D (E&Fd non-ETR). On the node where
the service originates, in addition to the accegsgirange SAP, the service needs to be
configured with access-uplink SAPs on the two G289 ports. G.8032 mechanism is used to
for breaking the loop in the ring and VPLS sergicetection. The intermediate nodes on the ring
needs to use VPLS service with access-uplink SARbB®ring ports and use the same G.8032
instance for protection, as one is used for sempiotection on the originating node.

TheFigure 19shows how two business offices, served by an ¢@ease connected in a ring
network deployment using Dotlq range SAPs and aS/&trvice with G.8032 for protection.

i p— Dotlq range SAP
[p——— 1||1|n qu'
(VLANs J.DE -200)
= :

Dokl range SAP //-" | l'

1i1/8:.cp4
| (VWLANSe 100-200) |
| VPLS Data service vifdatlq range SAP towards

customer and 2 Qind) SAPs on

widatlg range SAP towards e
customer and 2 GinG) SAPs on | .t ] | | GBO32 protected ring parts
| GBO3Z protected ring perts 7210 SAS- |:|-'T 720 585-D/T

Figure 19: Epipe Emulation in a ring using VPLS wit  h G.8032

[VPLS Daks sarvics

The following are the requirements to provide forEpipe service connectivity between two
business sites:

* Transport all the VLANSs used by the internal eptese network of the businesses.

* Support high availability for the service betweba business sites by protecting against
failure of the links or nodes in the ring.

To achieve connectivity between two business #it@gcess-uplink/L2 mode is to configure
SAPs for each of the individual VLANSs used in thgegprise network in a VPLS service and use
G.8032 for protection. The number of VLANSs that veapported is limited by the number of
SAPs supported on the platform.

The 7210 SAS platforms, currently support the Udeatlq range SAPs with only Epipe services
in either network/MPLS mode or access-uplink/L2 eddotlq range SAPs allows operators to
transport a range of VLANS by providing similardee treatment (service treatment refers to
forwarding decision along with encapsulation us@d$S and ACL processing, accounting, etc.) to
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all the VLANSs configured in the range. It simpliiservice configuration and allows operators to
scale the number of VLANSs that can be handled bynibde. This took care of the need to support
hundreds of VLANSs using a single SAP or a small banof SAPs. When MPLS the mode is
deployed in ring topology, operators have the aptibusing different redundancy mechanisms
such as FRR, primary/secondary LSPs, Active/Stafiig, to improve Epipe service
availability. No such option is available to prdt&pipe service in L2 mode when deployed in a
ring topology. Additionally many operators prefeB@2 based ring protection mechanism, since
a single control instance on the ring can potdmgtjalotect all the VPLS services on the ring.

This feature allows operators to deploy Epipe s@win a ring topology when using L2 mode, by
emulating an Epipe service using a VPLS servich ®8032 protection and at the same time
provides the benefits of using dotlqg range SAPs. Uger should ensure that the VPLS service is
a point-to-point service. This is achieved by cguafing a VPLS service with an access dotlq
range SAP used at the customer handoff on oneindte ring and an access dotlq range SAP in
a customer handoff of a VPLS service on anotheer{ttht is, at the other end of the Epipe), such
that there are only two endpoints for the servicthe network.

On the node where the service originates, in amdi the access dotlg range SAP, the service
needs to be configured with access-uplink SAP$enwo G.8032 ring ports. G.8032 mechanism
is used to for breaking the loop in the ring and_-8Rervice protection. The intermediate nodes
on the ring needs to use VPLS service with accpalUSAPS on the ring ports and use the same
G.8032 instance for protection, as one is useddorice protection on the originating node.

Configuration guidelines and restrictions

The VPLS service with dotl-range SAPs use svc-gpp-of dotlg-range and supports limited
functionality in comparison to a normal VPLS segyi® he following paragraph provide more
details of the feature functionality, configuratiguidelines and restrictions:

« The user can define access dotlq range SAPs, whatifies a group of VLANs which
receive similar service treatment, that is, forvirgdbehavior, SAP ingress QoS treatment
and SAP (behavior similar to that available in Epgervice) and allows it to be
configured in a VPLS service.

- On the node, where the service originates, in adib the access dotlqg range SAP,
the service should be configured with Q1.* SAPgslmtwo G.8032 ring ports. The
access or access-uplink Q1.*SAPs can be usedhbuatccess-uplink SAPs are
recommended for use.The user cannot configure trey §APs in the same VPLS
service.

- There is no special configuration required on mtediate nodes, that is, the ring
nodes which do not terminate or originate the servihe nodes should be configured
for providing transit VPLS service and the VPLSvie® must use the same G8032
instance for protection as is used by the serviceriginating and terminating node.
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- The Epipe service on 7210, currently does not clifetle inner tag received on a
Q1.* SAP is within the range of the configured VLAN/PLS service too has the
same behavior.

* Support for SAP Ingress QoS, Ingress and EgredssAéiccounting, and other services,
for dotlqg range SAP configured in a VPLS servicéames the support available in Epipe
service.

* (G.8032 mechanism is used for loop detection ig natwork and service protection. A
separate VPLS service representing the G.8032aldnstance must be configured and
the state should be associated with this service.

— Use of dotlq range SAPs to provide service onriter¢onnection node, in a G.8032
major-ring/sub-ring deployment, when using theuattchannel, is not supported.
This restriction is not applicable when the intencection node in a G8032 major-
ring/sub-ring is configured without a virtual chahn

«  mVPLS/XSTP support is available for use with Q24P on the ring ports to break the
loop. This is a add-on to the G.8032 support.

e Broadcast, Unknown Unicast and Multicast (BUMXficais flooded in the service.

e Learning is enabled on the service by defaulgvoid the need to flood the service traffic
out of one of the ring ports, after network MAC eglskes are learnt. The user has an
option to disable learning per service. Learningt#e/disable per SAP is not supported.

* MAC limiting is available per service. MAC limitqiper SAP is not supported.

« CFM OAM is supported. The support for UP MEPs e dot1q range SAP in the service
to be used for fault management and performancegsmnent using the CFM/Y.1731
OAM tools is available.

- Only UP MEP is allowed to be configured only on ttedlqg VLAN range SAPs.
CFM/Y.1731 tools can be used for trouble shootind performance measurements.
User must pick a VLAN value from the range of VLABIBnfigured for the dot1-
range SAP using the CLI command config>eth-cfm>damassociation>bridge-
identifier VLAN and enable the use of using the €@bmmand primary-vlan-enable
under the MEP CLI context. It is used as the VLAN in the packet header for all the
CFM/Y.1731 messages sent out in the context oUfReVIEP.

- Down MEPs and MIPs are not allowed to be configured

- Fault propagation is not supported with UP MEPgfall q range SAP in access-
uplink mode.

e CFM support is not available for SAPs on the firgts.

e IGMP snooping and MVR is not supported.
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Configuring a VPLS Service with CLI

This section provides information to configure VP$&vices using the command line interface.

Topics in this section include:

« Basic Configuration on page 206
« Common Configuration Tasks on page 207
- Configuring VPLS Components on page 208
- Creating a VPLS Service on page 209
— Configuring a VPLS SAP on page 217
« Configuring VPLS Redundancy on page 227
- Creating a Management VPLS for SAP Protection aye227
e Service Management Tasks on page 232
- Modifying VPLS Service Parameters on page 232
- Modifying Management VPLS Parameters on page 233
- Deleting a VPLS Service on page 235
- Disabling a VPLS Service on page 235
- Re-Enabling a VPLS Service on page 236
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Basic Configuration

Page 206

The following fields require specific input (thesee no defaults) to configure a basic VPLS
service:

e Customer ID (refer t&€onfiguring Customers on page)59

« For alocal service, configure two SAPs, specifyiiocal access ports and encapsulation
values.

The following example displays a sample configuraidf a local VPLS service on ALA-1.

The svc-sap-typeoption must be specified at service creation. défault option iswll-star. The
following example displays a configuration of adb¥PLS service with a null-star SAP type on
ALA-1. This service comprises of a null access $&4E an Uplink LAG SAP.

*A:ALA-1>config>service# info

vpls 7 customer 7 create
stp
shutdown
exit
sap 1/1/21 create
exit
sap lag-1:700 create
exit
no shutdown
exit

*A:ALA-1>config>service#
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Common Configuration Tasks

This section provides a brief overview of the tagia must be performed to configure both local
VPLS services and provides the CLI commands.

For VPLS services:

1. Associate VPLS service with a customer ID

2. Define SAPs:
Select node(s) and port(s)

Optional — Select QoS policies other than the defaonfigured in
config>qos  context)

Optional — Select filter policies (configured énnfig>filter context)

Optional — Select accounting policy (configurectimfig>log  context)

3. Modify STP default parameters (optional) (§¢%.S and Spanning Tree Protocol on page
1795

4. Enable service
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Configuring VPLS Components

Use the CLI syntax displayed below to configureftiitowing entities:

e Creating a VPLS Service on page 209
- Enabling MAC Move on page 211
e Configuring a VPLS SAP on page 217
- Local VPLS SAPs on page 217
- Configuring SAP-Specific STP Parameters on page 220
- STP SAP Operational States on page 224
* Configuring VPLS Redundancy on page 227
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Creating a VPLS Service

Use the following CLI syntax to create a VPLS seevffor 7210 SAS-E):

config>service# vpls servi ce-id [customer cust omer -i d] [cre-
ate] [vpn < vpn-i d>] [m-vpls] [svc-sap-type {null-
star|dotlq|dot1lg-preserve}] [customer-vid < vl an-i d>]

The following example displays a VPLS configuratior 7210 SAS-E):

*A:ALA-1>config>service>vpls# info

vpls 1000 customer 1 create
description "This is a VPLS with NULL S AP"
stp
shutdown
exit
no shutdown
exit
vpls 2000 customer 6 svc-sap-type dotlq cre ate
description "This is a Distributed VPLS with DOT1Q SAP"
stp
shutdown
exit
no shutdown
exit
vpls 3000 customer 8 svc-sap-type dotlg-pre serve customer-vid 300 create
description "This is a VPLS with QinQ U plink SAP"
stp
shutdown
exit
no shutdown
exit

*A:ALA-1>config>service>vpls#

Use the following CLI syntax to create a VPLS seevffor 7210 SAS-D):

CLI Syntax:  config>service# vpls servi ce-i d [customer cust oner - i d] [cre-
ate] [vpn < vpn-i d>] [m-vpls] [svc-sap-type {null-star|dotlg-pre-
serve|any }] [customer-vid < vl an-i d>]

The following example displays a VPLS configurat{éor 7210 SAS-D):

*A:ALA-1>config>service>vpls# info

vpls 1000 customer 1 create
description "This is a VPLS with NULL SAP"
stp
shutdown
exit
no shutdown
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exit
vpls 2000 customer 6 svc-sap-type any create
description "This is a Distributed VPLS with ANY SA
stp
shutdown
exit
no shutdown
exit
vpls 3000 customer 8 svc-sap-type dotlg-preserve cu
description "This is a VPLS with QinQ Uplink SAP"
stp
shutdown
exit
no shutdown
exit

*A:ALA-1>config>service>vpls#
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Enabling MAC Move

Themac-movefeature is useful to protect against undetectedddn your VPLS topology as
well as the presence of duplicate MACs in a VPLISise. For example, if two clients in the
VPLS have the same MAC address, the VPLS will eéepee a high re-learn rate for the MAC
and will shut down the SAP when the threshold iseexied.

Use the following CLI syntax to configureac-moveparameters.

CLI Syntax:  config>service# vpls servi ce-id [customer cust omer - i d] [vpn
vpn-i d] [m-vpls]
mac-move
move-frequency  frequency
retry-timeout ti meout

no shutdown

The following example displays mac-move information

*A:ALA-1# show service id 6 all

*A:ALA-1#

Forwarding Database specifics

Service Id 11150 Mac Move : Disabled
Mac Move Rate :2 Mac Move Ti meout : 10
Table Size : 1000 Total Count 11000
Learned Count : 1000 Static Coun t :0
Remote Age : 900 Local Age : 300
High WaterMark : 95% Low Waterma rk  :90%
Mac Learning  : Enabl Discard Unk nown : Dsabl
Mac Aging : Enabl Relearn Onl y :True
*AALA-1#
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Configuring STP Bridge Parameters in a VPLS

Modifying some of the Spanning Tree Protocol par@nseallows the operator to balance STP
between resiliency and speed of convergence extrevheadifying particular parameters,
mentioned below, must be done in the constrainteefollowing two formulae:

2 x (Bridge_Forward_Delay 1.0 seconds) >Bridge Max_Age
Bridge_Max_Age= 2 x Bridge_Hello0_Time+ 1.0 seconds)

The following STP parameters can be modified at SRbvel:

e Bridge STP Admin State on page 212
¢« Mode on page 213

* Bridge Priority on page 213

» Max Age on page 214

« Forward Delay on page 214

* Hello Time on page 215

* MST Instances on page 216

e MST Max Hops on page 216

e MST Name on page 216

e« MST Revision on page 216

STP always uses the locally configured valuesHerfirst three parameters (Admin State, Mode
and Priority).

For the parameters Max Age, Forward Delay, Hellmdand Hold Count, the locally configured
values are only used when this bridge has beetedlegot bridge in the STP domain, otherwise
the values received from the root bridge are usSkd.exception to this rule is: when STP is
running in RSTP mode, the Hello Time is always takem the locally configured parameter.
The other parameters are only used when runningeivtiT P.

Bridge STP Admin State

Page 212

The administrative state of STP at the VPLS lesaldntrolled by the shutdown command.

When STP on the VPLS is administratively disabled; BPDUs are forwarded transparently
through the 7210 SAS D, E. When STP on the VPL&Iministratively enabled, but the
administrative state of a SAP is down, BPDUs resgion such a SAP are discarded.

CLI Syntax:  config>service>vpls service-id# stp
no shutdown
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Mode

To be compatible with the different iterations leé iIEEE 802.1D standard, the 7210 SAS D, E
support several variants of the Spanning Tree pabto

e rstp — Rapid Spanning Tree Protocol (RSTP) compliathwEEE 802.1D-2004 -
default mode.
e dotlw — Compliant with IEEE 802.1w.

e comp-dotlw — Operation as in RSTP but backwards compatible VEEE 802.1w
(this mode was introduced for interoperability wstbme MTU types).

* mstp — Compliant with the Multiple Spanning Tree Praibspecified in IEEE 802.1Q
REV/D5.0-09/2005. This mode of operation is onlpsorted in an mVPLS.
See sectioBpanning Tree Operating Modes on page for gletails on these modes.

CLI Syntax:  config>service>vpls service-id# stp
mode {rstp | comp-dotlw | dotlw | mstp}
Default: rstp

Bridge Priority

Thebridge-priority command is used to populate the priority portibthe bridge ID field within
outbound BPDUs (the most significant 4 bits of bhielge ID). It is also used as part of the
decision process when determining the best BPDWdmt messages received and sent.

All values will be truncated to multiples of 409®nforming with IEEE 802.1t and 802.1D-2004.

CLI Syntax:  config>service>vpls service-id# stp
priority bridge-priority
Range: 1 to 65535
Default: 32768

Restore Default: no priority
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Max Age

Forward Delay

Page 214

Themax-agecommand indicates how many hops a BPDU can traBesnetwork starting from
the root bridge. The message age field in a BPRhsmitted by the root bridge is initialized to 0.
Each other bridge will take the message_age vatune BPDUSs received on their root port and
increment this value by 1. The message_age thlestethe distance from the root bridge.
BPDUs with a message age exceeding max-age areejno

STP uses the max-age value configured in the nidgé. This value is propagated to the other
bridges by the BPDUs.

The default value aihax-ageis 20. This parameter can be modified within ayeaaf 6 to 40,
limited by the standard STP parameter interactiombilae.

CLI Syntax:  config>service>vpls service-id# stp
max-age max-i nfo-age
Range: 6 to 40 seconds
Default: 20 seconds
Restore Default: no max-age

RSTP, as defined in the IEEE 802.1D-2004 standaviishormally transition to the forwarding
state by a handshaking mechanism (rapid transjtigithout any waiting times. If handshaking
fails (e.g. on shared links, see below), the systdisiback to the timer-based mechanism defined
in the original STP (802.1D-1998) standard.

A shared link is a link with more than two Etherbetiges (for example, a shared 10/100BaseT
segment). Theort-type ~ command is used to configure a link as point-toxpor shared (see
sectionSAP Link Type on page 223

For timer-based transitions, the 802.1D-2004 stahdafines an internal variable forward-delay,
which is used in calculating the default numbesafonds that a SAP spends in the discarding and
learning states when transitioning to the forwagditate. The value of the forward-delay variable
depends on the STP operating mode of the VPLSriosta

e inrstp mode, but only when the SAP has not fallen badkgacy STP operation, the
value configured by thikello-time command is used,;

< in all other situations, the value configured bgforward-delay command is used.

CLI Syntax:  config>service>vpls service-id#stp
forward-delay seconds
Range: 4 to 30 seconds
Default: 15 seconds
Restore Default: no forward-delay
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Hello Time

Thehello-time command configures the Spanning Tree Protocol Y&&Ho time for the Virtual
Private LAN Service (VPLS) STP instance.

Thesecondgparameter defines the default timer value thatrotmthe sending interval between
BPDU configuration messages by this bridge, ongetiere this bridge assumes the designated
role.

The active hello time for the spanning tree is deteed by the root bridge (except when the STP
is running in RSTP mode, then the hello time isagisvtaken from the locally configured
parameter).

The configured hello-time value can also be usezhtoulate the bridge forward delay, see
Forward Delay on page 214

CLI Syntax:  config>service>vpls service-id# stp
hello-time hell o-time
Range: 1to 10 seconds
Default: 2 seconds
Restore Default: no hello-time

Hold Count

Thehold-count command configures the peak number of BPDUs thate transmitted in a
period of one second.

CLI Syntax:  config>service>vpls service-id# stp
hold-count count - val ue
Range: 1to 10
Default: 6
Restore Default: no hold-count
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MST Instances

You can create up to 15 MST-instances. They cagerémom 1 to 4094. By changing path-cost
and priorities, you can make sure that each instaniit form it's own tree within the region, thus
making sure different VLANSs follow different paths.

You can assign non overlapping VLAN ranges to eéastance. VLANS that are not assigned to
an instance are implicitly assumed to be in ingahowvhich is also called the CIST. This CIST
cannot be deleted or created.

The parameter that can be defined per instancasirgriority and vlan-range.

e mst-priority — The bridge-priority for this speidfmst-instance. It follows the same rules
as bridge-priority. For the CIST, the bridge-prigiis used.

* vlan-range — The VLANs are mapped to this specifit-instance. If no VLAN-ranges
are defined in any mst-instances, then all VLANsmapped to the CIST.

MST Max Hops

The mst-max-hops command defines the maximum nuofiderps the BPDU can traverse inside
the region. Outside the region max-age is used.

MST Name
The MST name defines the name that the operatesdiva region. Together with MST revision
and the VLAN to MST-instance mapping, it forms M8T configuration identifier. Two bridges
that have the same MST configuration identifierda region if they exchange BPDUSs.

MST Revision

The MST revision together with MST-name and VLANM& T-instance mapping define the
MST configuration identifier. Two bridges that hate same MST configuration identifier form a
region if they exchange BPDUSs.
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A default QoS policy is applied to each ingress SXdlitional QoS policies can be configured in
the config>goscontext. There are no default filter policiestéiilpolicies are configured in the
config>filter context and must be explicitly applied to a SAP.

Use the following CLI syntax to create:

e Local VPLS SAPs on page 217

Local VPLS SAPs

To configure a local VPLS service, enter th@psap-idcommand twice with different port IDs in

the same service configuration.

*A:ALA-1>config>service# info

vpls 1000 customer 1 create
description "This is a Local VPLS with
stp
shutdown
exit
sap 1/1/1 create
exit
sap 1/1/2 create
exit
sap 1/1/3:500.* create
exit
no shutdown
exit
vpls 2000 customer 6 create
description "This is a Local VPLS with
stp
shutdown
exit
sap 1/1/4:100 create
exit
sap 1/1/5:200 create
exit
sap 1/1/3:900.* create
exit
no shutdown
exit
vpls 3000 customer 8 create
description "This is a Local VPLS"
stp
shutdown
exit
sap 1/1/4:300 create
exit
sap 1/1/5:300 create
exit
sap 1/1/3:1200 create
exit
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no shutdown
exit

*A:ALA-1>config>service#
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Configuring Default QinQ SAPs to Pass all Trafficf  rom Access to Access-uplink Port
without any Tag Modifications

The following example displays the VPLS SAP confaion of Default QinQ SAPs:

ALA-1>config>service# vpls 9 customer 1 svc-sap-typ e null-star create
shutdown
stp
shutdown
exit
sap 1/1/5:*.* create
statistics
ingress
received-count
exit
exit
exit
sap 1/1/6:*.* create
statistics
ingress
received-count
exit
exit
exit
exit
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Configuring SAP-Specific STP Parameters

When a VPLS has STP enabled, each SAP within tHeSMias STP enabled by default. The
operation of STP on each SAP is governed by:

SAP STP Administrative State on page 220
SAP Virtual Port Number on page 221

SAP Priority on page 221

SAP Path Cost on page 222

SAP Edge Port on page 222

SAP Auto Edge on page 223

SAP Link Type on page 223

MST Instances on page 223

SAP STP Administrative State

The administrative state of STP within a SAP cdsthmw BPDUs are transmitted and handled
when received. The allowable states are:

SAP Admin Up

The default administrative stateup for STP on a SAP. BPDUs are handled in the normal
STP manner on a SAP that is administratively up.

SAP Admin Down

An administratively down state allows a servicever to prevent a SAP from becoming
operationally blocked. BPDUs will not originate dhe SAP towards the customer.

If STP is enabled on VPLS level, but disabled an$A\P, received BPDUs are discarded.
Discarding the incoming BPDUs allows STP to corgino operate normally within the
VPLS service while ignoring the down SAP. The sfiediSAP will always be in an
operationally forwarding state.

NOTE: The administratively down state allows a loofidion within the VPLS.

CLI Syntax:  config>service>vpls>sap>stp#

Page 220

[no] shutdown
Range: shutdown orno shutdown
Default: no shutdown (SAP admin up)
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SAP Virtual Port Number

The virtual port number uniquely identifies a SARhim configuration BPDUs. The internal
representation of a SAP is unigue to a system asdalreference space much bigger than the 12
bits definable in a configuration BPDU. STP takes internal representation value of a SAP and
identifies it with it's own virtual port number the unique to every other SAP defined on the
VPLS. The virtual port number is assigned at threetthat the SAP is added to the VPLS.

Since the order in which SAPs are added to the ViBI®t preserved between reboots of the
system, the virtual port number may change betwestarts of the STP instance. To achieve
consistency after a reboot, the virtual port nundzar be specified explicitly.

CLI Syntax:  config>service>vpls>sap# stp
port-num  numnber
Range: 1— 2047
Default: (automatically generated)
Restore Default: no port-num

SAP Priority

SAP priority allows a configurable “tie breakingdgameter to be associated with a SAP. When
configuration BPDUSs are being received, the comBguSAP priority will be used in some
circumstances to determine whether a SAP will legiaated or blocked.

In traditional STP implementations (802.1D-1998js ffield is called the port priority and has a
value of 0 to 255. This field is coupled with therfopnumber (0 to 255 also) to create a 16 bit
value. In the latest STP standard (802.1D-2004y th@ upper 4 bits of the port priority field are
used to encode the SAP priority. The remainingg die used to extend the port ID field into a 12
bit virtual port number field. The virtual port ni@r uniquely references a SAP within the STP
instance. SeBAP Virtual Port Number on page 2&ir details on the virtual port number.

STP computes the actual SAP priority by takingabefigured priority value and masking out the
lower four bits. The result is the value that et in the SAP priority parameter. For example, if
a value of 0 was entered, masking out the lowdtswmould result in a parameter value of 0. If a
value of 255 was entered, the result would be 240.

The default value for SAP priority is 128. This gareter can be modified within a range of 0 to
255, 0 being the highest priority. Masking cau$esvalues actually stored and displayed to be 0
to 240, in increments of 16.

CLI Syntax:  config>service>vpls>sap>stp#
priority stp-priority
Range: 0 to 255 (240 largest value, in increments of 16)
Default: 128
Restore Default: no priority
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SAP Path Cost

The SAP path cost is used by STP to calculate dlie gost to the root bridge. The path cost in
BPDUSs received on the root port is incremental \ilil configured path cost for that SAP. When
BPDUs are sent out other egress SAPs, the newdyleddd root path cost is used.

STP suggests that the path cost is defined ascéidarof the link bandwidth. Since SAPs are
controlled by complex queuing dynamics, in the 7328 D, E the STP path cost is a purely
static configuration.

The default value for SAP path cost is 10. Thisapaater can be modified within a range of 1 to
65535, 1 being the lowest cost.

CLI Syntax:  config>service>vpls>sap>stp#
path-cost sap- pat h- cost
Range: 1 to 200000000
Default: 10
Restore Default: no path-cost

SAP Edge Port

Page 222

The SAPedge-port command is used to reduce the time it takes atBAfach the forwarding
state when the SAP is on the edge of the netwarkilaus has no further STP bridge to handshake
with.

Theedge-port command is used to initialize the internal OPERGHEDvariable. At any time,
when OPER_EDGE is false on a SAP, the normal mestmsnare used to transition to the
forwarding state (seleorward Delay on page 2l4Vhen OPER_EDGE is true, STP assumes that
the remote end agrees to transition to the forwardtate without actually receiving a BPDU with
an agreement flag set.

The OPER_EDGE variable will dynamically be setatsé if the SAP receives BPDUs (the
configured edge-port value does not change). THERDIEDGE variable will dynamically be set
to true if auto-edge is enabled and STP concluda®tis no bridge behind the SAP.

When STP on the SAP is administratively disabledl renabled, the OPER_EDGE is re-
initialized to the value configured for edge-port.

Valid values for SAP edge-port are enabled andbtlisbwith disabled being the default.
CLI Syntax:  config>service>vpls>sap>stp#

[no] edge-port
Default: no edge-port
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SAP Auto Edge

The SAPedge-portcommand is used to instruct STP to dynamicallyidiewhether the SAP is
connected to another bridge.

If auto-edge is enabled, and STP concludes thare iBidge behind the SAP, the OPER_EDGE
variable will dynamically be set to true. If autdege is enabled, and a BPDU is received, the
OPER_EDGE variable will dynamically be set to tfseeSAP Edge Port on page 222

Valid values for SAP auto-edge are enabled andtidavith enabled being the default.
CLI Syntax:  config>service>vpls>sap>stp#

[no] auto-edge
Default: auto-edge

SAP Link Type

The SAPlink-type parameter instructs STP on the maximum numberid§és behind this SAP.

If there is only a single bridge, transitioningdéowarding state will be based on handshaking (fast
transitions). If more than two bridges are conngtte a shared media, their SAPs should all be
configured as shared, and timer-based transitimssed.

Valid values for SAP link-type are shared and pivjgh pt-pt being the default.

CLI Syntax:  config>service>vpls>sap>stp#
link-type {pt-pt|shared}
Default: link-type pt-pt
Restore Default: no link-type

MST Instances

The SAP mst-instance command is used to create ilk®dnces at the SAP level. MST instance
at a SAP level can be created only if MST instararesdefined at the service level.

The parameters that can be defined per instanaastrpath-cost and mst-port-priority.

* mst-path-cost — Specifies path-cost within a giM®T instance. The
path-cost is proportional to link speed.

e mst-port-priority — Specifies the port priority thin a given MST
instance.

7210 SAS D, E, K OS Services Guide Page 223



Configuring a VPLS Service with CLI

STP SAP Operational States

The operational state of STP within a SAP conthol& BPDUSs are transmitted and handled when
received. Defined states are:

e Operationally Disabled on page 224

e Operationally Discarding on page 224

e Operationally Learning on page 224

e Operationally Forwarding on page 225

Operationally Disabled

Operationally disabled is the normal operationatlesfor STP on a SAP in a VPLS that has any of
the following conditions:

e VPLS state administratively down

e SAP state administratively down

* SAP state operationally down

If the SAP enters the operationally up state with $TP administratively up and the SAP STP
state is up, the SAP will transition to the STP SA$tarding state.

When, during normal operation, the router detecewanstream loop behind a SAP, BPDUs can
be received at a very high rate. To recover froim shuation, STP will transition the SAP to
disabled state for the configured forward-delayation.

Operationally Discarding

A SAP in the discarding state only receives andis&PDUs, building the local proper STP state
for each SAP while not forwarding actual user tcaffhe duration of the discarding state is
explained in sectioforward Delay on page 214

Note: in previous versions of the STP standarddteearding state was called a blocked state.

Operationally Learning

The learning state allows population of the MAC#arding table before entering the forwarding
state. In this state, no user traffic is forwarded.
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Configuration BPDUs are sent out a SAP in the fodivay state. Layer 2 frames received on the
SAP are source learned and destination forwardeordinig to the FIB. Layer 2 frames received
on other forwarding interfaces and destined forSA@ are also forwarded.

SAP BPDU Encapsulation State

STP is associated with a VPLS service like PVSdsisociated per VLAN. The main difference
resides in the Ethernet and LLC framing and a t@pgth-value (TLV) field trailing the BPDU.

IEEE 802.1d (referred as dotld) and Cisco’s per ML$panning Tree (PVST) BPDU
encapsulations are supported on a per SAP basisSTR is associated with a VPLS service like
PVST is per VLAN. The difference between the twoagsulations is in the Ethernet and LLC
framing and a type-length-value (TLV) field trailjthe BPDU.The encapsulation format cannot
be configured by the user,the system automaticatgrmines the encapsulation format based on
the BPDUs received on the port.

The following table shows differences between Datthd PVST Ethernet BPDU encapsulations
based on the interface encap-type field:

Table 20: SAP BPDU Encapsulation States

Field dotld dotld PVST PVST

encap-type null encap-type dotlq enc?];l)J-l:ype encap-type dotlq

Destination MAC 01:80:¢2:00:00:00 01:80:¢2:00:00:00 /AN 01:00:0c:cc:cc:cd

Source MAC Sending Port MAC  Sending Port MAC N/A Segditort MAC

EtherType N/A 0x81 00 N/A 0x81 00

Dotlp and CFI N/A Oxe N/A Oxe

Dotlq N/A VPLS SAP ID N/A VPLS SAP encap value

Length LLC Length LLC Length N/A LLC Length

LLC DSAP SSAP 0x4242 0x4242 N/A Oxaaaa (SNAP)

LLC CNTL 0x03 0x03 N/A 0x03

SNAP OUI N/A N/A N/A 00 00 Oc (Cisco OUI)

SNAP PID N/A N/A N/A 01 0b

CONFIG Standard 802.1d Standard 802.1d N/A Standardl802
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Table 20: SAP BPDU Encapsulation States (Continued )
TLV: Type & Len

TLV: VLAN

Padding
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N/A N/A N/A 58 00 00 00 02
N/A N/A N/A VPLS SAP encap value
As Required As Required N/A As Required

Each SAP has a Read-Only operational state thaisstunich BPDU encapsulation is currently
active on the SAP. The states are:

Dotld — This state specifies that the switch isently sending IEEE 802.1d standard
BPDUs. The BPDUs are tagged or non-tagged basdaeoencapsulation type of the
egress interface and the encapsulation value dkefimthe SAP. A SAP defined on an
interface with encapsulation type Dotlq continuethie dotld BPDU encapsulation state
until a PVST encapsulated BPDU is received. WhEW&T-encapsulated BPDU is
received, the SAP converts to the PVST encapsulatate. Each received BPDU must be
properly IEEE 802.1q tagged, if the interface escdgtion type is defined as dotlq.
PVST BPDUs are silently discarded, if received, whee SAP is on an interface defined
with encapsulation type null.

PVST — This state specifies that the switch igentty sending proprietary encapsulated
BPDUs. PVST BPDUs are only supported on Etherrtetfices with the encapsulation
type set to dotlg. The SAP continues in the PVYSDB[ncapsulation state until a dotld
encapsulated BPDU is received.When a dotld-encaigsuBPDU is received,the SAP
reverts to the dotld encapsulation state. Eaclivet®PDU must be properly IEEE
802.1q tagged with the encapsulation value defioethe SAP. PVST BPDUs are
silently discarded, if received, when the SAP isaarinterface defined with a null
encapsulation type.

Dotld is the initial and only SAP BPDU encapsulatitate for SAPs defined on Ethernet
interface with encapsulation type set to null.

per service
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Configuring VPLS Redundancy

This section discusses the following service mameage tasks:

e Creating a Management VPLS for SAP Protection ae@27

Creating a Management VPLS for SAP Protection

This section provides a brief overview of the taled must be performed to configure a
management VPLS for SAP protection and provide<ihecommands, seleigure 20 The tasks
below should be performed on both nodes providiregprotected VPLS service.

1. Create an access uplink SAPs to the peer node.

2. Create a management VPLS.

Define a SAP in the m-vpls on the port towards7810 SAS D, E. Note that the port must
be dotlg. The SAP corresponds to the (stacked) VbARhe 7210 SAS D, E in which STP
is active.

w

Optionally modify STP parameters for load balagci

Create access uplink SAPs in the m-vpls usingtitess uplink SAPs defined in Step 1.
Enable the management VPLS service and verityitismoperationally up.

Create a list of VLANSs on the port that are tonfi@naged by this management VPLS.

© N o g &

Create one or more user VPLS services with SAPSLANS in the range defined by Step 6.

Ve
// -
7210 SAS runs STP 7
in VLAN 1 1h§///
AY —\
7210 4
SAS | STP
N
2 NN X~
N N\
NN
NN
NN
\\
AN

—— =vpls 10 (user vpls)

=vpls 1 (m-vpls)

Figure 20: Example Configuration for Protected VPLS SAP
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CLI Syntax:  config>service# vpls servi ce-i d [customer cust oner - i d] [cre-
ate] [m-vpls]
description description-string
sap sap-id create
managed-vian-list
range vl an-range

stp
no shutdown

The following example displays a VPLS configuration

*A:ALA-1>config>service# info

vpls 2000 customer 6 m-vpls create
stp
no shutdown
exit
sap 1/1/1:100 create
exit
sap 1/1/2:200 create
exit
sap 1/1/3:300 create
managed-vlan-list
range 1-50
exit
no shutdown
exit

*A:ALA-1>config>service#
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Configuring Load Balancing with Management VPLS

With the concept of management VPLS, it is posdibli®ad balance the user VPLS services
across the two protecting nodes. This is done égtiarg two management VPLS instances, where
both instances have different active QinQ SAPscfianging the STP path-cost). When different
user VPLS services are associated with eithemtbertanagement VPLS services, the traffic will
be split across the two QinQ SAPs. Load balancarglie achieved in SAP protection scenarios.

///
7210 SAS runs STP e
in VLAN 1 1“§////
\ —\
7210 4,
SAS |- STP
N
2 N N\ \-/
N N\
NN\
NN
NN
\\
AN

—— =vpls 10 (user vpls)

= vpls 1 (m-vpls)
Figure 21: Example Configuration for Load Balancing Across with Management VPLS

Note: the STP path costs in each peer node sheuldversed.

CLI Syntax:  (for 7210 SAS-E}onfig>service# vpls servi ce-id [customer  cus-
t orrer - i d] [create] [m-vpls] [svc-sap-type {null-star | dot1l g | dotlqg-pre-
serve}] [customer-vid vian-id]

description description-string

sap sap-id create
managed-vian-list
range vl an-range
stp
no shutdown

CLI Syntax:  (for 7210 SAS-Dgonfig>service# vpls service-id [customer custom-
er-id] [create][m-vpls] [svc-sap-type {null-star | any | dotlg-pre-
serve}] [customer-vid vian-id]
description description-string
sap sap-id create
managed-vian-list
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range vlan-range
stp
no shutdown

The following example displays a VPLS configuratiéor 7210 SAS-E):

*A:ALA-1>config>service# info

vpls 100 customer 1 m-vpls svc-sap-type dot
stp
no shutdown
exit
sap 1/1/2:100.* create
managed-vlan-list
range 1-10
exit
stp
path-cost 1
exit
exit
sap 1/1/3:500.* create
shutdown
managed-vlan-list
range 1-10
exit
exit
no shutdown
exit
vpls 200 customer 6 m-vpls svc-sap-type dot
stp
no shutdown
exit
sap 1/1/2:1000.* create
managed-vlan-list
range 110-200
exit
exit
sap 1/1/3:2000.* create
managed-vlan-list
range 110-200
exit
stp
path-cost 1
exit
exit
no shutdown
exit
vpls 101 customer 1 svc-sap-type dotlq crea
stp
shutdown
exit
sap 1/1/1:100 create
exit
sap 1/1/2:1.* create
exit
sap 1/1/3:1.* create
exit
no shutdown
exit
vpls 201 customer 1 svc-sap-type dotlq crea
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stp
shutdown
exit
sap 1/1/1:200 create
exit
sap 1/1/2:110.* create
exit
sap 1/1/3:110.* create
exit
no shutdown
exit

*A:ALA-1>config>service#

PE134>config>service>vpls>bgp-adt

[no] pw-template-bi* - Configure pw-template bind policy

[no] route-target - Configure route target

[no]shutdown - Administratively enable/dis able BGP auto-discovery

vplsid - Configure VPLS-D
[no] vsi-export - VS export route policies
vsHd + Configure VSHd
[no]vsiHmport - VSlimport route policies
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Service Management Tasks

This section discusses the following service manmesyg tasks:

« Modifying VPLS Service Parameters on page 232

« Modifying Management VPLS Parameters on page 233
e Deleting a Management VPLS on page 233

« Disabling a Management VPLS on page 234

« Deleting a VPLS Service on page 235

Modifying VPLS Service Parameters

You can change existing service parameters. Thegesaare applied immediately.
To display a list of services, use ttgow service service-using vpl€ommand. Enter the
parameter such as description SAP and then ergeretlv information.

The following displays a modified VPLS configuratio

*A:ALA-1>config>service>vpls# info

description "This is a different descri ption."
disable-learning
disable-aging
discard-unknown
local-age 500
stp
shutdown
exit
sap 1/1/5:22 create
description "VPLS SAP"
exit
exit
no shutdown

*A:ALA-1>config>service>vpls#
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Modifying Management VPLS Parameters

To modify the range of VLANs on an access port #ratto be managed by an existing
management VPLS, first the new range should beeshtend afterwards the old range removed.

If the old range is removed before a new rangefmdd, all customer VPLS services in the old
range will become unprotected and may be disabled.

CLI Syntax:  config>service# vpls service-id
sap sap-id
managed-vian-list
[no] range vl an-range

Deleting a Management VPLS

As with normal VPLS service, a management VPLS oaba deleted until SAPs are unbound
(deleted), interfaces are shutdown, and the serwiskutdown on the service level.

Use the following CLI syntax to delete a managem#éRiLS service:

CLI Syntax:  config>service
[no] vpls service-id
shutdown
[no] sap sap-id
shutdown
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Disabling a Management VPLS

You can shut down a management VPLS without dejdtie service parameters.

When a management VPLS is disabled, all associetedVPLS services are also disabled (to
prevent loops). If this is not desired, first unfmage the user’'s VPLS service by removing them
from the managed-vlan-list.

CLI Syntax:  config>service
vpls service-id
shutdown

Example : config>service# vpls 1

config>service>vpls# shutdown
config>service>vpls# exit
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Deleting a VPLS Service

A VPLS service cannot be deleted until SAPs areountd (deleted), interfaces are shutdown, and
the service is shutdown on the service level.

Use the following CLI syntax to delete a VPLS seevi

CLI Syntax:  config>service

[no] vpls service-id
shutdown
sap sap-id
nosap sap-id
shutdown

Disabling a VPLS Service

You can shut down a VPLS service without deletimg gervice parameters.

CLI Syntax:  config>service> vpls service-id
[no] shutdown

Example : config>service# vpls 1
config>service>vpls# shutdown
config>service>vpls# exit
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Re-Enabling a VPLS Service

To re-enable a VPLS service that was shut down.

CLI Syntax:  config>service> vpls service-id
[no] shutdown

Example : config>service# vpls 1
config>service>vpls# no shutdown
config>service>vpls# exit
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VPLS Services Command Reference

Command Hierarchies

* Global Commands on page 238

« SAP Commands on page 240

« Mesh SDP Commands on page 429
* Show Commands on page 248

¢ Clear Commands on page 249

* Debug Commands on page 249
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VPLS Service Configuration Commands

Global Commands

Page 238

config
— service

vpls service-id[customercustomer-idi [creatd] [vpn vpn-id [m-vpls] [svc-sap-type{ null-
star | dotlq | dotlg-preservé] [ customer-vidvlan-id] (7210 SAS-E)
vpls service-id[customercustomer-ifl [create [m-vpls] [svc-sap-type {null-star|dot1g-pre-
serve|dotlg-rangelany] [ customer-vid vlan-id] (7210 SAS-D)
vpls service-id[customer customer-idi [create] [svc-sap-type {any|dotlg-range}] [r-vpl$
(for 7210 SAS-K)
no vpls service-id
— description description-string
— no description
— [no] disable-aging
— [no] disable-learning
— [no] discard-unknown
— [no] .fdb-table-high-wmark high-water-mark
— [no] fdb-table-low-wmark low-water-mark
— fdb-table-sizetable-size
— no fdb-table-size[table-siz¢
— local-ageaging-timer
— nolocal-age
— [no] mac-move
— move-frequencyfrequency
— no move-frequency
— retry-timeout timeout
— no retry-timeout
— [no] shutdown
— remote-ageaging-timer
— noremote-age
— service-mtuoctets(for 7210 SAS-K only)
— ho service-mtu
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VPLS service - IP interface (Host only) commands on 7210 SAS-E
NOTE: This is not a Routed VPLS IP interface.

config
— service

— vpls service-id[customercustomer-idi [creatd] [vpn vpn-id [m-vpls] [svc-sap-type{ null-
star | dotlq | dotlg-preservéd] [ customer-vid vlan-id] (for 7210 SAS-E)

— novpls service-id

— [no] interface ip-int-name[create]

VPLS service xXSTP commands

config
— service

addressip-addres§fmask [netmask
no address

arp-timeout seconds

no arp-timeout

description description-string

no description

mac ieee-address

no mac

[no] shutdown

static-arp ip-address ieee-address
no static-arp ip-addresqieee-addregs

— vpls service-id[customercustomer-idi [create] [vpn vpn-id [m-vpls] [svc-sap-type null-
star | dotlq | dotlg-preservg] [ customer-vidvlan-id] (for 7210 SAS-E)

— vpls service-id[customercustomer-idi [create] [m-vpls] [svc-sap-type {null-star|dot1g-pre-
serve|dotlg-rangelan}] [ customer-vid vlan-id] (for 7210 SAS-D)

— novpls service-id

— stp

7210 SAS D, E, K OS Services Guide

forward-delay forward-delay
no forward-delay
hello-time hello-time
no hello-time
hold-count BDPU tx hold count
no hold-count
max-agemax-age
no max-age
mode{rstp | comp-dotlw|dotlw | mstp}
no mode
[no] mst-instancemst-inst-number
— mst-port-priority bridge-priority
— no mst-port-priority
— [nQ] vlan-range vlan-range
mst-max-hopshops-count
no mst-max-hops
mst-nameregion-name
no mst-name
mst-revision revision-number
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— no mst-revision

— priority bridge-priority
— no priority

— [no] shutdown

VPLS Service SAP DHCP Snooping commands

config
— service
SAP Commands
config
— service
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vpls service-id[customercustomer-idi [creatd] [vpn vpn-id [m-vpls] [svc-sap-type{ null-
star | dotlq | dotlg-preservg] [ customer-vidvlan-id] (for 7210 SAS-E)
vpls service-id[customercustomer-ifl [create [m-vpls] [svc-sap-type {null-star|dot1g-pre-
serve|dotlg-rangelany] [ customer-vid vlan-id] (for 7210 SAS-D)
vpls service-id[customer customer-idi [create] [svc-sap-type {any|dotlg-range}] [r-vpl$
(for 7210 SAS-K)
no vpls service-id
— sapsap-id[split-horizon-group group-namé[eth-ring ring-indexy
— no sapsap-id
— dhep
— description description-string
— no description
— [no] option
— action [dhcp-action
— noaction
— [no] circuit-id [ascii-tuple | vlan-ascii-tuple]
— [no] remote-id [mac | string string]
— [no] vendor-specific-option
— [no] client-mac-address
— [no] sap-id
— [no] service-id
— string text
— nostring
— [no] system-id
— [no] shutdown
— [no] snoop

vpls service-id[customercustomer-idi [creatd] [vpn vpn-id [m-vpls] [svc-sap-type{ null-
star | dotlq | dotlg-preservé] [ customer-vidvlan-id] (for 7210 SAS-E)
vpls service-id[customercustomer-idi [ create] [m-vpls] [svc-sap-type {null-star|dot1q-pre-
serve|dotlg-rangelany] [ customer-vid vlan-id] (for 7210 SAS-D)
vpls service-id[customer customer-idi [create] [svc-sap-type {any|dotlg-range}] [r-vpl$
(for 7210 SAS-K)
no vpls service-id

— sapsap-id[split-horizon-group group-namé[eth-ring ring-indexy
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— no sapsap-id
— accounting-policyacct-policy-id
— no accounting-policy
— bpdu-translation {auto | pvst | stp}
— no bpdu-translation
— [no] collect-stats
— description description-string
— no description
— [no] disable-aging
— [no] disable-learning
— [no] discard-unknown-source
— eth-cfm
— mep mep-iddomain md-indexassociationma-indexdirection
{up|dowr}]
— no mep mep-iddomain md-indexassociationma-index
— [no] ais-enable
— client-meg-level[level[level..]]
— no client-meg-level
— [no] description
— interval {1] 60}
— nointerval
— priority priority-value
— no priority
— no send-ais-on-port-down
— send-ais-on-port-down
— [no] ccm-enable
— ccm-ltm-priority priority
— no ccm-ltm-priority
— description description-string
— no description
— [no] eth-test-enable
— bit-error-threshold bit-errors
— test-pattern {all-zeros| all-oneg [ crc-enabld
— no test-pattern
— low-priority-defect {allDef | macRemErrXcon |
remErrXcon |errXcon |xcon|noXcon}
— mac-addressmac-address
— no mac-address
— one-way-delay-thresholdseconds
— [no] shutdown
— |2pt-termination [cdp] [dtp] [pagp] [stp] [udld] [vtp]
— noI2pt-termination
— limit-mac-move [blockable | non-blockabld
— no limit-mac-move
— [no] mac-pinning
— max-nbr-mac-addr table-size
— no max-nbr-mac-addr
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VPLS SAP Configuration- QoS and Filter commands for 7210 SAS-D and 7210
SAS-E

config
— service

— vpls service-id[customer customer-idi [creatd] [m-vpls] [svc-sap-type {null-star|dotlqg-
preserve|dotlg-range|any}] [customer-vid/dan-id] - SAS-D

— vpls service-id[customer customer-idi [ create] [m-vpls] [customer-vid vlan-id] [svc-sap-
type {null-star|dot1g-preserve|dotlq}] - SAS-E

— novpls service-id

— sapsap-id[create] [eth-ring ring-indeXq

— no sapsap-id
— egress
— filter ip ip-filter-id
— filter ipv6 ipv6 -filter-id
— filter macmac-filter-id
— nofilter [ip ip-filter-id] [ipv6 ipv6 -filter-id] [mac mac-filter-id]
— ingress
— aggregate-meter-raterate-in-kbpg[burst burst-in-kbit§ -
SAS-D

— no aggregate-meter-rate

— filter ip ip-filter-id

— filter [ipv6 ipv6-filter-id]

— filter macmac-filter-id

— nofilter [ip ip-filter-id] [ ipv6 ipv6-filter-id] [mac mac-filter-id]
— qospolicy-id

— noqos

VPLS SAP Configuration- QoS and Filter commands for 7210 SAS-K

config
— service
— vpls service-id[customer customer-idi [creatd] [m-vpls] [svc-sap-type {dotlg-range|any}]
[r-vpls]
— novpls service-id
— sapsap-id[create] [split-horizon-group group-namg
— no sapsap-id
— egress
— agg-shaper-ratecir cir-rate [pir pir-rate]
— no agg-shaper-rate
— dotlp-inner dotlp-inner
— nodotlp-inner
— nodotlp-outer
— dotlp-outer dotlp-outer
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filter [ip ip-filter-id]

filter [ipv6 ipv6 -filter-id]

filter [mac mac-filter-id (app

nofilter [ip ip-filter-id] [ ipv6 ipv6 -filter-id] [mac mac-filter-id|
gospolicy-id

no qos

agg-shaper-ratecir cir-rate [pir pir-rate]

no agg-shaper-rate

filter [ip ip-filter-id]

filter [ ipv6 ipv6-filter-id]

filter [mac mac-filter-id|

no filter [ip ip-filter-id] [ ipv6 ipv6-filter-id] [mac mac-filter-id|
gospolicy-id

no qos
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VPLS Service SAP IGMP Snooping and MVR commands for 7210 SAS-D and

7210 SAS-E

config
— service

— vpls service-id[customer customer-idi [create] [vpn vpn-id [m-vpls] [svc-sap-type{ null-
star | dotlq | dotlg-preservg] [ customer-vidvlan-id] (for 7210 SAS-E)

— vpls service-id[customercustomer-idi [ create] [m-vpls] [svc-sap-type {null-star|dot1q-pre-
serve|dotlg-rangelany] [ customer-vid vlan-id] (for 7210 SAS-D)

— novpls service-id

— sapsap-id[split-horizon-group group-namé[eth-ring ring-indexy

— no sapsap-id

— igmp-snooping

[no] fast-leave
import policy-name
no import
last-member-query-interval interval
no last-member-query-interval
max-num-groups max-num-groups
Nno max-num-groups
max-num-sourcesmax-num-sources
No max-num-sources
[no] mrouter-port
mvr

— from-vpls service-id

— no from-vpls

— to-sapsap-id

— noto-sap
query-interval seconds
no query-interval
query-response-intervalseconds
no query-response-interval
robust-count count
no robust-count
[no] send-queries
static

— [no] group group-address

— [no] sourceip-addresqapplicable only in access-
uplink mode)
— [no] starg

versionversion
no version

— mfib-table-high-wmark high-water-mark
— no mfib-table-high-wmark

— mfib-table-low-wmark low-water-mark
— no mfib-table-low-wmark

— mfib-table-size table-size

— no mfib-table-size
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VPLS SAP Meter Override Commands for 7210 SAS-E and 7210 SAS-D

config
— service

vpls service-id[customercustomer-idi [creatd] [vpn vpn-id [m-vpls] [svc-sap-type{ null-
star | dotlq | dotlg-preservéd] [ customer-vidvlan-id] (for 7210 SAS-E)
vpls service-id[customercustomer-ifl [create] [m-vpls] [svc-sap-type {null-star|dotlqg-pre-
serve|dotlg-rangelan}] [ customer-vid vlan-id] (for 7210 SAS-D)
vpls service-id[customer customer-idi [create] [svc-sap-type {any|dotlg-range}] [r-vpl$
(for 7210 SAS-K)
no vpls service-id
— sapsap-id[split-horizon-group group-namé[eth-ring ring-indey
— nosapsap-id
— ingress
— meter meter-id[create]
— no meter meter-id
— adaptation-rule [pir adaptation-rulé [cir adapta-
tion-rule]
— cbssize-in-kbytes
— nocbs
— mbssize-in-kbits
— nombs
— mbsmode
— nomode
— nomode
— rate cir cir-rate [pir pir-rate]

VPLS SAP Queue Override Commands

config
— service

vpls service-id[customercustomer-idi [creatd] [vpn vpn-id [m-vpls] [svc-sap-type{ null-
star | dotlq | dotlg-preservéd] [ customer-vidvlan-id] (for 7210 SAS-E)
vpls service-id[customercustomer-ifl [create] [m-vpls] [svc-sap-type {null-star|dotlqg-pre-
serve|dotlg-rangelan}] [ customer-vid vlan-id] (for 7210 SAS-D)
vpls service-id[customer customer-idi [create] [svc-sap-type {any|dotlg-range}] [r-vpl$
(for 7210 SAS-K)
no vpls service-id
— sapsap-id[split-horizon-group group-namé[eth-ring ring-indexy
— nosapsap-id
— ingress
— (queue-override
— queuequeue-idcreate]
— adaptation-rule [pir adaptation-rule] [cir adap-
tation-rule]
— no port-parent
— port-parent [cir-level cir-level] [pir-weight pir-
weighi
— queue-mgmtname
— noqueue-mgmt
— norate
— rate [cir cir-rate] [pir pir-rate]
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VPLS service SAP xSTP commands for 7210 SAS-D and 7210 SAS-E.

config
— service

vpls service-id[customercustomer-idi [create] [vpn vpn-id [m-vpls] [svc-sap-type{ null-
star | dotlq | dotlg-preservg] [ customer-vidvlan-id] (for 7210 SAS-E)
vpls service-id[customercustomer-idi [ create] [m-vpls] [svc-sap-type {null-star|dot1q-pre-
serve|dotlg-rangelany] [ customer-vid vlan-id] (for 7210 SAS-D)
no vpls service-id
— sapsap-id[split-horizon-group group-namé[eth-ring ring-indexy
— no sapsap-id
— stp
— [no] auto-edge
— [no] edge-port
— link-type {pt-pt | shared}
— no link-type [pt-pt | shared|
— mst-instancemst-inst-number
— mst-path-costinst-path-cost
— no mst-path-cost
— mst-port-priority stp-priority
— no mst-port-priority
— path-costsap-path-cost
— no path-cost
— [no] port-num virtual-port-number
— priority stp-priority
— no priority
— noroot-guard
— root-guard
— [no] shutdown
— tod-suite tod-suite-name
— no tod-suite
— managed-vlan-list
— [no] default-sap
— [no] range vlan-range

VPLS SAP Statistics commands for 7210 SAS-E and 7210 SAS-D

config
— service
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vpls service-id[customer customer-idi [create] [vpn vpn-id [m-vpls] [svc-sap-type{ null-
star | dotlq | dotlg-preservg] [ customer-vid vlan-id]__ (for 7210 SAS-E)
vpls service-id[customercustomer-ifl [create [m-vpls] [svc-sap-type {null-star|dot1g-pre-
serve|dotlg-rangelani] [ customer-vid vlan-id] (for 7210 SAS-D)
no vpls service-id

— sapsap-id[split-horizon-group group-namg [eth-ring ring-indeX [create]

— no sapsap-id
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— statistics
— egress
— [no] packets-forwarded-count(supported only on
7210 SAS-E)
— forwarded-count (supported only on 7210 SAS-D)
— ingress
— counter-mode{in-out-profile-count|forward-drop-
count} { packet | octetf(supported only on 7210 SAS-
E)
— counter-mode{in-out-profile-count|forward-drop-
count}(supported only on 7210 SAS-D)
— [no] received-count(supported only on 7210 SAS-D)

Routed VPLS Commands applicable only to 7210 SAS-D and 7210 SAS-K

config
— service
— vpls service-id[customer customer-idi [vpn vpn-id] [r-vpls] [create]
— service-nameservice-name
— no service-name
— [na] allow-ip-int-binding

7210 SAS D, E, K OS Services Guide Page 247



VPLS Services Command Reference

Show Commands
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show

— service
— fdb-info

— fdb-mac ieee-addresfexpiry]
— id service-id

all
arp [ip-addresf[mac ieee-addregf{sapsap-id|[interface ip-int-namé | [sum-
mary]
base
dhcp
— statistics[sapsap-id [interface interface-namp
— summary [interface interface-nameé saps]
fdb [sapsap-id| [macieee-addressendpoint endpoint| detail] [expiry]
igmp-snooping
— all
— base
— mrouters
— mvrmrouters [detail]
— port-db sapsap-id[detail]
— port-db sapsap-idgroup grp-address
— proxy-db [detail]
— proxy-db [group grp-ip-addres$
— querier
— static [sapsap-id
— statistic§sapsap-id |sdp sdp-ic:vc-id
I2pt disabled
[2pt [detail]
mac-move
mfib [brief]
mfib [group grp-addresy mstp-configuration
sap[sap-id[detail | stp]]
stp [detail]

— sap-using[sapsap-id

— sap-using[ingress| egres$ filter filter-id
— sap-using[ingresy gos-policy gos-policy-id
— service-using[vpls]
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Clear Commands

clear
— service
— id service-id
— fdb {all | macieee-addresfsapsap-id|}
— igmp-snooping
— port-db sapsap-id [group grp-addres
— querier
— statistics[all | sapsap-id| sdpsdp-idvc-id]
— stp
— detected-protocoldall | sapsap-id
— statistics
— id service-id
— counters
— stp
— sapsap-id{all | counters|stp}
Debug Commands
debug
— service

— id service-id
— [no] event-type{ config-change| svc-oper-status-changégsap-oper-status-change
| sdpbind-oper-status-changg
— [no] sapsap-id
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VPLS Service Configuration Commands

Generic Commands

shutdown

Syntax [no] shutdown

Context config>service>vpls
config>service>vpls>igmp-snooping
config>service>vpls>sap
config>service>vpls>sap>stp
config>service>vpls>stp

Description This command administratively disables an entitheWwdisabled, an entity does not change, reset, or
remove any configuration settings or statistics.

The operational state of the entity is disabledelt as the operational state of any entities doath
within. Many objects must be shut down before thmay be deleted.

Services are created in the administratively dostiufdown) state. When ao shutdowncommand
is entered, the service becomes administrativelgngpthen tries to enter the operationally up state
Default administrative states for services andiserentities is described below in Special Cases.

Theno form of this command places the entity into an adstiiatively enabled state.

sap-id
Syntax [no] sap-id

Context config>service>vpls>sap>dhcp>option>vendor
config>service>ies>sap>dhcp>option>vendor
config>service>vprn>sap>dhcp>option>vendor

Description This command enables the sending of the SAP Ibdrvendor specific suboption of the DHCP relay
packet.

Theno form of the command disables the sending of thE 8Ain the vendor specific suboption of
the DHCP relay packet.
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service-id

Syntax

Context

Description

string

Syntax

Context

Description

Parameters

system-id

Syntax

Context

Description

server

Syntax

Context

Description
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[no] service-id

config>service>vpls>sap>dhcp>option>vendor
config>service>ies>sap>dhcp>option>vendor
config>service>vprn>sap>dhcp>option>vendor

This command enables the sending of the servida tbe vendor specific suboption of the DHCP
relay packet.

Theno form of the command disables the sending of tiheice D in the vendor specific suboption
of the DHCP relay packet.

[no] string text

config>service>vpls>sap>dhcp>option>vendor
config>service>ies>sap>dhcp>option>vendor
config>service>vprn>sap>dhcp>option>vendor

This command specifies the string in the vendocifipesuboption of the DHCP relay packet.

Theno form of the command returns the default value.

text —The string can be any combination of ASCII chanactg to 32 characters in length. If spaces
are used in the string, enclose the entire strirguotation marks (* ).

[no] system-id

config>service>vpls>sap>dhcp>option>vendor
config>service>ies>sap>dhcp>option>vendor
config>service>vprn>sap>dhcp>option>vendor

This command specifies whether the system-id is@ed in the vendor specific sub-option of Option
82.

server serverl [server2...(up to 8 max)]

config>service>ies>if>dhcp
config>service>vprn>if>dhcp

This command specifies a list of servers whereestsuwill be forwarded. The list of servers can
entered as either IP addresses or fully qualifigmiain names. There must be at least one server
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specified for DHCP relay to work. If there are tiple servers then the request is forwarded tofall
the servers in the list.

There can be a maximum of 8 DHCP servers configured
Default no server

Parameters server —Specify the DHCP server IP address.

trusted

Syntax [no] trusted

Context config>service>ies>if>dhcp
config>service>vprn>if>dhcp

Description This command enables relaying of untrusted packets.

Theno form of this command disables the relay.

Default not enabled

snoop

Syntax [no] snoop

Context config>service>vpls>sap>dhcp

Description This command enables DHCP snooping of DHCP messagtds® SAP. Enabling DHCP snooping
on VPLS interfaces (SAPSs) is required where DHCBsages where Option 82 information is to be
inserted. This includes interfaces that are irpth# to receive messages from either DHCP servers o
from subscribers.

Use theno form of the command to disable DHCP snooping ensipecified VPLS SAP.

Default no snoop
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VPLS Service Commands

vpls
Syntax  vpls service-id [customer customer-id] [create ] [m-vpls ] [svc-sap-type {null-star|dotlg-
preserve|dotlg-range|any}] [customer-vid  vlan-id] - SAS-D
vpls service-id [customer customer-id] [create ] [m-vpls ] [customer-vid vlan-id] [svc-sap-
type {null-star|dotlqg-preserve|dotlq}] - SAS-E
no vpls service-id
Context config>service
Description This command creates or edits a Virtual Private L&&tvices (VPLS) instance. Thipls command

is used to create or maintain a VPLS service.d&#rvice-iddoes not exist, a context for the service
is created. If theervice-idexists, the context for editing the service isesd.

A VPLS service connects multiple customer sitegtiogr acting like a zero-hop, Layer 2 switched
domain. A VPLS is always a logical full mesh.

When a service is created, ttreate keyword must be specified if tlieeate command is enabled in
theenvironment context. When a service is created,¢hstomerkeyword anctustomer-idnust be
specified and associates the service with a custdrhecustomer-idnust already exist having been
created using theustomercommand in the service context. Once a servicdbas created with a
customer association, it is not possible to editdhstomer association. The service must be deleted
and recreated with a new customer association.

Once a service is created, the use ottietomercustomer-ids optional for navigating into the
service configuration context. Attempting to ed#eavice with the incorrectustomer-idspecified
will result in an error.

More than one VPLS service may be created forglesicustomer ID.
By default, no VPLS instances exist until they exelicitly created.

Theno form of this command deletes the VPLS serviceaimst with the specifieservice-id The
service cannot be deleted until all SAPs defindthiwithe service ID have been shutdown and
deleted, and the service has been shutdown.

Parameters any —Allows any SAP type. When svc-sap-type is setrtg for a NULL SAP, the system processes
and forwards only packets with no VLAN tag (thatustagged). All other packets with one or
more VLAN tags (even those with priority tag onére not processed and dropped. Users can
use the service with svc- sap-type set to "nuli-stgprocess and forward packets with one or
more tags (including priority tag) on a null SAP.

Default null-star

service-id —The unique service identification number identifyithe service in the service domain.
This ID must be unique to this service and maybeotised for any other service of any type. The
service-idmust be the same number used for every 7210 SAghah this service is defined.

Values service-id 1— 2147483648
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customer customer-id -Specifies the customer ID number to be associatddtihe service. This
parameter is required on service creation and oatifor service editing or deleting.

Values 1— 2147483647

m-vpls —Specifies a management VPLS. Not supported on 325K

create —This keyword is mandatory while creating a VPLS/ggr. Keyword used to create the
service instance. The create keyword requiremanbeaenabled or disabled in the
environment>create context.

customer-vid vlan-id —Pefines the dotlq VLAN ID to be specified while atiag the local Dotlq
SAP for svc-sap-type dotlg-preserve.

Values 1 — 4094

dotlq —Specifies that the allowed SAP in the service astlf SAPs and dotlq explicit null SAPs.
This is supported only on 7210 SAS-E.

dotlg-preserve —Specifies that the allowed SAP in the service aselB. The Dotlq ID is not
stripped after packets matches the SAP. Not suppan 7210 SAS-K

Default null-star

null-star —Specifies that the allowed SAP in the service, Wigian be null SAPs, Dot1q default, Q.*
SAP,0.* SAP or Default QinQ SAP. Not supported/@i0 SAS-K .

svc-sap-type- —Specifies the type of service and allowed SAP$&énservice.

dotlg-range —Specifies that the access SAP in the service caivLAN ranges as the SAP tags.
The VLAN ranges are configured using the CLI comthemnfigure> connection-profileOn
ingress of the access dotlg SAP using VLAN rantpesieceived tag on the SAP is preserved. A
VPLS service with svc-sap-type set to dotlg-raragele used for Epipe emulation with G8032
for protection. For more information about the dafiées and restrictions, sdgpipe Emulation
using Dot1qg VLAN range SAP in VPLS with G8032 orgp&®02

r-vpls —Allows this VPLS instance to be associated withRimterface to provide R-VPLS
functionality.Supported on 7210 SAS-D and 7210 SA$bb-epipe —keyword used to create a
pbb-epipe.

bpdu-translation

Syntax bpdu-translation {auto | pvst | stp}
no bpdu-translation
Context config>service>vpls>sap
Description Note: This command is not supported on 7210 SAS-K.

This command enables the translation of BPDUsgdiven format, meaning that all BPDUs
transmitted on a given SAP will have a specifiehfat.

Theno form of this command reverts to the default sgttin
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Default no bpdu-translation

Parameters auto — Specifies that appropriate format will be deteaatbmatically, based on type of bpdus
received on such port.

pvst — Specifies the BPDU-format as PVST. Note that theeexd VLAN tag is included in the
payload (depending on encapsulation value of ontg8AP).

stp — Specifies the BPDU-format as STP.

|2pt-termination

Syntax [2pt-termination [cdp] [dtp] [pagp] [stp] [udid] [vtp]
no |2pt-termination

Context config>service>vpls>sap
config>service>vpls>spoke-sdp

Description Platforms Supported: 7210 SAS-D and 7210 SAS-E. It is not supported?10 SAS-K. See notes
below.

This command enables Layer 2 Protocol TunnelindP{D2termination on a given SAP. L2PT
termination is supported for STP/CDP/DTP/PAGP/UD&M VTP PDUs.

This feature can be enabled only if STP is disabid@te context of the given VPLS service.

NOTE: CDP, DTP, PAGP, STP, UDID and VTP is supportely on 7210 SAS-D. It is not supported
on 7210 SAS-E

Default no I2pt-termination

Parameters cdp— Specifies the Cisco discovery protocol.
dtp — Specifies the dynamic trunking protocol.
pagp— Specifies the port aggregation protocol.
stp— Specifies all spanning tree protocols: stp,,rstptp, pvst (default).
udld — Specifies unidirectional link detection.
vtp — Specifies the VLAN trunking protocol.

disable-aging

Syntax [no] disable-aging

Context config>service>vpls
config>service>vpls>sap

Description This command disables MAC address aging acrossL&\é@rvice or on a VPLS service SAP.

Like in a Layer 2 switch, learned MACs can be agetlif no packets are sourced from the MAC
address for a period of time (the aging time).MPAS service instance, the local age timer is
applicable to both the local learned and remoteska MAC entries in the VPLS forwarding

Page 256 7210 SAS D, E, K OS Services Guide



Default

disable-learning

Syntax
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database (FDB). The disable-aging command at ttvécedevel turns off aging for local and remote
learned MAC addresses.

Whenno disable-agingis specified for a VPLS, it is possible to disahtgng for specifc SAPs by
entering thalisable-agingcommand at the appropriate level.

When thedisable-agingcommand is entered at the VPLS level,disable-agingstate of individual
SAPs will be ignored.

Theno form of this command enables aging on the VPLSiserv

no disable-aging

[no] disable-learning

config>service>vpls

This command disables learning of new MAC addresstf®e VPLS forwarding database (FDB) for
the service instance.

Whendisable-learningis enabled, new source MAC addresses will notrtbered in the VPLS
service forwarding database.

Whendisable-learningis disabled, new source MAC addresses will be dhand entered into the
VPLS forwarding database.

This parameter is mainly used in conjunction witbdiscard-unknown command.

Theno form of this command enables learning of MAC adslkess

no disable-learning (Normal MAC learning is enabled

discard-unknown

Syntax
Context

Description

Default

[no] discard-unknown
config>service>vpls

By default, packets with unknown destination MAGIaebses are flooded. If discard-unknown is
enabled at the VPLS level, packets with unknowridason MAC address will be dropped instead
(even when configured FIB size limits for VPLS dkR5are not yet reached).

Theno form of this command allows flooding of packetsiwitnknown destination MAC addresses
in the VPLS.

no discard-unknown— Packets with unknown destination MAC addressedlaoded.

fdb-table-high-wmark

Syntax

[no] fdb-table-high-wmark high-water-mark
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Context
Description

Parameters

config>service>vpls

This commandgpecifies the value to send logs and traps whethtleshold is reached.
high-water-mark —Specify the value to send logs and traps whenhttestold is reached.
0— 100

95%

Values

Default

fdb-table-low-wmark

Syntax
Context
Description

Parameters

fdb-table-size

Syntax

Context

Description

Default

Parameters
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[no] fdb-table-low-wmark low-water-mark
config>service>vpls
This commandpecifies the value to send logs and traps whethtieshold is reached.

low-water-mark —Specify the value to send logs and traps whenhteshold is reached.
0— 100
90%

Values

Default

fdb-table-size table-size

config>service>vpls

This command specifies the maximum number of MA€ies in the forwarding database (FDB) for
the VPLS instance on this node.

Thefdb-table-sizespecifies the maximum number of forwarding datebedries for both learned
and static MAC addresses for the VPLS instance.

Theno form of this command returns the maxium FDB talite $o default.
250— Forwarding table of 250 MAC entries.

table-size —Specifies the maximum number of MAC entries in FB.
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local-age

Syntax local-age aging-timer
no local-age

Context config>service>vpls

Description Specifies the aging time for locally learned MAQiegkses in the forwarding database (FDB) for the
Virtual Private LAN Service (VPLS) instance. In &S service, MAC addresses are associated with
a Service Access Point (SAP). MACs associated avfA\P are classified as local MACs, and MACs
associated with are remote MACsQInQ / access ui3iiRs.

Like in a Layer 2 switch, learned MACs can be agetlif no packets are sourced from the MAC
address for a period of time (the aging time). Thoal-agetimer specifies the aging time for local
learned MAC addresses.

Theno form of this command returns the local aging titeethe default value.
Default local age 300— Local MACs aged after 300 seconds.

Parameters aging-timer —The aging time for local MACs expressed in seconds.
Values 60 — 86400

mac-move

Syntax [no] mac-move
Context config>service>vpls

Description This command enables the context to configure MA&erattributes. A sustained high re-learn rate
can be a sign of a loop somewhere in the VPLS tapolTypically, STP detects loops in the
topology, but for those networks that do not rufPSthe mac-move feature is an alternative way to
protect your network against loops.

When enabled in a VPL#&ac-movemonitors the re-learn rate of each MAC. If theeraxceeds the
configured maximum allowed limit, it disables th&FSwhere the source MAC was last seen. The
SAP can be disabled permanently (unshatdowrn/no shutdowncommand is executed) or for a
length of time that grows linearly with the numlbétimes the given SAP was disabled. You have the
option of marking a SAP as non-blockable in tbefig>service>vpls>sap>limit-mac-move

context. This means that when the re-learn rateekeseded the limit, another (blockable) SAP will
be disabled instead.

Themac-movecommand enables the feature at the service lev@APSs, as only those objects can
be blocked by this feature.

The operation of this feature is the same on thE. &Ar example, if a MAC address moves from
SAP to SAP, one will be blocked to prevent thraghin

mac-movewill disable a VPLS port when the number of retesadletected has reached the number of
relearns needed to reach the move-frequency iB-gexond interval. For example, when the move-

frequency is configured to 1 (relearn per secona}-move will disable one of the VPLS ports when

5 relearns were detected during the 5-second @ltbecause then the average move-frequency of 1
relearn per second has been reached. This canlyaleaur in the first second if the real releartera

is 5 relearns per second or higher.
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Theno form of this command disables MAC move.

move-frequency

Syntax

Context

Description

Default

Parameters

retry-timeout

Syntax

Context

Description

Default

Parameters

move-frequency frequency
no move-frequency

config>service>vpls>mac-move

This command indicates the maximum rate at whichQWAcan be re-learned in the VPLS service,
before the SAP where the moving MAC was last seemiiomatically disabled in order to protect the
system against undetected loops or duplicate MAC's.

Theno form of the command reverts to the default value.
2 (when mac-move is enabled). For example, 10 medea a 5 second period.

frequency —Specifies the rate, in 5-second intervals for tlimum number of relearns.
Values 1—100

retry-timeout timeout
no retry-timeout

config>service>vpls>mac-move

This indicates the time in seconds to wait befoBA® that has been disabled after exceeding the
maximum relearn rate is reenabled.

It is recommended that the retry-timeout valuaigér or equal to 5s * cumulative factor of the
highest priority port so that the sequential orfgport blocking will not be disturbed by re-
initializing lower priority ports.

A zero value indicates that the SAP will not beoanatically re-enabled after being disabled.
If, after the SAP is reenabled it is disabled agtia effective retry timeout is doubled in order t
avoid thrashing.

Theno form of the command reverts to the default value.

10 (when mac-move is enabled)

timeout —Specifies the time, in seconds, to wait before & ##at has been disabled after exceeding
the maximum relearn rate is reenabled.

Values 0—120

mfib-table-high-wmark

Syntax
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[no] mfib-table-high-wmark high-water-mark
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config>service>vpls

This command specifies the multicast FIB high watenk. When the percentage filling level of the
multicast FIB exceeds the configured value, a isagenerated and/or a log entry is added.

high-water-mark —Specifies the multicast FIB high watermark as a@etrage.
Values 1—100
Default 95%

mfib-table-low-wmark

Syntax
Context

Description

Parameters

mfib-table-size

Syntax

Context

Description

Default

Parameters

[no] mfib-table-low-wmark low-water-mark
config>service>vpls

This command specifies the multicast FIB low watarn When the percentage filling level of the
Multicast FIB drops below the configured value, theresponding trap is cleared and/or a log entry
is added.

low-water-mark —Specifies the multicast FIB low watermark as a petage.
Values 1—100
Default 90%

mfib-table-size size
no mfib-table-size

config>service>vpls

This command specifies the maximum number of @ies in the multicast forwarding database
(MFIB) for this VPLS instance.

Themfib-table-sizgparameter specifies the maximum number of multidatabase entries for both
learned and static multicast addresses for the iR&t8nce. When a table-size limit is set on the
mfib of a service which is lower than the curreatnber of dynamic entries present in the mfib then
the number of entries remains above the limit.

Theno form of this command removes the configured maxiRiB table size.
none

size —The maximum number of (s,g) entries allowed inNhdticast FIB.

Values 1— 2047
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remote-age

Syntax

Context

Description

Default

Parameters

service-mtu

Syntax

Context

Description
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remote-age seconds
no remote-age

config>service>vpls

Specifies the aging time for remotely learned MAldrsses in the forwarding database (FDB) for
the Virtual Private LAN Service (VPLS) instance.dVPLS service, MAC addresses are associated
with a Service Access Point (SAP). MACs associatitd a SAP are classified as local MACs.

Like in a layer 2 switch, learned MACs can be agetlif no packets are sourced from the MAC
address for a period of time (the aging time).doleVVPLS service instance, there are independent
aging timers for local learned MAC and remote ledrMAC entries in the FDB. Themote-age

timer specifies the aging time for remote learne@ivaddresses. To reduce the amount of signaling
required between switches configure this timerdathan théocal-agetimer.

Theno form of this command returns the remote aging titnehe default value.
remote age 900— Remote MACs aged after 900 seconds

seconds —Fhe aging time for remote MACs expressed in seconds
Values 60 — 86400

service-mtu octets
no service-mtu

config>service>vpls

Platforms Supported: 7210 SAS-K.

This command configures the service payload (Maxrimuansmission Unit — MTU), in bytes, for
the service. This MTU value overrides the servigeetdefault MTU. Theervice-mtudefines the
payload capabilities of the service. It is usedh®ysystem to validate the SAP and SDP binding’s
operational state within the service.

The service MTU and a SAP’s service delineatiorapsalation overhead (i.e., 4 bytes for a dotlq
tag) is used to derive the required MTU of the ji¢aiport or channel on which the SAP was created.
If the required payload is larger than the portleannel MTU, then the SAP will be placed in an
inoperative state. If the required MTU is equabtdess than the port or channel MTU, the SAP will
be able to transition to the operative state.

In the event that a service MTU, port or channell®r path MTU is dynamically or
administratively modified, then all associated S#fl SDP binding operational states are
automatically re-evaluated.

Theno form of this command returns the defadtvice-mtufor the indicated service type to the
default value.

Note: To disable service MTU check execute the camomo service-mtu-check. Disabling service
MTU check allows the packets to pass to the edféiss packet length is lesser than or equal to the
MTU configured on the port.
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Default ~ VPLS: 1514
The following table displays MTU values for speci¥iC types.

VC-Type Example Advertised
Service MTU MTU
Ethernet 1514 1500
Ethernet (with preserved dotl1q) 1518 1504
VPLS 1514 1500
VPLS (with preserved dot1q) 1518 1504
VLAN (dotlp transparent to MTU value) 1514 1500
VLAN (QinQ with preserved bottom Qtag) 1518 1504

The size of the MTU in octets, expressed as a dddirteger.
Values 1—9194

root-guard

Syntax [no] root-guard
Context config>service>vpls>sap>stp

Description This command specifies whether this port is allotedecome an STP root port. It corresponds to
the restrictedRole parameter in 802.1Q. If satait cause lack of spanning tree connectivity.

Default no root-guard

tod-suite

Syntax  tod-suite tod-suite-name
no tod-suite

Context config>service>vpls>sap

Description This command applies a time-based policy (filteQS policy) to the service SAP. The suite name
must already exist in theonfig>cron context.

Default no tod-suite

Parameters tod-suite-name —Specifies collection of policies (ACLs, QoS) incing time-ranges that define the
full or partial behavior of a SAP. The suite cardpplied to more than one SAP.

Values
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service-name

Syntax

Context

Description

Parameters

service-name service-name
no service-name

config>service>vpls

This command configures an optional service nampeo 64 characters in length, which adds a name
identifier to a given service to then use that mermame in configuration references as well as
display and use service hames in show commandsghoat the system. This helps the service
provider/administrator to identify and manage seggiwithin the 7750 SR, 7450 ESS and 7710 SR
platforms.

All services are required to assign a service |Dittally create a service. However, either thevgese
ID or the service name can be used o identify afefence a given service once it is initially ceshat

service-name -Specifies a unique service name to identify theiser Service names may not begin
with an integer (0-9).

allow-ip-int-binding

Syntax
Context

Description
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[no] allow-ip-int-binding
config>service>vpls

The allow-ip-int-binding command that sets a flagtlee VPLS service that enables the ability to
attach an IES IP interface to the VPLS servicerdtento make the VPLS service routable. When the
allow-ip-int-binding command is not enabled, thel\®&service cannot be attached to an IP interface.

VPLS Configuration Constraints for Enabling allop#nt-bindingNOTE: This command is
supported only on 7210 SAS-D.

When attempting to set the allow-ip-int-binding V®flag, the system first checks to see if the
correct configuration constraints exist for the \B4ervice and the network ports. In Release 5.0 the
following VPLS features must be disabled or notfignred for the allow-ip-int-binding flag to set:

* SAP ingress QoS policies applied to the VPLS Sédsot have MAC match criteria defined
e The VPLS service type cannot be M-VPLS.
* MVR from Routed VPLS and to another SAP is notprped

Once the VPLS allow-ip-int-binding flag is set oWBLS service, the above features cannot be
enabled on the VPLS service.

VPLS SERVICE NAME BOUND TO IP INTERFACE WITHOUT ALOW-IP-INT-BINDING
FLAG SET

In the event that a service name is applied to BS/gervice and that service name is also bound to a
IP interface but the allow-ip-int-binding flag hast been set on the VPLS service context, the syste
attempt to resolve the service name between theS\#elrvice and the IP interface will fail. After the
allow-ip-int-binding flag is successfully set orettl PLS service, either the service name on the
VPLS service must be removed and reapplied orRhaterface must be re-initialized using the
shutdown or no shutdown commands. This will cabsesystem to reattempt the name resolution
process between the IP interface and the VPLScervi
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The no form of the command resets the allow-ipkiniding flag on the VPLS service. If the VPLS
service currently has an IP interface from an |IE&ise attached, the no allow-ip intbinding
command will fail. Once the allow-ip-int-bindingafj is reset on the VPLS service, the configuration
restrictions associated with setting the flag eraaved.

interface

Syntax [no] interface ip-int-name
Context config>service>vpls

Description This command creates a logical IP routing interface VPLS service. Once created, attributes such
as IP address and service access points (SAP)cassbciated with the IP interface.

The interface command, under the context of sesyiseused to create and maintain IP routing
interfaces within the VPLS service IDs. The IP ifdee created is associated with the VPLS
management routing instance.This instance doesuport routing.

Interface names are case-sensitive and must beauniighin the group of defined IP interfaces
defined for the network core router instance. faigg names in the dotted decimal notation of an IP
address are not allowed. For example, the namel:1is not allowed, but “int-1.1.1.1" is allowed.
Show commands for router interfaces use eitherfatte names or the IP addresses. Use unique IP
address values and IP address names to maintaity.dlauplicate interface names can exist in
different router instances.

Enter a new name to create a logical router intetfsVhen an existing interface name is entered, the
user enters the router interface context for eglitind configuration.

By default, no default IP interface names are a@efiwithin the system. All VPLS IP interfaces must
be explicitly defined in an enabled state.

The no form of this command removes the IP interfacd the entire associated configuration. The
interface must be administratively shutdown befeseiing the no interface command.

For VPLS services, the IP interface must be shutdogfore the SAP on that interface is removed.

For VPLS service, ping and traceroute are the applications supported.

Parameters ip-int-name —Specifies the name of the IP interface. Interfaam@@&s must be unique within the
group of defined IP.

An interface name:

e Should not be in the form of an IP address.
e Can be from 1 to 32 alphanumeric characters.

« If the string contains special characters (such,fspaces), the entire string must be
enclosed within double quotes.

If ip-int-name already exists within the service the context changes to maintain that IP interface
If ip-int-name already exists within another seeviD, an error occurs and the context does not
change to that IP interface. If ip-int-name doesexast, the interface is created and the context i
changed to that interface for further command pssicey.
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address

Syntax

Context

Description

Parameters
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address {ip-address/mask | ip-address netmask}
address ip-address mask

config>service>vpls>interface

This command assigns an IP address and an IP stb@e¥PLS IP router interface. Only one IP
address can be associated with an IP interfacéPAauldress must be assigned to each VPLS IP
interface. An IP address and a mask are used ®@geticreate a local IP prefix. The defined IP pref
must be unique within the context of the routingtémce. It cannot overlap with other existing IP
prefixes defined as local subnets on other IPfiatess in the same routing context within the 7210
SAS.

The IP address for the interface can be enteredhinr CIDR (Classless Inter-Domain Routing) or
traditional dotted decimal notation. The show comdsadisplay CIDR notation and is stored in
configuration files.

By default, no IP address or subnet associatiost®rn an IP interface until it is explicitly credt
Use the no form of this command to remove the kiregb assignment from the IP interface. When
the no address command is entered, the interfazmnies operationally down.

Address Admin State Oper State
No Address Up Down
No Address Down Down
1111 Up Up
1111 Down Down

The operational state is a read-only variable aednly controlling variables are the address and
admin states. The address and admin states ageimdient and can be set independently. If an
interface is in an adminstratively up state andddress is assigned, it becomes operationally up.

ip-address —The IP address of the IP interface. The ip-addpesson of the address command
specifies the IP host address that will be usetheyP interface within the subnet.

This address must be unique within the subnet pedified in dotted decimal notation. Allowed
values are IP addresses in the range 1.0.0.0 2%22255.255 (with support of /31 subnets).

| — The forward slash is a parameter delimiter andrsg¢gsithe ip-address portion of the IP address
from the mask that defines the scope of the laglahet. No spaces are allowed between the
ipaddress, the “/” and the mask-length parametarfdrward slash is not immediately following
the ip-address, a dotted decimal mask must follenprefix.

mask-length —Fhe subnet mask length when the IP prefix is spggtifi CIDR notation. When the
IP prefix is specified in CIDR notation, a forwasldsh (/) separates the ip-address from the
mask-length parameter. The mask length paramedaraites the number of bits used for the
network portion of the IP address; the remaindeheflP address is used to determine the host
portion of the IP address. The values allowed mtegers in the range 0 — 30. Note that a mask
length of 32 is reserved for system IP addresses.
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mac

Syntax

Context

Description

Default

Parameters
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mask —The subnet mask in dotted decimal notation. WherRhprefix is not specified in CIDR
notation, a space separates the ip-address fromditidnal dotted decimal mask. The mask
parameter indicates the complete mask that willdzal in a logical ‘AND’ function to derive the
local subnet of the IP address. Allowed valuesdatéed decimal addresses in the range
128.0.0.0 — 255.255.255.252. Note that a mask 6f255.255.255 is reserved for system IP
addresses.

Values 1—16383

arp-timeout seconds
no arp-timeout

config>service>vpls>interface

This command configures the minimum time in secamARP entry learned on the IP interface will
be stored in the ARP table. ARP entries are autoaibt refreshed when an ARP request or
gratuitous ARP is seen from an IP host, othervifee ARP entry is aged from the ARP tablear-
timeout is set to a value of zero seconds, ARP aging btksl.

The default value foarp-timeout is 14400 seconds (4 hours).

Theno form of this command restorasp-timeout to the default value.
14400 seconds

seconds —Fhe minimum number of seconds a learned ARP enthpw/stored in the ARP table,
expressed as a decimal integer. A value of zercifspethat the timer is inoperative and learned
ARP entries will not be aged.

Values 0 — 65535

mac ieee-address
no mac

config>service>vpls>interface

This command assigns a specific MAC address tolaSUP interface.

Theno form of the command returns the MAC address of thmterface to the default value.
The system chassis MAC address.

ieee-address -Specifies the 48-bit MAC address for the static AREhe form aa:bb:cc:dd:ee:ff or
aa-bb-cc-dd-ee-ff where aa, bb, cc, dd, ee, aatefhexadecimal numbers. Allowed values are
any non-broadcast, non-multicast MAC and non-lIEEgerved MAC addresses.
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static-arp

Syntax

Context

Description

Default

Parameters
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static-arp ip-address ieee-address
no static-arp ip-address [ieee-address]

config>service>vpls>interface

This command configures a static address resolptiotocol (ARP) entry associating a subscriber IP
address with a MAC address for the core routeaimst. A static ARP can only be configured if it
exists on the network attached to the IP interface.

If an entry for a particular IP address alreadwexand a new MAC address is configured for the IP
address, the existing MAC address will be replagitd the new MAC address.

Theno form of the command removes a static ARP entry.

None

ip-address —Specifies the IP address for the static ARP inedbttecimal notation.

ieee-mac-address -Specifies the 48-bit MAC address for the static AREhe form
aa:bb:cc:dd:ee:ff or aa-bb-cc-dd-ee-ff where aacbpdd, ee and ff are hexadecimal numbers.
Allowed values are any non-broadcast, non-multit&s€ and non-IEEE reserved MAC
addresses.
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VPLS STP Commands

stp

Syntax

Context

Description

auto-edge

Syntax

Context

Description

Default

edge-port

Syntax
Context

Description

Default

7210 SAS D, E, K OS Services Guide

stp

config>service>vpls
config>service>vpls>sap

This command enables the context to configure ganBing Tree Protocol (STP) parameters.
Alcatel-Lucent’'s STP is simply the Spanning Treet®col (STP) with a few modifications to better
suit the operational characteristics of VPLS sawidThe most evident change is to the root bridge
election. Since the core network operating betweatel-Lucent’s service routers should not be
blocked, the root path is calculated from the q@espective.

auto-edge
no auto-edge

config>service>vpls>sap>stp
This command configures automatic detection ofeithge port characteristics of the SAP.
Theno form of this command returns the auto-detectidtirgeto the default value.

auto-edge

[no] edge-port
config>service>vpls>sap>stp

This command configures the SAP as an edge or dga-port. Ifauto-edgeis enabled for the SAP,
this value will be used only as the initial value.

RSTP, however, can detect that the actual situéidifferent from whaedge-portmay indicate.
Initially, the value of the SAP parameter is se¢tige-port. This value will change if:

« A BPDU is received on that port. This means tlirall there is another bridge connected to
this port. Then the edge-port becomes disabled.

« If auto-edge is configured and no BPDU is receiwtiin a certain period of time, RSTP con-
cludes that it is on an edge and enables the edide-p

Theno form of this command returns the edge port setiintpe default value.

no edge-port
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forward-delay

Syntax

Context

Description

Default

Parameters

hello-time

Syntax
Context

Description

Default

Parameters
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forward-delay seconds
no forward-delay

config>service>vpls>stp

RSTP, as defined in the IEEE 802.1D-2004 standavitisyormally transition to the forwarding state
via a handshaking mechanism (rapid transition)heut any waiting times. If handshaking fails (e.qg.
on shared links, see below), the system falls batke timer-based mechanism defined in the
original STP (802.1D-1998) standard.

A shared link is a link with more than two nodesr @xample, a shared 10/100BaseT segment). The
port-type  command is used to configure a link as point-to¥por shared.

For timer-based transitions, the 802.1D-2004 stahdafines an internal variable forward-delay,
which is used in calculating the default numbesefonds that a SAP spends in the discarding and
learning states when transitioning to the forwagditate.

The value of the forward-delay variable dependshenSTP operating mode of the VPLS instance:

e inrstp ormstp mode, but only when the SAP has not fallen badkgacy STP operation, the
value configured by thiello-time command is used;

« in all other situations, the value configured bgforward-delay command is used.

15 seconds

seconds —Fhe forward delay timer for the STP instance irosels.

Values 4 —30

hello-time hello-time
no hello-time

config>service>vpls>stp
config>template>vpls-template>stp

This command configures the Spanning Tree Prot(®&DP) hello time for the Virtual Private LAN
Service (VPLS) STP instance.

The hello time parameter defines the default timadue that controls the sending interval between
BPDU configuration messages by this bridge, ongpattere this bridge assumes the designated role.

The active hello time for the spanning tree is deieed by the root bridge (except when the STP is
running in RSTP mode, then the hello time is alwayen from the locally configured parameter).

The configured hello-time can also be used to ¢ateuhe forward delay. Segito-edge on page 269
Theno form of this command returns the hello time to dieéault value.

2 seconds

hello-time —The hello time for the STP instance in seconds.
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mst-instance

Syntax
Context
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hold-count BDPU tx hold count
no hold-count

config>service>vpls>stp

This command configures the peak number of BPDlsdhn be transmitted in a period of one
second.

Theno form of this command returns the hold count todb&ult value
6

BDPU tx hold count —Fhe hold count for the STP instance in seconds.

Values 1—10

link-type {pt-pt | shared}
no link-type

config>service>vpls>sap>stp

This command instructs STP on the maximum numbeéridfjes behind this SAP. If there is only a
single bridge, transitioning to forwarding statdl e based on handshaking (fast transitions). If
more than two bridges are connected via a shareéhntbeir SAP should all be configured as
shared, and timer-based transitions are used.

Theno form of this command returns the link type to tlefault value.

pt-pt

mst-instance mst-inst-number
config>service>vpls>sap>stp

This command enables the context to configure M8IHted parameters at SAP level. This context
can be open only for existing mst-instances defatetie service level.

none

mst-inst-number —Specifies an existing Multiple Spanning Tree Inseanumber.

Values 1 — 4094
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mst-path-cost

Syntax

Context

Description

Default

Parameters

mst-path-cost inst-path-cost
no mst-path-cost

config>service>vpls>sap>stp>mst-instance

This commands specifies path-cost within a givestaince. If a loop occurs, this parameter indicates
the probability of a given port being assignedravirding state. (The highest value expresses lowest

priority).
Theno form of this command sets port-priority to its ddfavalue.

The path-cost is proportional to link speed.

inst-path-cost —Specifies the contribution of this port to the M$Eith cost.

Values 1 — 200000000

mst-port-priority

Syntax

Context

Description

Default

Parameters

max-age

Syntax

Context

Description

Default
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mst-port-priority  stp-priority
no mst-port-priority

config>service>vpls>sap>stp>mst-instance

This commands specifies the port priority withigigen instance. If a loop occurs, this parameter
indicates the probability of a given port beingigised a forwarding state.

Theno form of this command sets port-priority to its ddfavalue.
128

stp-priority —Specifies the value of the port priority field.

max-age seconds
no max-age

config>service>vpls>stp

This command indicates how many hops a BPDU cartsa the network starting from the root
bridge. The message age field in a BPDU transmiiyetthe root bridge is initialized to 0. Each other
bridge will take the message_age value from BPDadeived on their root port and increment this
value by 1. The message_age thus reflects thendesfaom the root bridge. BPDUs with a message
age exceeding max-age are ignored.

STP uses the max-age value configured in the ndadgé. This value is propagated to the other
bridges via the BPDUs.

Theno form of this command returns the max ageto thawetalue.

20 seconds
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mst-instance
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Default
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mst-priority

Syntax
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seconds —Fhe max info age for the STP instance in secontlsw&d values are integers in the
range 6 to 40.

mode {rstp | comp-dotlw | dotlw | mstp}
no mode

config>service>vpls>stp

This command specifies the version of Spanning Pret¢ocol the bridge is currently running.
See sectioispanning Tree Operating Modes on page fbrsletails on these modes.

Theno form of this command returns the STP variant edbfault.

rstp

rstp — Corresponds to the Rapid Spanning Tree Protocalifsgetin IEEE 802.1D/D4-2003.

dotlw — Corresponds to the mode where the Rapid Spannewyi$thackward compatible with
IEEE 802.1w.

compdotlw —Corresponds to the Rapid Spanning Tree Protoclyl dohformant to IEEE 802.1w.

mstp — Sets MSTP as the STP mode of operation. Corresgortie Multiple Spanning Tree
Protocol specified in 802.1Q REV/D5.0-09/2005

[no] mst-instance mst-inst-number
config>service>vpls>stp

This command creates the context to configure MigtSpanning Tree Instance (MSTI) related

parameters. MSTP supports “16” instances. Thenestd0” is mandatory (by protocol) and cannot

be created by the CLI. The software automaticaldymains this instance.
none

mst-inst-number —Specifies the Multiple Spanning Tree instance.

Values 1 — 4094

mst-priority  bridge-priority
no mst-priority

config>service>vpls>stp>mst-instance
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Description

Default

Parameters

vlan-range

Syntax
Context

Description

Parameters

mst-max-hops

Syntax

Context

Description
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This command specifies the bridge priority for thecific Multiple Spanning Tree Instance for this
service. Thdridge-priority value reflects likelihood that the switch will beosen as the regional
root switch (65535 represents the least likelyis lised as the highest 4 bits of the Bridge ID
included in the MSTP BPDU's generated by this kidg

The values of the priority are only multiples oB80(4k). If a value is specified that is not a rplét
of 4K, the value is replaced by the closest muétipl 4K( lower than the value entered).

Theno form of this command sets the bridge-priority sodefault value.

32768 — All instances that are created bywlaa-range command do not have explicit definition of
bridge-priority and will inherit the default value.

bridge-priority —Specifies the priority of this specific Multiple &pning Tree Instance for this
service.

Values 0 — 65535

[no] vlan-range [vlan-range]
config>service>vpls>stp>mst-instance

This command specifies a range of VLANSs associaiiéltl a certain MST-instance. This range
applies to all SAPs of the mVPLS.

Every VLAN range that is not assigned within anythe# creatednst-instanceis automatically
assigned to mst-instance 0. This instance is autoatlx maintained by the software and cannot be
modified. Changing the VLAN range value can be @anied only when the given mst-instance is
shutdown.

Theno form of this command removes tikan-range from givenmst-instance

vlan-range —The first VLAN range specifies the left-bound (j.minimum value) of a range of
VLANSs that are associated with the mVPLS SAP. Maikie must be smaller than (or equal to)
the second VLAN range value. The second VLAN rasyecifies the right-bound (i.e.,
maximum value) of a range of VLANSs that are asdedavith the mVPLS SAP.

Values 1— 4094

mst-max-hops hops-count
no mst-max-hops

config>service>vpls>stp

This command specifies the number of hops in tg@rebefore BPDU is discarded and the
information held for the port is aged out. The roatige of the instance sends a BPDU (or M-record)
with remaining-hop-count set to configureshax-hops. When a bridge receives the BPDU (or M-
record), it decrements the received remaining-tamyntby 1 and propagates it in BPDU (or M-
record) it generates.
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Theno form of this command sets theps-counto its default value.
20
hops-count —Specifies the maximum number of hops.

Values 1—40

mst-name region-name
no mst-name

config>service>vpls>stp

This command defines an MST region name. Two bedge considered as a part of the same MST
region as soon as their configuration of the MSJiae name, the MST-revision and VLAN-to-
instance assignment is identical.

Theno form of this command removesgion-namerom the configuration.
no mst-name

region-name —Specifies an MST-region name up to 32 charactelenigth.

mst-revision revision-number
config>service>vpls>stp

This command defines the MST configuration revigiomber. Two bridges are considered as a part
of the same MST region if their configured MST-@yname, MST-revision, and VLAN-to-instance
are identical.

Theno form of this command returns MST configuration séen to its default value.
0

revision-number —Specifies the MSTP region revision number to defireMSTP region.

Values 0 — 65535

path-cost sap-path-cost
no path-cost

config>service>vpls>sap>stp

This command configures the Spanning Tree Prof&DP) path cost for the SAP.
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port-num

Syntax
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priority

Syntax
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Parameters
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The path cost is used by STP to calculate the gathto the root bridge. The path cost in BPDUs
received on the root port is incremented with thiefigured path cost for that SAP. When BPDUs are
sent out other egress SAPs , the newly calculatedpath cost is used.

STP suggests that the path cost is defined asctidarof the link bandwidth. Since SAPs are
controlled by complex queuing dynamics, in the 73S the STP path cost is a purely static
configuration.

Theno form of this command returns the path cost todiiault value.
path-cost —The path cost for the SAP.

Values 1 — 200000000 (1 is the lowest cost)

Default 10

[no] port-num virtual-port-number
config>service>vpls>sap>stp

This command configures the virtual port numberolhiniquely identifies a SAP within
configuration bridge protocol data units (BPDUd)eTinternal representation of a SAP is unique to a
system and has a reference space much biggertibdr? hits definable in a configuration BPDU.
STP takes the internal representation value of R &#d identifies it with it's own virtual port nureb
that is unique to every other SAP defined on th&TThe virtual port number is assigned at the time
that the SAP is added to the TLS. Since the olusrthe SAP was added to the TLS is not preserved
between reboots of the system, the virtual portlbemmay change between restarts of the STP
instance.

The virtual port number cannot be administrativelgdifed.

priority  bridge-priority
no priority

config>service>vpls>stp

The bridge-priority command is used to populategtierity portion of the bridge ID field within
outbound BPDUs (the most significant 4 bits of thielge 1D). It is also used as part of the decision
process when determining the best BPDU betweenagesseceived and sent. All values will be
truncated to multiples of 4096, conforming with EEB02.1t and 802.1D-2004.

Theno form of this command returns the bridge prioraythe default value.
By default, the bridge priority is configured to38which is the highest priority.

bridge-priority —The bridge priority for the STP instance.

Values Allowed values are integers in the range of 40965535 with 4096 being the
highest priority. The actual bridge priority valstred/used is the number entered
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with the lowest 12 bits masked off which meansatiial range of values is 4096
to 61440 in increments of 4096.

priority
Syntax priority stp-priority
no priority
Context config>service>vpls>sap>stp

Description This command configures the Alcatel-Lucent Spanfiirege Protocol (STP) priority for the SAP.

STP priority is a configurable parameter associatithl a SAP. When configuration BPDUs are
received, the priority is used in some circumstaraga tie breaking mechanism to determine
whether the SAPwill be designated or blocked.

In traditional STP implementations (802.1D-1998js field is called the port priority and has aueal
of 0 to 255. This field is coupled with the portioer (0 to 255 also) to create a 16 bit valuehin t
latest STP standard (802.1D-2004) only the upg®tsdof the port priority field are used to encode
the SAPpriority. The remaining 4 bits are usedxtieied the port ID field into a 12 bit virtual port
number field. The virtual port number uniquely refeces a SAP within the STP instance.

STP computes the actual priority by taking the tnpalue and masking out the lower four bits.The
result is the value that is stored in the priopyameteri-or instance, i value of 0 is entered,
masking out the lower 4 bits results in a parameére of 0. If a value of 255 is entered, the ltasu
240.

Theno form of this command returns the STP prioritytte tiefault value.
Default 128

Parameters stp-priority —The STP priority value for the SAP . Allowed valwgs integer in the range of 0 to
255, 0 being the highest priority. The actual valsed for STP priority (and stored in the
configuration) will be the result of masking ouetlower 4 bits, thus the actual value range is 0
to 240 in increments of 16.

Default 128

root-guard

Syntax [no] root-guard
Context config>service>vpls>sap>stp

Description This command specifies whether this port is allotedecome an STP root port. It corresponds to
the restricted. Role parameter in 802.1Q. If $efam cause lack of spanning tree connectivity.

Default no root-guard
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VPLS SAP Commands

sap

Syntax

Context

Description

Special Cases

Parameters
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sap sap-id [eth-ring ring-index]
no sap sap-id

config>service>vpls

This command creates a Service Access Point (SAR)va service. A SAP is a combination of port
and encapsulation parameters which identifieseh@ce access point on the interface and within the
7210 SAS. Each SAP must be unique.

A physical port can have only one SAP to be padraf service. Multiple SAPS can be defined over
a physical port but each of these SAPs should heo different service.

All SAPs must be explicitly created. If no SAPs areated within a service or on an IP interface, a
SAP will not exist on that object.

Enter an existing SAP without tleeeate keyword to edit SAP parameters. The SAP is owngethé
service in which it was created.

A SAP can only be associated with a single senAcBAP can only be defined on a port that has
been configured as an access port usingdhég interface port-type port-idnode access
command.

If a port is shutdown, all SAPs on that port becaperationally down. When a service is shutdown,
SAPs for the service are not displayed as opemtiodown although all traffic traversing the sewi
will be discarded. The operational state of a S@\Relative to the operational state of the port on
which the SAP is defined.

Theno form of this command deletes the SAP with the dgtport. When a SAP is deleted, all
configuration parameters for the SAP will also leéeted. For Internet Enhanced Service (IES), the
IP interface must be shutdown before the SAP onitiberface may be removed.

This command is also used to create a Ring APSr@IdBAP or a Data SAP whose traffic is
protected by a Ring APS Instance.

No SAPs are defined.

A default SAP has the following format: port-idFhis type of SAP is supported only on Ethernet
MDAs and its creation is allowed only in the scabd¢ayer 2 services (Epipe and VPLS).The 7210
SAS does not support explicit null encapsulatianMBLS service.

sap-id —Specifies the physical port identifier portion bétSAP definition. Se€ommon CLI
Command Descriptions on page 488command syntax.

create —Keyword used to create a SAP instance. dileate keyword requirement can be enabled/
disabled in thenvironment>createcontext.

eth-ring — The keyword to create an instance of a Ring APSIGbSAP or a Data SAP whose
traffic is protected by a Ring APS Instance.

ring-index — Specifies the ring index of the Ethernet ring.
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discard-unknown-source

Syntax [no] discard-unknown-source
Context config>service>vpls>sap
Description When this command is enabled, packets received3%Paor with an unknown source MAC address

will be dropped only if the maximum number of MAGdresses for that SAP (se&x-nbr-mac-addr
on page 28phas been reached. If max-nbr-mac-addr has nat $etefor the SAP, enabling discard-
unknown-source has no effect.

When disabled, the packets are forwarded baseldeodetstination MAC addresses.

Theno form of this command causes packets with an unkneaurce MAC addresses to be
forwarded by destination MAC addresses in VPLS.

Default no discard-unknown-source

config>service>vpls
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ETH-CFM Service Commands

eth-cfm

Syntax
Context

Description

mep

Syntax
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Description

ais-enable

Syntax
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Description
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eth-cfm
config>service>vpls>sap

This command enables the context to configure EFA@arameters.

mep mep-id domain md-index association ma-index [direction {up | down }]
no mep mep-id domain md-index association ma-index

config>service>vpls>sap>eth-cfm

This command configures the ETH-CFM maintenanceeimi (MEP).

mep-id —Specifies the maintenance association end pointifds.
Values 1—8191

md-index —Specifies the maintenance domain (MD) index value.
Values 1 — 4294967295

ma-index —Specifies the MA index value.
Values 1 — 4294967295

direction up| down —Indicates the direction in which the maintenanameistion (MEP) faces on

the bridge port. Direction is not supported whevilgP is created directly under the vpls>eth-
cfm construct (vVMEP).

down — Sends ETH-CFM messages away from the MA&y/rehtity.
up — Sends ETH-CFM messages towards the MAC reititye

[no] ais-enable

This command enables the generation and the recepftiAlS messages.
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client-meg-level

Syntax

Context

Description

Parameters

interval
Syntax
Context

Description

Parameters

priority
Syntax
Context

Description

Parameters

ccm-enable

Syntax

Context

client-meg-level [[level [level ...]]
no client-meg-level

This command configures the client maintenanceyegtoup (MEG) level(s) to use for AIS message
generation. Up to 7 levels can be provisioned withrestriction that the client MEG level must be
higher than the local MEG level.

level —Specifies the client MEG level.
Values 1—7
Default 1

interval {1 | 60}
no interval

This command specifies the transmission intervall& messages in seconds.

1| 60 —The transmission interval of AIS messages in sesond
Default 1

priority priority-value
no priority

This command specifies the priority of AIS messaggginated by the node.

priority-value —Specify the priority value of the AlIS messagesiogtgd by the node.
Values 0—7
Default 1

[no] ccm-enable

config>service>vpls>sap>eth-cfm>mep
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This command enables the generation of CCM messages
Theno form of the command disables the generation of GGd4sages.

ccm-Itm-priority  priority
no ccm-Itm-priority

config>service>vpls>sap>eth-cfm>mep
This command specifies the priority value for CCatal LTMs transmitted by the MEP.
Theno form of the command removes the priority valuerfrine configuration.
The highest priority on the bridge-port.
priority — Specifies the priority of CCM and LTM messages.
Values 0—7

[no] eth-test-enable
config>service>vpls>sap>eth-cfm>mep

For ETH-test to work, operators need to configufélHest parameters on both sender and receiver
nodes. The ETH-test then can be done using thewoly OAM commands:

oam eth-cfm eth-teshac-addressnepmep-iddomainmd-indexassociationma-indexpriority
priority] [data-lengthdata-length

A check is done for both the provisioning and testnsure the MEP is an Y.1731 MEP (MEP
provisioned with domain format none, associatiamnfat icc-based). If not, the operation fails. An
error message in the CLI and SNMP will indicate pheblem.

test-pattern {all-zeros | all-ones } [crc-enable ]
no test-pattern

config>service>vpls>sap>eth-cfm>mep>eth-test-enable

This command configures the test pattern for eshftames.

Theno form of the command removes the values from thigaration.

all-zeros —Specifies to use all zeros in the test pattern.

all-ones —Specifies to use all ones in the test pattern.
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crc-enable —Generates a CRC checksum.

Default all-zeros

bit-error-threshold

Syntax

Context

Description

bit-error-threshold  <errors>
no bit-error-threshold

config>service>vpls>sap>eth-cfm>mep
config>service>epipe>spoke-sdp>eth-cfm>mep

This command is used to specify the threshold vafust errors.

fault-propagation-enable

Syntax

Context

Description

Parameters

fault-propagation-enable {use-if-tlv | suspen d-ccm}
no fault-propagation-enable

config>service>epipe>sap>eth-cfm>mep
config>service>epipe>spoke-sdp>eth-cfm>mep

This command configures the fault propagation lier MEP.

use-if-tlv —Specifies to use the interface TLV.

suspend-ccm -Specifies to suspend the continuity check messages.

low-priority-defect

Syntax

Context

Description

Default

low-priority-defect  {allDef [macRemErrXcon |remErrXcon |errXcon [xcon [noXcon }

This command specifies the lowest priority deféet is allowed to generate a fault alarm.

macRemErrXcon
Values allDef DefRDICCM, DefMACstatus, DefRemoteCCM, Defar€CM,
and DefXconCCM
macRemErrXcon
Only DefMACstatus, DefRemoteCCM, DefErrorCCM, and
DefXconCCM

remErrXcon Only DefRemoteCCM, DefErrorCCM, and Def€CM
errXcon Only DefErrorCCM and DefXconCCM

xcon Only DefXconCCM; or

noXcon No defects DefXcon or lower are to be repbrte
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mac-address
Syntax mac-address mac-address
no mac-address

Context config>service>vpls>sap>eth-cfm>mep

Description This command specifies the MAC address of the MEP.

Theno form of this command reverts the MAC address efMEP back to that of the port (if the
MEP is on a SAP) or the bridge (if the MEP is cgpake).

Parameters mac-address —-Specifies the MAC address of the MEP.

Values 6-byte mac-address in the form of XX:XX:XX:XX: XX @K XX-XX-XX-XX-XX-XX Of the

MEP. Must be unicast. Using the all zeros addressjuivalent to the no form of
this command.

one-way-delay-threshold

Syntax one-way-delay-threshold  seconds

Context config>service>vpls>sap>eth-cfm>mep

Description This command enables/disables eth-test functignafitMEP.

Parameters seconds —Specifies the one way delay threshold, in seconds.
Values 0..600
Default 3

limit-mac-move
Syntax limit-mac-move [blockable | non-blockable ]
no limit-mac-move

Context config>service>vpls>sap

Description This command indicates whether or not the mac-nagent, when enabled using

config>service>vpls>mac-mover config>service>epipe>mac-movewill limit the MAC re-learn
(move) rate on this SAP.

Default blockable

Parameters blockable —The agent will monitor the MAC re-learn rate on %P, and it will block it when the

re-learn rate is exceeded.

non-blockable —When specified, this SAP will not be blocked, andther blockable SAP will be
blocked instead.
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Syntax
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[no] mac-pinning
config>service>vpls>sap

Enabling this command will disable re-learning oA®! addresses on other SAPs within the VPLS.
The MAC address will remain attached to a given $@Riuration of its age-timer.

The age of the MAC address entry in the FIB ishgethe age timer. If mac-aging is disabled on a
given VPLS service, any MAC address learned on B &#&h mac-pinning enabled will remain in
the FIB on this SAP forever. Every event that woatlderwise result in re-learning will be logged
(MAC address; original-SAP; new-SAP).

max-nbr-mac-addr

Syntax

Context

Description

Default

Parameters

statistics

Syntax
Context

Description

max-nbr-mac-addr table-size
no max-nbr-mac-addr

config>service>vpls>sap
config>service>vpls>spoke-sdp
config>service>vpls>endpoint

This command specifies the maximum number of FDenfor both learned and static MAC
addresses for this SAP.

When the configured limit has been reached, amthdisunknown-source has been enabled for this
SAP, packets with unknown source MAC addressesheillliscarded.

Theno form of the command restores the global MAC laagrimitations for the SAP.
no max-nbr-mac-addr

table-size —Specifies the maximum number of learned and s¢atidges allowed in the FDB of this
service.

Values 1—8191

statistics
config>service>vpls>sap

This command enables the context to configure thmiers associated with SAP ingress and egress.
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egress

Syntax
Context

Description

ingress

Syntax

Context

Description

egress
config>service>vpls>sap>statistics

This command enables the context to configure giness SAP statistics counter and set the mode of
the counter.

This counter counts the number of packets forwatdemigh the SAP.

ingress

config>service>epipe>sap>statistics

This command enables the context to configurengeess SAP statistics counter.
For 7210 E, by default, SAP ingress counters asecated with a SAP and cannot be disabled.

In 7210 SAS-D devices, for access-uplink SAPs tigedss counters are not enabled by default. For
access SAPs if the ingress counter is enabled faylieit can be disabled.

The two types of ingress SAP counters are:
« A counter that counts the total packets or octsived on the SAP

» A counter associated with meters defined in th& Qolicy of the SAP. This counter counts the
in-profile and out-of-profile packets or octetse®@d on the SAP.

forwarded-count

Syntax

Context

Description
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[no] forwarded-count

config>service>vpls>sap>statistics>egress
config>service>vpls>sap>statistics>egress
config>service>ies>sap>statistics>egress

Platform supported: 7210 SAS-D

This command associates a counter with the SAPc®heter counts the number of packets
forwarded through the SAP.

A limited amount of such counters are availableuee with access SAPs and access-uplink SAPs.

Use this command before enabling applicable acaogin¢cord collection on the SAP to associate a
counter with the SAP.

Theno form of this command disables the packet count.
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packets-forwarded-count

Syntax [no] packets-forwarded-count

Context config>service>vpls>sap>statistics>egress
Platform supported: 7210 SAS-E

Description This command associates a counter with the SAPc®hater counts the number of packets
forwarded through the SAP.

A limited amount of such counters are availableu®e with access SAPs and access-uplink SAPs.

Use this command before enabling applicable acauyinécord collection on the SAP to associate a
counter with the SAP.

Theno form of this command disables the packet count.

static-mac

Syntax [no] static-mac ieee-mac-address [create ]
Context config>service>vpls>sap

Description This command creates a local static MAC entry enVirtual Private LAN Service (VPLS)
forwarding database (FDB) associated with the Sermiccess Point (SAP).

In a VPLS service, MAC addresses are associatéddanBervice Access Point (SAP). MACs
associated with a SAP are classified as local MACs.

Local static MAC entries create a permanent MACrasislto SAP association in the forwarding
database for the VPLS instance so that MAC addvékeot be learned on the edge device.

Note that static MAC definitions on one edge dewoe not propagated to other edge devices
participating in the VPLS instance, that is, eadfeedevice has an independent forwarding database
for the VPLS.

Only one static MAC entry (local or remote) candedined per MAC address per VPLS instance.
By default, no static MAC address entries are aefifor the SAP.

Theno form of this command deletes the static MAC entithwthe specified MAC address
associated with the SAP from the VPLS forwardintptase.

Parameters ieee-mac-address -Specifies the 48-bit MAC address for the static AREhe form
aa:bb:cc.dd:eeff or aa-bb-cc-dd-eeff whereaa, bb, cc, dd, eeandff are hexadecimal numbers.
Allowed values are any non-broadcast, non-multit®€C and non-IEEE reserved MAC
addresses.

create —This keyword is mandatory when specifying a sttt&C address.
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managed-vlan-list

Syntax
Context
Description
default-sap
Syntax
Context
Description
range
Syntax
Context
Description
Default
Parameters
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managed-vlan-list
config>service>vpls>sap

This command enables the context to configure VLrANges to be managed by a management
VPLS. The list indicates, for each SAP, the rangfessociated VLANSs that will be affected when
the SAP changes state.

This command is only valid when the VPLS in whitisientered was created as a management
VPLS.

[no] default-sap
config>service>vpls>sap>managed-vian-list

This command adds a default SAP to the managed VIigtN
Theno form of the command removes the default SAP tartaeaged VLAN list.

[no] range vlan-range

config>service>vpls>sap>managed-vian-list

This command configures a range of VLANS on an s€@®rt that are to be managed by an existing
management VPLS.

This command is only valid when the VPLS in whitksientered was created as a management
VPLS, and when the SAP in which it was entered evaated on an Ethernet port with encapsulation
type of dotlq or ging, or on a Sonet/SDH port vatitapsulation type of bcp-dotlq.

To modify the range of VLANS, first the new rand®ald be entered and afterwards the old range
removed. Sedlodifying VPLS Service Parameters on page.232

None

vlan-range —Specify the VLAN start value and VLAN end value.€Ténd-vlan must be greater than
start-vlan. The format is <start-vlan>-<end-vlan>

start-vlan: 0 — 4094
end-vlan: 0 — 4094

Values

7210 SAS D, E, K OS Services Guide



Virtual Private LAN Services

VPLS Filter and QoS Policy Commands

egress

Syntax

Context

Description

ingress

Syntax

Context

Description

filter

Syntax

Context

Description

egress

config>service>vpls>sap
config>service>ies>sap

This command enables the context to configure edikar policies.
If no egress filter is defined, no filtering is perfomine

ingress

config>service>vpls>sap
config>service>ies>sap

This command enables the context to configure BRYBAP Quality of Service (QoS) policies and
filter policies.

If no sap-ingress QoS policy is defined, the systiefiault sap-ingress QoS policy is used for ingress
processing. If no ingress filter is defined, neefiing is performed.

filter ip ip-filter-id
filter ipv6 ipv6-filter-id
filter mac mac-filter-id

config>service>vpls>sap>egress
config>service>vpls>sap>ingress
config>service>ies>sap>egress
config>service>ies>sap>ingress

This command associates an IP filter policy or Mfi{tér policy with an ingress or egress Service
Access Point (SAP) or IP interface.

Filter policies control the forwarding and droppioigpackets based on IP or MAC matching criteria.
There are two types of filter policies: IP and MAQnly one type may be applied to a SAP at a time.

Thefilter command is used to associate a filter policy &iipecified filter ID with an ingress or
egress SAP. The filter ID must already be definefbie thefilter command is executed. If the filter
policy does not exist, the operation will fail azua error message returned.
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In general, filters applied to SAPs (ingress oresgj apply to all packets on the SAP. One exception
is non-IP packets are not applied to IP matchriaitso the default action in the filter policy &ipp
to these packets.

Theno form of this command removes any configured fili2rassociation with the SAP or IP
interface. The filter ID itself is not removed frahe system.

Special Cases  VPLS — Both MAC and IP filters are supported on a VPLS/mer SAP.
Parameters ip ip-filter-id — Specifies IP filter policy. The filter ID must alidy exist within the created IP filters.
Values 1 —65535

ipv6 ipv6-filter-id —Specifies the IPv6 filter policy. The filter ID mualready exist within the
created IPV6 filters.

Values 1 — 65535

mac mac-filter-id— Specifies the MAC filter policy. The specified &ltID must already exist within
the created MAC filters. The filter policy mustedidy exist within the created MAC filters.

Values 1 — 65535

gos
Syntax gos policy-id
no gqos
Context config>service>vpls>sap>ingress
Description This command associates a Quality of Service (@o#3y with an ingress Service Access Point

(SAP) or IP interface.

QoS ingress policies are important for the enforanof SLA agreements. The policy ID must be
defined prior to associating the policy with a SKRhe policy-id does not exist, an error will be
returned.

Thegqoscommand is used to associate ingress apoliciesgd®eommand only allows ingress
policies to be associated on SAP ingress. Attetapassociate a QoS policy of the wrong type
returns an error.

Only one ingress QoS policy can be associatedavBAP at one time. Attempts to associate a
second QoS policy of a given type will return aroer

By default, if no specific QoS policy is associateith the SAP for ingress , so the default QoSqoli
is used.

Theno form of this command removes the QoS policy assiocidrom the SAP, and the QoS policy
reverts to the default.

policy-id —The ingress policy ID to associate with SAP on@sgr The policy ID must already exist.
Values 1 — 65535
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aggregate-meter-rate

Syntax  aggregate-meter-rate rate-in-kbps [burst burst-in-kbits]
no aggregate-meter-rate

Context config>service> vpls> sap> ingress
config>service>epipe> sap> ingress
config>service> ies> sap> ingress
config>service>vprn> sap> ingress

Description This command allows the user to configure the S@dtegate policer. The rate of the SAP aggregate
policer must be specified by the user. The usenpdionally specify the burst size for the SAP
aggregate policer. The aggregate policer monitergraffic on different FCs and determines the
destination of the packet. The packet is eithavémded to an identified profile or dropped.

Note: The sum of CIR of the individual FCs configuratter the SAP cannot exceed the PIR rate
configured for the SAP. Though the 7210 SAS soféndwes not block this configuration, it is not
recommended for use.

The table below provides information about thelfatiaposition of the packet based on the operating
rate of the per FC policer and the per SAP aggecgalicer:

Per FC meter Per FC SAP aggre- SAP aggre- Final Packet
Operating Assigned gate meter gate meter Color
Rate Color Operating color
Rate
Within CIR Green Within PIR Green Green or
In-profile
Within CIR* Green Above PIR Red Green or
In-profile
Above CIR, Yellow Within PIR Green Yellow or
Within PIR Out-of-Profile
Above CIR, Yellow Above PIR Red Red or
Within PIR Dropped
Above PIR Red Within PIR Green Red or
Dropped
Above PIR Red Above PIR Red Red or
Dropped

Table 21: Final Disposition of the packet basegpenFC and per SAP policer or meter.

Note*: The row number 2 in the above table is mabmmended for use. For more informa-
tion on this, see the Note in thadgregate-meter-raté description.

When the SAP aggregate policer is configured, @2p#6licer can be only configured in “trtcm2”
mode (RFC 4115).

Note: The meter modes “srtcm” and “trtcm1” are ugethe absence of an aggregate meter.
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Default

Parameters

The SAP ingress meter counters increment the paclatet counts based on the final disposition of
the packet.

If ingress Frame-based accounting is used, the &ylregate meter rate accounts for the Ethernet
frame overhead. The system accounts for 12 byt#s®fnd 8 bytes of start delimiter.

Theno form of the command removes the aggregate pdiioar use.
no aggregate-meter-rate
rate-in-kbps —Specifies the rate in kilobits per second.

Values 0 — 20000000 | max

Default max

burst <burst-in-kilobits> —Specifies the burst size for the policer in kilsbiThe burst size cannot
be configured without configuring the rate.

Values 4 —2146959
Default 512

accounting-policy

Syntax

Context

Description

Default

Parameters

collect-stats

Syntax

Context
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accounting-policy  acct-policy-id
no accounting-policy
config>service>vpls>sap

Note: This command is not applicable for access upBARs.

This command creates the accounting policy cortettcan be applied to a SAP.

An accounting policy must be defined before it barassociated with a SAP.

If the policy-id does not exist, an error message is generated.

A maximum of one accounting policy can be assodiai¢h a SAP at one time. Accounting policies
are configured in theonfig>log context.

Theno form of this command removes the accounting pdisgociation from the SAP, and the
acccounting policy reverts to the default.

Default accounting policy.

acct-policy-id —Enter the accountingolicy-id as configured in theonfig>log>accounting-policy
context.

Values 1—99

[no] collect-stats

config>service>vpls>sap

Note: This command is not applicable for access upBAlPs.
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Description This command enables accounting and statistical catection for either the SAP, network port, or
IP interface. When applying accounting policiesdiaga, by default, is collected in the appropriate
records and written to the designated billing file.

When theno collect-statscommand is issued the statistics are still accatedlby the cards.
However, the CPU will not obtain the results anidtevthem to the billing file. If a subsequent
collect-statscommand is issued then the counters written tdilling file include all the traffic
while theno collect-statscommand was in effect.

Default no collect-stats
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IGMP Snooping Commands

fast-leave

Syntax
Context

Description

Default

from-vpls

Syntax

Context

Description

Default

Parameters

group

Syntax
Context

Description

Default
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[no] fast-leave
config>service>vpls>sap>igmp-snooping

This command enables fast leave. When IGMP fastlgaocessing is enabled, the 7210 SAS E will
immediately remove a SAP from the multicast grolyewit detects an IGMP “leave” on that SAP.
Fast leave processing allows the switch to remdSAR that sends a 'leave' from the forwarding
table without first sending out group-specific gasrto the SAP, and thus speeds up the process of
changing channels ('zapping’).

Fast leave should only be enabled when thereirggéesreceiver present on the SAP.
When fast leave is enabled, the configured last-berquery-interval value is ignored.

no fast-leave

from-vpls service-id
no from-vpls

config>service>vpls>sap>igmp-snooping>mvr

This command configures the VPLS from which mukiidaaffic is copied upon receipt of an IGMP
join request. IGMP snooping must be enabled oMY& VPLS.

no from-vpls

service-id —Specifies the MVR VPLS from which multicast charmstould be copied into this
SAP.

Values service-id 1 — 2147483648

[no] group grp-address
config>service>vpls>sap>igmp-snooping>static

This command adds a static multicast group as@ (*When a static IGMP group is added, multicast
data for that (*,g) or (s,9) is forwarded to thesific SAP without receiving any membership report
from a host.

none
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Syntax

Context

Description

Default

Parameters

igmp-snooping

Syntax

Context

Description

Default
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grp-address —Specifies an IGMP multicast group address thativesadata on an interface. The IP
address must be unique for each static group.

group-policy policy-name
no group-policy

config>service>vpls>igmp-snooping>mvr

This command identifies filter policy of multicagtoups to be applied to this VPLS entity. The
sources of the multicast traffic must be a memi¢n® VPLS.

Theno form of the command removes the policy associdtiom the VPLS configuration.

No group policy is specified.

policy-name —The group policy name. Allowed values are any gttip to 32 characters long
composed of printable, 7-bit ASCII charactersh# string contains special characters (#, $, spaces
etc.), the entire string must be enclosed withinlde quotes. Routing policies are configured in the
config>router>policy-options context. The routetipp must be defined before it can be imported.

igmp-snooping

config>service>vpls
config>service>vpls>sap

This command enables the Internet Group ManagePRrembdcol (IGMP) snooping context.

none

max-num-sources

Syntax

Context

Description

Parameters

max-num-sources max-num-sources
Nno max-num-sources

config>service>vpls>sap>igmp-snooping

This command configures the maximum number of roagti sources allowed per group.

Theno form of the command removes the value from thdigaration.

max-num-sources -Specifies the maximum number of multicast sourdlesvad per group.
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import

Syntax

Context

Description

Default

Parameters

Values 1— 2047

import policy-name
no import

config>service>vpls>sap>igmp-snooping

This command specifies the import routing policyoused for IGMP packets to be used on this
SAP. Only a single policy can be imported on algi®AP at any time.

Theno form of the command removes the policy associdtiom the SAP.
no import — No import policy is specified.

policy-name —The import policy name. Values can be string upZ@haracters long of printable, 7-
bit ASCII characters. If the string contains speclaracters (#, $, spaces, etc.), the entiregstrin
must be enclosed within double quotes. These psliaie configured in thenfig>router>
policy-options context The router policy must be defined befo@n be imported.

last-member-query-interval

Syntax

Context

Description

Default

Parameters

last-member-query-interval  tenths-of-seconds
no last-member-query-interval

config>service>vpls>sap>igmp-snooping

This command configures the maximum response tsae in group-specific queries sent in
response to ‘leave’'messages, and is also the ambtinte between 2 consecutive group-specific
gueries. This value may be tuned to modify theddatency of the network. A reduced value results
in reduced time to detect the loss of the last neroba group.

The configured last-member-query-interval is igbnnen fast-leave is enabled on the SAP.

10

seconds —Specifies the frequency, in tenths of seconds hét¢iwquery messages are sent.
Values 1—50

max-num-groups

Syntax

Context

Description
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max-num-groups count
Nno max-num-groups

config>service>vpls>sap>igmp-snooping

This command defines the maximum number of multigesups that can be joined on this SAP. If

the node receives an IGMP join message that wowddesl the configured number of groups, the
request is ignored.
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Parameters

mrouter-port

Syntax
Context

Description

Default

mvr

Syntax

Context

Description

guery-interval

Syntax

Context
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No Max-num-groups

count —Specifies the maximum number of groups that cajoibed on this SAP.

Values 1— 2047

[no] mrouter-port
config>service>vpls>sap>igmp-snooping

This command specifies whether a multicast rostattached behind this SAP.

Configuring a SAP or SDP as an mrouter-port willdna double effect. Firstly, all multicast traffic
received on another SAP or SDP will be copied i® 8AP or SDP. Secondly, IGMP reports
generated by the system as a result of someoriagain leaving a multicast group, will be sent to
this SAP or SDP.

If two multicast routers exist in the network, asfehem will become the active querier. While the
other multicast router (non-querier) stops sendiBigP queries, it should still receive reports tege
its multicast trees up to date. To support this,itirouter-port should be enabled on all SAPs orsSDP
connecting to a multicast router.

Note that the IGMP version to be used for the reperLor v2) can only be determined after an ihitia
query has been received. Until such time no re@rgsent on the SAP, even if mrouter-port is
enabled.

If the send-queriescommand is enabled on this SAP or SDP, the mrgagtdrparameter can not be
set.

no mrouter-port

mvr

config>service>vpls>igmp-snooping
config>service>vpls>sap>igmp-snooping

This command enables the context to configure Madti VPLS Registration (MVR) parameters.

query-interval seconds
no query-interval

config>service>vpls>igmp-snooping
config>service>vpls>sap>igmp-snooping
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Description

Default

Parameters

guery-src-ip

Syntax

Context

Description

This command configures the IGMP query intervathsend-queriescommand is enabled, this
parameter specifies the interval between two cartsecgeneral queries sent by the system on this
SAP. The configured query-interval must be gretitan the configured query-response-interval. If
send-queries is not enabled on this SAP, the cordyquery-interval value is ignored.

125

seconds —Fhe time interval, in seconds, that the routerdnaits general host-query messages.

Values config>service>vpls>igmp-snooping 1-65535
config>service>vpls>sap>igmp-snooping 2 - 1024
query-src-ip ip-address

no query-src-ip
config>service>vpls>igmp-snooping

This command configures the IP source addressind&MP queries.

guery-response-interval

Syntax
Context

Description

Default

Parameters

robust-count

Syntax

Context
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query-response-interval  seconds

config>service>vpls>sap>igmp-snooping

This command configures the IGMP query responsvat. If thesend-queriescommand is
enabled, this parameter specifies the maximum resptime advertised in IGMP queries.

The configured query-response-interval must be leméilan the configured query-interval.

If send-queries is not enabled on this SAP, thdigored query-response-interval value is ignored.
10

seconds —Specifies the length of time to wait to receivesponse to the host-query message from
the host.

Values 1—1023

robust-count robust-count
no robust-count

config>service>vpls>igmp-snooping
config>service>vpls>sap>igmp-snooping
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Default

Parameters

send-queries

Syntax
Context

Description

Default

source

Syntax
Context

Description

Default

Parameters
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If the send-queriescommand is enabled, this parameter allows turan¢hie expected packet loss on
a SAP. The robust-count variable allows tuningtfar expected packet loss on a subnet and is
comparable to a retry count. If this SAP is expédtebe 'lossy', this parameter may be increased.
IGMP snooping on this SAP is robust to (robust-dal)packet losses.

If send-queries is not enabled, this parameterhilignored.
2

robust-count —Specifies the robust count for the SAP.

Values config>service>vpls>sap>igmp-snooping?— 7

config>service>vpls>igmp-snoopingl — 255

[no] send-queries
config>service>vpls>sap>igmp-snooping

This command specifies whether to send IGMP gengraly messages on the SAP.

When send-queries is configured, all type of quegienerate ourselves are of the configured version.
If a report of a version higher than the configuvedsion is received, the report will get dropped a
a new wrong version counter will get incrementédehd-queries is not configured, the version
command has no effect. The version used will bevéision of the querier.

no send-queries

[no] source ip-address
config>service>vpls>sap>igmp-snooping>static>group

This command adds a static (s,g) entry, to alloutioast traffic for a multicast group from a
specified source. For a multicast group, more i@ source address can be specified. Static (s,q)
entries cannot be added, if a starg is previousgted.

Theno form of the command removes the source from tindigaration.
none

ip-address —Specifies the IPv4 unicast address.
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starg
Syntax
Context
Description
Default
static
Syntax
Context
Description
Default
version
Syntax
Context
Description
Parameters
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[no] starg
config>service>vpls>sap>igmp-snooping>static>group

This command adds a static (*,g) entry to allowtiaskt traffic for the corresponding multicast
group from any source. This command can only béledaf no existing source addresses for this
group are specified.

Theno form of the command removes the starg entry frloenconfiguration.

no starg

static
config>service>vpls>sap>igmp-snooping

This command enables access to the context togroefstatic group addresses. Static group
addresses can be configured on a SAP. When preisiesit as a (*, g) entry, multicast packets
matching the configuration will be forwarded evéna join message was registered for the specific

group.

none

version version
no version

config>service>vpls>sap>igmp-snooping

This command specifies the version of IGMP whichuisning on this SAP. This object can be used
to configure a router capable of running eitheugalFor IGMP to function correctly, all routers @n
LAN must be configured to run the same versionGi¥IP on that LAN.

When thesend-querycommand is configured, all type of queries gereoatrselves are of the
configuredversion. If a report of a version higher than the confegiversion is received, the report
gets dropped and a new “wrong version” countemésamented.

If the send-querycommand is not configured, thersion command has no effect. The version used
on that SAP orwill be the version of the querier.

version —Specify the IGMP version.

Values 1,2, 3
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to-sap sap-id
no to-sap

config>service>vpls>sap>igmp-snooping>mvr
This command configures the SAP to which the madticlata needs to be copied.

In some scenarios, the multicast traffic shouldbetopied from the MVR VPLS to the SAP on
which the IGMP message was received (standard M&our) but to another SAP.

no to-sap

sap-id —Specifies the SAP to which multicast channels ghbel copied.
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Internet Enhanced Service

In This Chapter

This chapter provides information about Interneh&iced Services , the process
overview, and implementation notes.NOTE: IES isigieed for in-band management
of the node.

Topics in this chapter include:

* |ES Service Overview on page 304
¢ |ES Features on page 306
- |IP Interfaces on page 306
— Subscriber Interfaces on page 315
- Encapsulations on page 308
- CPE Connectivity Check on page 572
— CPE Connectivity Check on page 308
- QoS Paolicies on page 308
- Filter Policies on page 309
« Configuring an IES Service with CLI on page 313
e Basic Configuration on page 314
« Common Configuration Tasks on page 316
* Service Management Tasks on page 320
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IES Service Overview
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NOTE: IES service (standalone, without being associati#i Routed VPLS) is not supported on
7210 SAS-K.

Internet Enhanced Service (IES) is a routed colivigcservice where the subscriber
communicates with an IP router interface to serdiraneive Internet traffic. An IES has one or
more logical IP routing interfaces each with a SitHch acts as the access point to the
subscriber’s network.

NOTE: In access-uplink mode, IES is primarily desid for in-band management of the node.

IES allows IP interfaces to participate in the sawuting instance used for service network core
routing connectivity. IES services require that iReddressing scheme used by the subscriber be
unique between other provider addressing schentegaantially the entire Internet. While IES is
part of the routing domain, the usable IP addrpasesmay be limited. This allows a portion of the
service provider address space to be reserveefaics IP provisioning, and be administered by a
separate, but subordinate address authority.

IP interfaces defined within the context of an E&Bvice must have a SAP associated as the uplink
access point to the subscriber network. Multipl8 Hervices are created to segregate subscriber
owned IP interfaces.

Subscriber

Network
ALA-1

085G023

Figure 22: Internet Enhanced Service

The IES service provides in-band management coivitgcOther features include:

e Multiple IES services are created to separatai€rfaces.
< More than one IES service can be created forglesitustomer ID.

« More than one IP interface can be created wittiimgle IES service ID. All IP interfaces
created within an IES service ID belong to the saosomer.
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In access-uplink mode, the IES services provideoifhectivity to the node for in-band
management of the node. Most of the managemerd sagiported with the out-of-band
management port are supported with in-band manageme
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This section describes various general serviceifeatand any special capabilities or
considerations as they relate to IES services.

IP Interfaces

IES customer IP interfaces can be configured witistof the options found on the core IP
interfaces. The advanced configuration options stipg are:

e ICMP Options
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IPv6 support for IES IP interfaces associated with Access-Uplink
SAPs

In access-uplink mode, IES IP interfaces associatdaccess-uplink SAPs support IPv6
addressing. IPv6 can be used for in-band managenfi¢me node using the IES IP interface.

NOTE: IPv6 IES IP interfaces on access-uplink SAPsippsrted only on 7210 SAS-D. It is not
supported for 7210 SAS-E and 7210 SAS-K.

In 7210 SAS-D, IPv4 and IPv6 route table lookupiestare shared. Before adding routes for
IPv6 destinations, route entries in the routed lgotable needs to be allocated for IPv6 addresses.
This can be done using the CLI commaotfig> system> resource-profile> router> max-ipv6-
routes This command allocates route entries for /64 Ipndix route lookups. The system does
not allocate any IPv6 route entries by default aser needs to allocate some resources before
using IPv6. For the command to take effect, theenodst be rebooted after making the change.
For more information, see the example below and#2i® SAS Basic System Configuration
Guide.A separate route table is used for IPv6 Mi2@refix route lookup. A limited amount of
IPv6 /128 prefixes route lookup entries is suppbadre 7210 SAS-D. The software enables
lookups in this table by default (in other wordsus®r configuration is required to enable IPv6 /
128-bit route lookup).

NOTE: In 7210 SAS-D, IPv6 interfaces are allowed tacheated without allocating IPv6 route
entries.

Following features and restrictions is applicaloelPv6 IES IP interfaces:

« |IPv6 interfaces supports only static routing.

e Only port-based ingress QoS policies are supported

» |IPv6 filter policies can be used on SAP ingress egress.

* Routing protocols, such as OSPFv3, and otheraarsupported.

A limited amount of IPv6 /128 prefixes route lookemptries is supported on 7210 SAS-D .
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Encapsulations

In 7210 SAS-D the following Access SAP encapsulatiosupported on IES services in both
network mode and access-uplink mode:

e Ethernet null
* Ethernet dotlq
e Ethernet QinQ

NOTE: 7210 SAS-E does not support access SAP basedi&$aces.
In 7210 SAS-D and 7210 SAS-E, the following acagskink SAP encapsulations are supported:

* Etherent QinQ (access-uplink QinQ SAP)

CPE Connectivity Check

NOTE: This service isupported only in 7210 SAS-D.

Static routes are used within many IES servicesik&dynamic routing protocols, there is no way
to change the state of routes based on availabifitymation for the associated CPE. CPE
connectivity check adds flexibility so that unaaaile destinations will be removed from the
service provider’s routing tables dynamically anidimize wasted bandwidth.

The availability of the far-end static route is ritored through periodic polling. The polling
period is configured. If the poll fails a specifiedmber of sequential polls, the static route is
marked as inactive.

An ICMP ping mechanism is used to test the conwiggtif the connectivity check fails and the
static route is de-activated, the router will cong to send polls and re-activate any routes tieat a
restored.

QoS Policies
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When applied to 7210 SAS IES services, serviceelsgQoS policies only create the unicast
meters defined in the policy. The multipoint metars not created on the service. With IES
services, service egress QoS policies functionitsather services where the class-based queues
are created as defined in the policy.

On 7210 SAS ingress, only meters are supportedl timegplatforms.

Note: QoS policies only create the unicast meters ddfin the policy if PIM is not configured on
the associated IP interface; if PIM is configurdat multipoint meters are applied as well.

In access-uplink mode, IES IP interface associaféitian access SAP supports use of service
ingress QoS policies. IES IP interface associatiétdl an access-uplink SAP does not support use
of service ingress QoS policies. IES IP interfaagsociated with an access-uplink SAP share the
port based ingress and egress QoS policies.

Note that both MAC and IPv4 criteria can be usethénQoS policies for traffic classification in
an IES.

CPU QoS for IES interfaces in access-uplink mode

In access-uplink mode, IES IP interface bound twed VPLS services, IES IP interface on access
SAPs and IES IP interface on Access-Uplink SAPgasigned for use with inband management
of the node. Consequently, they share a commauf sgieues for CPU bound management traffic.
All CPU bound traffic is policed to pre-definedeatbefore being queued into CPU queues for
application processing. The system uses meterggmication or a set of applications. It does not
allocate meters per IP interface. The possibilft¢ BU overloading has been reduced by use of
these mechanisms. Users must use appropriate tyquolicies either on the node or in the
network to ensure that this does not happen.

Filter Policies

In access-uplink mode, only IP filter policies damapplied to IES service when either access
SAP or access-uplink SAP is associated with theicer
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Configuring an IES Service with CLI

This section provides information to configure I&3vices using the command line interface.
Topics in this section include:
» Basic Configuration on page 314
* Common Configuration Tasks on page 316
- Configuring IES Components on page 317
— Configuring an IES Service on page 317
— Configuring IES Interface Parameters on page 318
» Configuring SAP Parameters on page 319
» Configuring VRRP on page 581
» Service Management Tasks on page 320
- Modifying IES Service Parameters on page 320
- Deleting an IES Service on page 321
- Disabling an IES Service on page 322
- Re-Enabling an IES Service on page 322
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Basic Configuration

Page 314

The most basic IES service configuration has tHeviing entities:
e Customer ID (refer t&€onfiguring Customers on page)59
» An interface to create and maintain IP routingifdces within IES service ID.
* A SAP on the interface specifying the access aod encapsulation values.

The following example displays a sample configuraibf an IES service on ALA-48 on an
access-uplink SAP (applicable for access-uplink enoaly).

*A:ALA-48>config>service# info

ies 1000 customer 50 create
description "to internet”
interface "to-web" create
address 10.1.1.1/24
sap 1/1/5:0.* create
exit
exit
no shutdown

*A:ALA-48>config>service#

The following example displays a sample configuraibf an IES service on ALA-50.
*A:ALA-50>config>service# info

ies 1000 customer 50 vpn 1000 create
description "to internet”
interface "to-web" create
address 10.1.1.1/24
sap 1/1/10:100 create
exit
exit
no shutdown

*A:ALA-50>config>service#

The following example displays a basic IES sergoefiguration for IPv6, along with the use of
max-ipv6-routes.

The following displays an example of allocation®¥6 routes on the node.
*A:7210SAS>config>system>res-prof# info

max-ipv6-routes 1000

NOTE: The node must be rebooted after the abovegeha
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*A:7210SAS>config>service# info

ies 1000 customer 50 vpn 1000 create
description "to inband-mgmt"
interface "to-mgmt" create
ipv6
address 10::1/24
sap 1/1/10:100 create
exit
exit
no shutdown

*A:7210SAS>config>service#
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Common Configuration Tasks

This section provides a brief overview of the tafiet must be performed to configure IES
services and provides the CLI commands.

1. Associate an IES service with a customer ID.
Associate customer ID with the service.

2

3. Assign an IP address.
4. Create an interface.

5

Define SAP parameters on the interface
- Select node(s) and port(s).
- Optional — select filter policies (configured iretbonfig>filter context).

6. Enable service.
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Configuring IES Components

Use the CLI syntax to configure the following eiett
» Configuring an IES Service on page 317
» Configuring IES Interface Parameters on page 318
- Configuring SAP Parameters on page 319
- Configuring VRRP on page 581

Configuring an IES Service

Use the following CLI syntax to create an IES seavi
The following example displays a basic IES serggefiguration.

A:ALA-48>config>service#

ies 1001 customer 1730 create
description "to-internet"
no shutdown

exit

A:ALA-48>config>service#
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Configuring IES Interface Parameters

The following example displays an IES configuratieith interface parameters in access-uplink
mode:

*A:7210-SAS>config>service>ies>if# info

arp-timeout 10000
allow-directed-broadcasts
icmp

ttl-expired 120 38
exit
ip-mtu 1000

*A:7210-SAS>config>service>ies>if#
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Configuring SAP Parameters

A SAP is a combination of a port and encapsulgimrameters which identifies the service access
point on the interface and within the router. ES&P must be unique within a router.

When configuring IES access SAP parameters, a i€)as policy is applied to each SAP ingress
. Additional QoS policies must be configured in tdomfig>qos context. Filter policies are
configured in the config>filter context and musteblicitly applied to a SAP. There are no
default filter policies.

Only in 7210 SAS-D, SAP ingress Qos policy is supgubonly for access SAPs. It is not
supported for access-uplink SAP. Access-uplink S@Rdoth 7210 SAS-E and 7210 SAS-D) use
the port based ingress and egress QoS policies.

This example displays an IES SAP configuration.

*A:ALA-A>config>service>ies>if# info

address 10.10.36.2/24
sap 1/1/3:100 create
ingress
gos 101
exit
exit

*A:ALA-A>config>service>ies>if#
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Service Management Tasks

This section discusses the following service mameage tasks:
* Modifying IES Service Parameters on page 320
» Deleting an IES Service on page 321

Modifying IES Service Parameters

Existing IES service parameters in the CLI or NM®B be modified, added, removed, enabled or
disabled. The changes are applied immediatelyi sealices when the charges are applied.

To display a list of customer IDs, use 8few service customecommand.
Enter the parameter(s) (such as description andig&Fnation) and then enter the new

information.
The following displays the modified service:

*A:ALA-A>config>service>ies# info

ies 1000 customer 50 create
description "This is a new description"
interface "to-web" create
address 10.1.1.1/24
mac 00:dc:98:1d:00:00
sap 1/1/5:0.* create
exit
exit
no shutdown
exit

*A:ALA-A>config>service#
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Deleting an IES Service

An |IES service cannot be deleted until SAPs aneliates are shut dovamd deleted and the
service is shutdown on the service level.

Use the following CLI syntax to delete an IES seevi

CLI Syntax: config>service#
[no] ies service-id
shutdown
[no] interface i p-int-nane
shutdown
[no] sap sap-id
shutdown
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Disabling an IES Service

An IES service can be shut down without deletireysbrvice parameters.

CLI Syntax: config>service> ies service-id
shutdown

Re-Enabling an IES Service
To re-enable an IES service that was shut down.

CLI Syntax: config>service> ies service-id
[no] shutdown

Example : config>service# ies 2000
config>service>ies# no shutdown
config>service>ies# exit
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IES Services Command Reference

Command Hierarchies

« Global Commands on page 323

« Interface Commands on page 323

« Routed VPLS Commands (for devices configured isess-uplink mode) on page 324
* VRRP Commands (applicable only for network modepage 590

* Interface SAP Commands for 7210 SAS-E on page 328

¢ Show Commands on page 329

Global Commands

config
— service

— lesservice-id customercustomer-ifl [creatg [vpn vpn-id

— noiesservice-id
— description description-string
— nodescription
— interface
— nointerface
— service-nameservice-name
— noservice-name
— [no] shutdown

Interface Commands

config
— service
— iesservice-id customercustomer-ifl [creatg [vpn vpn-id]
— [no] interface ip-int-name[create]

— address{ip-address/maskip-address netma}k

— noaddress

— [no] allow-directed-broadcasts

— arp-timeout seconds

— noarp-timeout

— dhep
— description description-string
— no description
— gi-addressip-addresgsrc-ip-addr]
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— nogi-address
— [no] option
— action {replace|drop|keep}
— noaction
— [na] circuit-id [ascii-tuple|ifindex|sap-id|vlan-ascii-
tuple]
— [no] remote-id [mac | string string]
— [no] vendor-specific-option
— [no] client-mac-address
— [no] sap-id
— [no] service-id
— string text
— no string
— [no] system-id
— noserver
— serverserverl[server2..(upto 8 max)]
— [no] shutdown
— [nq] trusted
— delayed-enablesecondgsupported only on 7210 SAS-D)
— no delayed-enable
— description description-string
— no description
— icmp
— mask-reply (supported only on 7210 SAS-D)
— no mask-reply
— redirects [numbersecondp
— noredirects
— ttl-expired [numbersecondp
— no ttl-expired
— unreachables[numbersecondk
— no unreachables
— ip-mtu octets(Supported only on 7210 SAS-D)
— noip-mtu
— [no] loopback
— [no] shutdown
— [no] static-arp ip-address

Routed VPLS Commands (for devices configured in Access-uplink mode)

config
— service
— iesservice-id[customercustomer-idl [vpn vpn-id
— interface ip-interface-namgcreate]
— no interface-interface-name
— vpls service-name
— novpls
— ingress
— v4-routed-override-filter ip-filter-id
— no v4-routed-override-filter
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config
— service

Internet Enhanced Services

— iesservice-id customercustomer-ifl[creatg
— [nq] interface ip-int-name
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— [no] sapsap-id[create]

accounting-policyacct-policy-id
no accounting-policy
collect-stats
no collect-stats
description description-string
no description
ingress
— meter meter-id[create]
— no meter meter-id
— adaptation-rule [pir adaptation-rulé [cir
adaptation-rulg
— cbssize-in-kbytes
— nocbs
— mbssize-in-kbits
— nombs
— mbsmode
— nomode
— nomode
— rate cir cir-rate [pir pir-rate]
— [no] gospolicy-id (only supported on 7210-D access
SAPs)
statistics
— egress
— [no] forwarded-count (only supported in
7210 SAS-D)
— ingress
— counter-mode{in-out-profile-count|forward-
drop-count}
— [no] received-count

— [no] tod-suite tod-suite-name
— [no] shutdown

Page 325



IES Services Command Reference

IES SAP Configuration - QoS and Filter Commands for 7210 SAS-D and SAS-E

config
— service
— iesservice-id[customercustomer-ifl [vpn vpn-id [create]
— [no] interface ip-int-name
— [no] sapsap-id[creatd
— egress
— filter ip ip-filter-id
— filter ipv6 ipv6 -filter-id
— nofilter [ip ip-filter-id] [ipv6 ipv6 -filter-id]
— ingress
— filter ip ip-filter-id
— filter [ipv6 ipv6-filter-id] - SAS-D
— nofilter [ip ip-filter-id] [ipv6 ipv6-filter-id]
— qospolicy-id - SAS-D
— noqos
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IES SAP Configuration - QoS and Filter Commands for 7210 SAS-K

config
— service

— iesservice-id customercustomer-ifl [vpn vpn-id [create]
— [no] interface ip-int-name
— [no] sapsap-id[create]
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— egress

— ingress

agg-shaper-ratecir cir-rate [pir pir-rate]

no agg-shaper-rate

filter [ip ip-filter-id]

filter [ipv6 ipv6 -filter-id]

filter [mac mac-filter-id (app

no filter [ip ip-filter-id] [ipv6 ipv6 -filter-id] [mac
mac-filter-id|

gospolicy-id

no qos

agg-shaper-ratecir cir-rate [pir pir-rate]
no agg-shaper-rate

filter ip ip-filter-id

filter [ipv6 ipv6-filter-id]

no filter [ip ip-filter-id] [ ipv6 ipv6-filter-id]
gospolicy-id

no qos
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Interface IPv6 commands (applicable only to 7210 SAS-D and supported only for
access-uplink SAPSs)

config
— service
— lesservice-id[customercustomer-id [ creatd
— [no] interface ip-int-name|create]
— ipv6
— noipvé6
— [no] addressipv6-address/prefix-length [eui-64] [preferred]
— icmp6
— [no] packet-too-bignumber seconds
— [no] param-problem number seconds
— [no] redirects number seconds
— [no] time-exceedechumber seconds
— [no] unreachablesnumber seconds
— [no] link-local-addressipv6-addresgpreferred]
— [no] local-proxy-nd
— [no] neighbor ipv6-addressnac-address
— [no] proxy-nd-policy policy-nam¢gpolicy-name...(upto 5
max)]
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Show Commands

show
— service
— customer[customer-ifl [ site customer-site-nanje
— sap-using[sap sap-id
— sap-usinginterface [ip-addresd ip-int-namé
— sap-using[ingress| egres$ filter filter-id
— sap-using[ingresqy gos-policygos-policy-id
— service-using[ied [customercustomer-idl
— id service-id
— all
— arp [ip-addresf[macieee-addredsap sap-id|[interface ip-int-namé
— base
— dhep
— statistics[sapsap-id [interface interface-namp
— summary [interface interface-name saps]
— interface [ip-addresq ip-int-namé [detail [summary]

7210 SAS D, E, K OS Services Guide Page 329



IES Services Command Reference

Page 330 7210 SAS D, E, K OS Services Guide



IES Service Configuration Commands

IES Service Configuration Commands

Generic Commands

shutdown

Syntax

Context

Description

Special Cases

description

Syntax

Context

Description

[no] shutdown

config>service>ies
config>service>ies>if

This command administratively disables an entitheWdisabled, an entity does not change, reset, or
remove any configuration settings or statisticee ©perational state of the entity is disabled dt we
as the operational state of any entities contaivigdn. Many objects must be shut down before they
may be deleted.

Services are created in the administratively dostiufdown) state. When ao shutdowncommand
is entered, the service becomes administrativelgngpthen tries to enter the operationally up state
Default administrative states for services andiserentities is described below in Special Cases.

Theno form of this command places the entity into an adstiatively enabled state.

IES — The default administrative status of an IES serisodown. While the service is down, all its
associated virtual router interfaces will be operatlly down. The administrative state of the sesvi
is not reflected in the administrative state of ¢freual router interface.

For example if: 1) An IES service is operational andassociated interface is shut down.
2) The IES service is administratively shutdown anolight back up.
3) The interface shutdown will remain in adminisitra shutdown state.

A service is regarded as operational provideddhatIP Interface is operational.

IES IP Interfaces — When the IP interface is shutdown, it enters thmiadtratively and
operationally down states. For a SAP bound to Ehimterface, no packets are transmitted out the
SAP and all packets received on the SAP will beppeal while incrementing the packet discard
counter.

description long description-string
no description

config>service>ies

This command creates a text description storelarconfiguration file for a configuration context.

Thedescription command associates a text string with a configamatontext to help identify the
content in the configuration file.

Theno form of this command removes the string from theficuration.
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Default No description associated with the configurationtest.

Parameters string —The description character string. Allowed valuesamy string up to 80 characters long
composed of printable, 7-bit ASCII charactersh# string contains special characters (#, $,
spaces, etc.), the entire string must be enclosthihvdouble quotes.
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IES Global Commands

ies
Syntax ies service-id customer customer-id [create ] [vpn vpn-id
no ies service-id
Context config>service

Description This command creates or edits an IES service instan

Theiescommand is used to create or maintain an IntéEnbnced Service (IES). If tiservice-id
does not exist, a context for the service is cokdfeheservice-idexists, the context for editing the
service is entered.

IP interfaces defined within the context of an E&Bvice ID must have a SAP created.

When a service is created, thestomerkeyword andccustomer-idmust be specified and associates
the service with a customer. Thastomer-idmust already exist having been created using the
customercommand in the service context. Once a servicdvbes created with a customer
association, it is not possible to edit the custoassociation. The service must be deleted and
recreated with a new customer association.

Once a service is created, the use ofctiomer customer-ids optional for navigating into the
service configuration context. Attempting to ed#eavice with the incorrectustomer-idspecified
will result in an error.

More than one IP interface may be created wittgingle IES service ID.
By default, no IES service instances exist ungithre explicitly created.

Theno form of this command deletes the IES service imstawith the specifiedervice-id The
service cannot be deleted until all the IP inteefadefined within the service ID have been shutdown
and deleted.

Parameters service-id —The unique service identification number or stiidentifying the service in the service
domain. This ID must be unique to this service aray not be used for any other service of any
type. Theservice-idmust be the same number used for every 7750 SR, B&S and 7710 SR
on which this service is defined.

Values service-id 1— 2147483648

customercustomer-id— Specifies the customer ID number to be associatddtihe service. This
parameter is required on service creation and ogtifor service editing or deleting.
Values 1— 2147483647

vpn vpn-id —Specifies the VPN ID assigned to the service.

Values 1 — 2147483647
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service-name

Syntax

Context

Description

Parameters

Page 334

service-name service-name
no service-name

config>service>ies

This command configures an optional service naméo 64 characters in length, which adds a name
identifier to a given service to then use that eermame in configuration references as well as
display and use service hames in show commandsghouit the system. This helps the service
provider/administrator to identify and manage segsiwithin the 7750 SR, 7450 ESS and 7710 SR
platforms.

All services are required to assign a service |ittally create a service. However, either thevae
ID or the service name can be used o identify afetence a given service once it is initially ceshat

service-name -Specifies a unique service name to identify theiser Service names may not begin
with an integer (0-9).
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IES Interface IPv6 Commands

ipv6
Syntax

Context

Description

address

Syntax
Context

Description

Parameters

icmp6

Syntax

Context

Description
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[no] ipv6

config>service>ies>if
config>service>vprn>if

This command enables the context to configure Bv@n IES interface.

address ipv6-address/prefix-length [eui-64]
no address ipv6-address/prefix-length

config>service>ies>if>ipv6
config>service>vprn>if>ipv6

This command assigns an IPv6 address to the IESace.

ipv6-address/prefix-length -Specify the IPv6 address on the interface.

Values ipv6-address/prefix: ipv6-address  x:x:x:x:x:x:x:¢eight 16-bit pieces)
xaxax:x:x:x:d.d.d.d
x [0 — FFFF]H
d [0 — 255]D
prefix-length 1—128

eui-64 —When theeui-64 keyword is specified, a complete IPv6 address frlmensupplied prefix
and 64-bit interface identifier is formed. The Géibterface identifier is derived from MAC

address on Ethernet interfaces. For interfacesowith MAC address, for example ATM
interfaces, the Base MAC address of the chassis4ad.

icmp6

config>service>ies>if>ipv6
config>service>vprn>if>ipv6

This command configures ICMPv6 parameters for Bt interface.
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packet-too-big
Syntax packet-too-big [number seconds]
no packet-too-big

Context config>service>ies>if>ipv6>icmp6
config>service>vprn>if>ipv6>icmp6

Description This command specifies whether “packet-too-big” IR messages should be sent. When enabled,
ICMPV6 “packet-too-big” messages are generatednisyinterface.

Theno form of the command disables the sending of ICM®B&#tket-too-big” messages.
Default 100 10

Parameters number —Specifies the number of “packet-too-big” ICMPV6 &ges to send in the time frame
specified by thesecondgparameter.

Values 10 — 1000
Default 100

seconds —Specifies the time frame in seconds that is usdichibthe number of “packet-too-big”
ICMPvV6 messages issued.

Values 1—60
Default 10

param-problem

Syntax param-problem [number seconds]
no packet-too-big

Context config>service>ies>if>ipv6>icmp6
config>service>vprn>if>ipv6>icmp6

Description This command specifies whether “parameter-problEDMPv6 messages should be sent. When

enabled’, “parameter-problem” ICMPv6 messages anemted by this interface.
Theno form of the command disables the sending of “patamproblem” ICMPv6 messages.
Default 100 10

number —Specifies the number of “parameter-problem” ICMPw€ssages to send in the time
frame specified by theecondgarameter.

Values 10 — 1000
Default 100

seconds —Specifies the time frame in seconds that is usdithibthe number of “parameter-
problem” ICMPv6 messages issued.

Values 1—60
Default 10
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redirects
Syntax redirects [number seconds]
no redirects

Context config>service>ies>if>ipv6>icmp6
config>service>vprn>if>ipv6>icmp6

Description This command configures ICMPV6 redirect messagdsenénabled, ICMPV6 redirects are
generated when routes are not optimal on this r@ute another router on the same subnetwork has a
better route in order to alert that node that éebebute is available.

When disabled, ICMPV6 redirects are not generated.
Default 100 10

number —Specifies the number of version 6 redirects ateetssued in the time frame specified by

thesecondparameter.
Values 10 — 1000
Default 100
seconds —Specifies the time frame in seconds that is usdichibthe number of version 6 redirects
issued.
Values 1—60
Default 10

time-exceeded

Syntax  time-exceeded [number seconds]
no time-exceeded

Context config>service>ies>if>ipv6>icmp6
config>service>vprn>if>ipv6>icmp6

Description This command specifies whether “time-exceeded” @B messages should be sent. When enabled,
ICMPV6 “time-exceeded” messages are generatedibyntierface.

When disabled, ICMPv6 “time-exceeded” messagesatrsent.
Default 100 10

number —Specifies the number of “time-exceeded” ICMPVv6 ragss are to be issued in the time
frame specified by theecondgarameter.

Values 10 — 1000
Default 100

seconds —Specifies the time frame in seconds that is usdithibthe number of “time-exceeded”
ICMPvV6 message to be issued.

Values 1—60
Default 10
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unreachables

Syntax unreachables [number seconds]
no unreachables

Context config>service>ies>if>ipv6>icmp6
config>service>vprn>if>ipv6>icmp6

Description This command specifies that ICMPVv6 host and netwonrleachable messages are generated by this
interface.

When disabled, ICMPv6 host and network unreachealissages are not sent.
Default 100 10

number —Specifies the number of destination unreachableR€d/messages are issued in the time
frame specified by theecondgarameter.

Values 10 — 1000
Default 100

seconds —Specifies the time frame in seconds that is usditchibthe number of destination
unreachable ICMPv6 messages to be issued.

Values 1—60
Default 10

link-local-address

Syntax link-local-address ipv6-address [preferred]
no link-local-address

Context config>service>ies>if>ipv6
config>service>vprn>if>ipv6

Description This command configures the IPv6 link local address

local-proxy-nd

Syntax [no] local-proxy-nd

Context config>service>ies>if>ipv6
config>service>vprn>if>ipv6

Description This command enables local proxy neighbor discoeerthe interface.

Theno form of the command disables local proxy neightiecovery.
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neighbor

Syntax
Context

Description
Default

Parameters
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proxy-nd-policy  policy-name [policy-name...(up to 5 max)]
no proxy-nd-policy

config>service>ies>if>ipv6
config>service>vprn>if>ipv6

This command applies a proxy neighbor discoverjcpdbr the interface.

policy-name —Specifies an existing neighbor discovery policy pallowed values are any string
up to 32 characters long composed of printablaf ABCII characters. If the string contains
special characters (#, $, spaces, etc.), the esttirey must be enclosed within double quotes.
The specified policy name(s) must already be ddfine

neighbor ipv6-address mac-address
no neighbor ipv6-address

config>service>ies>if>ipv6
config>service>vprn>if>ipv6

This command configures IPv6-to-MAC address mappimghe IES interface.

none

ipv6-address —Fhe IPv6 address of the interface for which to ligpnformation.

Values XXCXXXCX:X:X  (eight 16-bit pieces)
xixix:x:x:x:d.d.d.d
x: [0 — FFFF]H
d: [0 — 255]D
prefix-length [1..128]

mac-address -Specifies the 48-bit MAC address for the IPv6-to-®1Address mapping in the form
aa:bb:cc:dd:ee:ff or aa-bb-cc-dd-ee-ff where aacbpdd, ee and ff are hexadecimal numbers.

Allowed values are any non-broadcast, non-multit®€C and non-IEEE reserved MAC
addresses.
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interface

Syntax

Context

Description

Parameters

interface ip-int-name [create ]
no interface ip-int-name

config>service>ies

This command creates a logical IP routing interfacean Internet Enhanced Service (IES). Once
created, attributes like an IP address and seagcess point (SAP) can be associated with the IP
interface.

Theinterface command, under the context of services, is usetdeamte and maintain IP routing
interfaces within IES service IDs. Theerface command can be executed in the context of an IES
service ID. The IP interface created is associafiéiithe service core network routing instance and
default routing.

Interface names are case sensitive and must baeuniihin the group of defined IP interfaces
defined forconfig service ies interfacdthat is, the network core router instance). fiaisg names
must not be in the dotted decimal notation of aadBress. For example, the name “1.1.1.1" is not
allowed, but “int-1.1.1.1" is allowed. Show commaridr router interfaces use either interface names
or the IP addresses. Use unique IP address vaihged® address names to maintain clarity. It could
be unclear to the user if the same IP addressRuiaddress name values are used. Although not
recommended, duplicate interface names can exiifferent router instances.

When a new name is entered, a new logical routerface is created. When an existing interface
name is entered, the user enters the router isgedantext for editing and configuration.

By default, there are no default IP interface nadefged within the system. All IES IP interfaces
must be explicitly defined. Interfaces are createan enabled state.

Theno form of this command removes IP the interface dhttha associated configuration. The
interface must be administratively shutdown befsseiing theno interface command.

For IES services, the IP interface must be shutdosfare the SAP on that interface may be
removed.

ip-int-name —Specifies the name of the IP interface. Interfammes must be unique within the
group of defined IP interfaces foonfig router interface andconfig service ies interface
commands. An interface name cannot be in the fdramdP address. Interface names can be
from 1 to 32 alphanumeric characters. If the stoogtains special characters (#, $, spaces, etc.),
the entire string must be enclosed within doubletes.

If ip-int-namealready exists within the service ID, the contitt be changed to maintain that
IP interface. lfip-int-namealready exists within another service 1D, an ewdkoccur and
context will not be changed to that IP interfadépiint-namedoes not exist, the interface is
created and context is changed to that interfackifther command processing.
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address

Syntax

Context

Description
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address {ip-address/mask | ip-address netmask} [broadcast [all-ones | host-ones }]
address ip-address mask
no address

config>service>ies>if

This command assigns an IP address and IP subrast,|ES IP router interface. Only one IP address
can be associated with an IP interface. An |IP addnmeust be assigned to each IES IP interface. An IP
address and a mask are used together to creatal dRqorefix. The defined IP prefix must be unique
within the context of the routing instance. It cahaverlap with other existing IP prefixes defirsesl
local subnets on other IP interfaces in the samgng context within the 7210 SAS.

The IP address for the interface can be enteredtiar CIDR (Classless Inter-Domain Routing) or
traditional dotted decimal notation. The show comdsadisplay CIDR notation and is stored in
configuration files.

By default, no IP address or subnet associatiost®rin an IP interface until it is explicitly credt

Use theno form of this command to remove the IP addresgyassent from the IP interface. When
theno addresscommand is entered, the interface becomes opeadiiacdown.

Address Admin state Oper state
No address up down
No address down down
1111 up up
1111 down down

The operational state is a read-only variable &ednly controlling variables are the address and
admin states. The address and admin states ageindient and can be set independently. If an
interface is in an adminstratively up state andadress is assigned, it becomes operationally up.

ip-address —The IP address of the IP interface. Tiraddressportion of theaddresscommand
specifies the IP host address that will be usethbyP interface within the subnet. This address
must be unique within the subnet and specifiecbited decimal notation. Allowed values are IP
addresses in the range 1.0.0.0 — 223.255.255.28% upport of /31 subnets).

| — The forward slash is a parameter delimiter andrseégs thép-addressportion of the IP address
from the mask that defines the scope of the lagahst. No spaces are allowed betweerighe
addressthe /" and themask-lengttparameter. If a forward slash is not immediateljofeing
theip-addressa dotted decimal mask must follow the prefix.

mask-length —Fhe subnet mask length when the IP prefix is sfggtih CIDR notation. When the
IP prefix is specified in CIDR notation, a forwasthsh (/) separates tippaddressrom the
mask-lengtlparameter. The mask length parameter indicatesutmer of bits used for the
network portion of the IP address; the remaindeheflP address is used to determine the host
portion of the IP address. Allowed values are iatedn the range 0 — 30. Note that a mask length
of 32 is reserved for system IP addresses.

mask —The subnet mask in dotted decimal notation. WheriRhprefix is not specified in CIDR
notation, a space separatesifitaddressrom a traditional dotted decimal mask. Thask
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parameter indicates the complete mask that willdsal in a logical ‘AND’ function to derive the
local subnet of the IP address. Allowed valuesdatéed decimal addresses in the range
128.0.0.0 — 255.255.255.252. Note that a mask 6f255.255.255 is reserved for system IP
addresses.

broadcast - —Specifies the broadcast format.

Values all-ones, host-ones

allow-directed-broadcasts

Syntax
Context

Description

Default

arp-timeout

Syntax

Context

Description

Default

Parameters

[no] allow-directed-broadcasts
config>service>ies>if

This command enables the forwarding of directedd#icasts out of the IP interface.

A directed broadcast is a packet received on d tocer interface destined for the subnet broadcas
address on another IP interface. Biew-directed-broadcastscommand on an IP interface enables
or disables the transmission of packets destiné¢lgetsubnet broadcast address of the egress IP
interface.

When enabled, a frame destined to the local sulméis IP interface will be sent as a subnet
broadcast out this interface. Care should be es@doivhen allowing directed broadcasts as it is a
well-known mechanism used for denial-of-servicaeks.

When disabled, directed broadcast packets discatnis egress IP interface will be counted in the
normal discard counters for the egress SAP.

By default, directed broadcasts are not allowedwitidbe discarded at this egress IP interface.

Theno form of this command disables the forwarding eédied broadcasts out of the IP interface.

no allow-directed-broadcasts —Directed broadcasts are dropped.

arp-timeout seconds
no arp-timeout

config>service>ies>if

This command configures the minimum time in sec@amARP entry learned on the IP interface will
be stored in the ARP table. ARP entries are autcalbt refreshed when an ARP request or
gratuitous ARP is seen from an IP host, othervife ARP entry is aged from the ARP tablear-
timeout is set to a value of zero seconds, ARP aging ahdtsl.

Theno form of this command restorasp-timeout to the default value.
14400 seconds

seconds —Fhe minimum number of seconds a learned ARP entthpw/stored in the ARP table,
expressed as a decimal integer. A value of zercifspethat the timer is inoperative and learned
ARP entries will not be aged.
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Values 0 — 65535

Values

allow-directed-broadcasts

Syntax [no] allow-directed-broadcasts
Context config>service>ies>if

Description This command enables the forwarding of directedticasts out of the IP interface. A directed
broadcast is a packet received on a local routerfate destined for the subnet broadcast address o
another IP interface. The allow-directed-broadcastsmand on an IP interface enables or disables
the transmission of packets destined to the sutmoeeidcast address of the egress IP interface.

When enabled, a frame destined to the local sulméis IP interface will be sent as a subnet
broadcast out this interface. Care should be es@doivhen allowing directed broadcasts as it is a
well-known mechanism used for denial-of-servicaeks.

When disabled, directed broadcast packets discatnis egress IP interface will be counted in the
normal discard counters for the egress SAP.

By default, directed broadcasts are not allowedwitibe discarded at this egress IP interface.

The no form of this command disables the forwardifidirected broadcasts out of the IP interface.

Default no allow-directed-broadcasts — Directed broadcastsdropped.

delayed-enable

Syntax  delayed-enable seconds [init-only]
no delayed-enable

Context config>service>ies>if

Description This command delays making interface operationahbyspecified number of seconds. In
environments with many subscribers, it can take timmsynchronize the subscriber state between
peers when the subscriber-interface is enabledh#psy after a reboot). To ensure that the state has
time to be synchronized, the delayed-enable tiraarbe specified. The optional parameter init-only
can be added to use this timer only after a reboot.

Default no delayed-enable

Parameters seconds —Specifies the number of seconds to delay beforintbeface is operational.

Values 1—1200

ip-mtu

Note: This command is supported only on 7210 SAS-D d=vighe ip-mtu command for 7210 SAS-
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Parameters

loopback

Syntax
Context

Description

Default

static-arp

Syntax

Context

Description
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E devices can be enabled using the Qdnfig>port>ethernet>ip-mtu mtu-bytes'.

ip-mtu octets
no ip-mtu

config>service>ies>if

This command configures the maximum IP transmit (packet) for the interface.
The MTU that is advertized from the IES size is:
MINIMUM((SdpOperPathMtu - EtherHeaderSize), (Configd ip-mtu))

By default (for Ethernet network interface) if prntu is configured, the packet size is (1568 -4.4)
1554,

Theno form of the command returns the default value.
no ip-mtu
octets —pecifies the number of octets in the IP-MTU.

Values 512 — 9000

[no] loopback
config>service>ies>if

This command specifies that the associated inteiitaa loopback interface that has no associated
physical interface. As a result, the associateliferface cannot be bound to a SAP.

Note that you can configure an IES interface ampback interface by issuing tleopback
command instead of tteap command. The loopback flag cannot be set ontenfate where a SAP
is already defined and a SAP cannot be definedloogback interface.

none

static-arp ip-address ieee-address
no static-arp ip-address

config>service>ies>if

This command configures a static address resolptiotocol (ARP) entry associating a subscriber IP
address with a MAC address for the core routeaims. This static ARP appears in the core routing
ARP table. A static ARP can only be configured #xists on the network attached to the IP
interface.

If an entry for a particular IP address alreadyg&sxand a new MAC address is configured for the IP
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Default

Parameters

vpls

Syntax

Context

Description
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address, the existing MAC address will be replagitd the new MAC address.
Theno form of the command removes a static ARP entry.

None

ip-address —Specifies the IP address for the static ARP indé@ss dotted decimal notation.

ieee-address -Specifies the 48-bit MAC address for the static AREhe form aa:bb:cc:dd:ee:ff or
aa-bb-cc-dd-ee-ff where aa, bb, cc, dd, ee anefhexadecimal numbers. Allowed values are
any non-broadcast, non-multicast MAC and non-1E&gerved MAC addresses.

vpls service-name

config>service
config>service>ies>if

The vpls command, within the IP interface contextjsed to bind the IP interface to the specified
service name.

The system does not attempt to resolve the semanee provided until the IP interface is placed into
the administratively up state (no shutdown). OmeelP interface is administratively up, the system
scans the available VPLS services that have tbevapl-int-binding flag set for a VPLS service
associated with the name. If the service nameusithdo the service name when the IP interface is
already in the administratively up state, the systéll immediately attempt to resolve the given
name.

If a VPLS service is found associated with the name with the allow-ip-int-binding flag set, the IP
interface will be attached to the VPLS servicewidiq routing to and from the service virtual ports
once the IP interface is operational.

A VPLS service associated with the specified nama¢ does not have the allow-ip-int-binding flag
set or a non-VPLS service associated with the naithbe ignored and will not be attached to the IP
interface.

If the service name is applied to a VPLS serviterahe service name is bound to an IP interface an
the VPLS service allow-ip-int-binding flag is setthae time the name is applied, the VPLS service is
automatically resolved to the IP interface if theeiface is administratively up or when the integfa

is placed in the administratively up state.

If the service name is applied to a VPLS servicthait the allow-ip-int-binding flag set, the system
does not attempt to resolve the applied serviceertaran existing IP interface bound to the name. To
rectify this condition, the flag must first be seid then the IP interface must enter or reenter the
administratively up state.

While the specified service name may be assignedlioone service context in the system, it is
possible to bind the same service name to moredhanP interface. If two or more IP interfaces are
bound to the same service name, the first IP iaterto enter the administratively up state (if
currently administratively down) or to reenter Haministratively up state (if currently
administratively up) when a VPLS service is confeglwith the name and has the allow-ip-
intbinding flag set will be attached to the VPL3wee. Only one IP interface is allowed to attagh t
a VPLS service context. No error is generatedterremaining non-attached IP interfaces using the
service name.
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Syntax
Context
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Once an IP interface is attached to a VPLS sertfieename associated with the service cannot be
removed or changed until the IP interface nameibi$ removed. Also, the allow-ip-int-binding
flag cannot be removed until the attached IP iatarfis unbound from the service name. Unbinding
the service name from the IP interface causeshhetérface to detach from the VPLS service
context. The IP interface may then be bound tol@ratervice name or a SAP or SDP binding may
be created for the interface using the sap or spdkecommands on the interface.

none

service-name —Fhe service-name parameter is required when ubm¢ft interface vpls command
and specifies the service name that the systemattéinpt to resolve to an allow-ip-int-binding
enabled VPLS service associated with the namespheified name is expressed as an ASCII string
comprised of up to 32 characters. It does not heatteady be associated with a service and the
system does not check to ensure that multiple tétfaces are not bound to the same name.

ingress
config>service>ies>if>vpls

The ingress node in this context under the vpldibipis used to define the routed ip-filter-id
optional filter overrides.

v4-routed-override-filter

Syntax

Context

Description

Default

Parameters

v4-routed-override-filter ip-filter-id
no v4-routed-override-filter

config>service>ies>if>vpls>ingress

Platforms supported: 7210 SAS-D. Not supported on 7210 SAS-K.

The v4-routed-override-filter command is used tecsfy an IP filter ID that is applied to all ingses
packets entering the VPLS service. The filter ades any existing ingress IP filter applied to SAPs
or SDP bindings for packets associated with thémguP interface. The override filter is optional
and when it is not defined or it is removed, thed&ted packets uses the any existing ingresstép fi
on the VPLS virtual port.

The no form of the command is used to remove theulied override filter from the ingress IP
interface. When removed, the IP ingress routed gtackithin a VPLS service attached to the IP
interface uses the IP ingress filter applied topthekets virtual port when defined.

none

ip-filter-id — Specifies the ID for the IP filter policy. Allowedhlues are an integer in the range of 1
and 65535 that corresponds to a previously crd&ditter policy in theconfigure>filter>ip-
filter context.

Values 1 — 65535
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icmp
Syntax
Context
Description
mask-reply
Syntax
Context
Description
Default
redirects
Syntax
Context
Description
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icmp
config>service>ies>if

This command enables the context to configure metie€ontrol Message Protocol (ICMP)
parameters on an IES service

[no] mask-reply

config>service>ies>if>icmp

This command enables responses to Internet Caviessage Protocol (ICMP) mask requests on the
router interface.

If a local node sends an ICMP mask request todhter interface, thmask-reply command
configures the router interface to reply to theuesg.

By default, the router instance will reply to maskuests.
The no form of this command disables replies to Foilask requests on the router interface.

mask-reply — Reply to ICMP mask requests.

redirects [number seconds]
no redirects

config>service>ies>if>icmp
This commad configures the rate for Internet Cdrittessage Protocol (ICMP) redirect messages
issued on the router interface.

When routes are not optimal on this router andlaratouter on the same subnetwork has a better
route, the router can issue an ICMP redirect td e sending node that a better route is availabl

Theredirects command enables the generation of ICMP redirecth®mouter interface. The rate at
which ICMP redirects is issued can be controllethuhe optionahumberandsecondgarameters
by indicating the maximum number of redirect messaat can be issued on the interface for a
given time interval.

By default, generation of ICMP redirect messagen@bled at a maximum rate of 100 per 10 second
time interval. Default: redirects 100 10

Theno form of this command disables the generation ofiicadirects on the router interface.
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redirects 100 10— Maximum of 100 redirect messages in 10 seconds

number —The maximum number of ICMP redirect messages td.sEmis parameter must be
specified with thesecondgparameter.

Values 10 — 1000

seconds —Fhe time frame in seconds used to limit tlienberof ICMP redirect messages that can be
issued.

Values 1—60

ttl-expired number seconds
no ttl-expired

config>service>ies>if>icmp
This command configures the rate Internet Contresd&ge Protocol (ICMP) TTL expired messages
are issued by the IP interface.

By default, generation of ICMP TTL expired messaigesnabled at a maximum rate of 100 per 10
second time interval.

Theno form of this command disables the limiting the ratd TL expired messages on the router

interface.

ttl-expired 100 10

number —The maximum number of ICMP TTL expired messagesetal, expressed as a decimal
integer. This parameter must be specified withsteondgparameter.

Values 10 — 1000

seconds —Fhe time frame in seconds used to limit thenberof ICMP TTL expired messages that
can be issued, expressed as a decimal integer.

Values 1—60

unreachables [number seconds]
no unreachables

config>service>ies>if>icmp

This command configures the rate for ICMP hostagitvork destination unreachable messages
issued on the router interface.

Theunreachablescommand enables the generation of ICMP destinatiwmaachables on the router
interface. The rate at which ICMP unreachablesssad can be controlled with the optionaimber
andtime parameters by indicating the maximum number ofidason unreachable messages which
can be issued on the interface for a given timervat.
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By default, generation of ICMP destination unredthanessages is enabled at a maximum rate of 10
per 60 second time interval.

Theno form of this command disables the generation ofiictestination unreachable messages on
the router interface.

Default unreachables 100 10

Parameters number —The maximum number of ICMP unreachable messagesna. This parameter must be
specified with thesecondgparameter.

Values 10 — 1000

seconds —Fhe time frame in seconds used to limit thenberof ICMP unreachable messages that
can be issued.

Values 1—60
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sap

Syntax

Context

Description

Default

Special Cases

Parameters

sap sap-id [create]
no sap sap-id

config>service>ies>if

This command creates a Service Access Point (SAtRyva service. A SAP is a combination of port
and encapsulation parameters which identifiesenéce access point on the interface and within the
router. Each SAP must be unique.

All SAPs must be explicitly created. If no SAPs areated within a service or on an IP interface, a
SAP will not exist on that object.

Enter an existing SAP without tlteeate keyword to edit SAP parameters. The SAP is owneithé
service in which it was created.

A SAP can only be associated with a single senAcBAP can only be defined on a port that has
been configured as an access uplink port usingdhégure port port numberethernet mode
access uplinkcommand.

If a port is shutdown, all SAPs on that port becaperationally down. When a service is shutdown,
SAPs for the service are not displayed as opertiopdown although all traffic traversing the semi
will be discarded. The operational state of a Sé\Relative to the operational state of the port on
which the SAP is defined.

Theno form of this command deletes the SAP with the dtport. When a SAP is deleted, all
configuration parameters for the SAP will also leéeted.

No SAPs are defined.

IES — A SAP is defined within the context of an IP routetrface. Each IP interface is limited to a
single SAP definition. Attempts to create a sec8Ad on an IP interface will fail and generate
an error; the original SAP will not be affected.

sap-id —Specifies the physical port identifier portion bétSAP definition. See Common CLI
Command Descriptions on page 483 for command syntax

port-id —Specifies the physical port ID in tiséot/mda/portformat.

If the card in the slot has Media Dependent AdapieglDAS) installed, th@ort-id must be in the
slot_number/MDA_number/port_number format. Forregie 1/1/1 specifies port 1 on MDA 1
in slot 1.

Theport-id must reference a valid port type. The port mustddigured as an uplink access
port.

create —Keyword used to create a SAP instance. dieate keyword requirement can be enabled/
disabled in thenvironment>createcontext.
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filter
Syntax filter ipv6 ipv6-filter-id
filter ip ip-filter-id ipv6 ipv6-filter-id
no filter
Context  config>service>ies>if>sap>egress
config>service>ies>if>sap>ingress
Description This command associates a filter policy with arré@sg or egress Service Access Point (SAP). Filter

policies control the forwarding and dropping of kets based on the matching criteria.

Thefilter command is used to associate a filter policy &iipecifiedp-filter-id with an ingress or
egress SAP. The filter policy must already be defibefore thdilter command is executed. If the
filter policy does not exist, the operation willlfand an error message returned.

In general, filters applied to SAPs (ingress oresgj apply to all packets on the SAP. One exception
is non-IP packets are not applied to the matckriait so the default action in the filter policyplips
to these packets.

Theno form of this command removes any configured fili2rassociation with the SAP. The filter
ID itself is not removed from the system.

Special Cases IES — Only IP filters are supported on an IES IP integfaand the filters only apply to routed
traffic.

Parameters ip — Keyword indicating the filter policy is an IP filte
ipv6 — Keyword indicating the filter policy is an IPv6tgl.

ip-filter-id — Specifies the ID for the IP filter policy. Allowedhlues are an integer in the range of 1
and 65535 that corresponds to a previously crd&ditter policy in theconfigure>filter>ip-
filter context.

Values 1 — 65535

ipv6 ipv6-filter-id —Specifies the IPv6 filter policy. The filter ID muglready exist within the
created IPv6 filters (applicable only for 7210 SB%-

Values 1 — 65535

egress

Syntax egress
Context config>service>ies>if>sap

Description This command enables the context to apply egrd&sgm
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Syntax
Context

Description

statistics

Syntax
Context

Description

egress

Syntax
Context

Description

ingress

Syntax
Description

Description

IES Service Configuration Commands

ingress
config>service>ies>if>sap

This command enables the context to apply ingreksigs

statistics
config>service>>ies>sap

This command enables the context to configure thmiers associated with SAP ingress and egress.

egress
config>service>>ies>sap>statistics

This command enables the context to configure giness SAP statistics counter and set the mode of
the counter.

This counter counts the number of packets forwatdemligh the SAP.

ingress
config>service>>ies>sap>statistics
This command enables the context to configureneess SAP statistics counter.

By default, SAP ingress counters are associatddav@AP and cannot be disabled.

The IES service supports a counter that countsotiaépackets or octets received on the SAP.

packets-forwarded-count

Syntax
Context

Description
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[no] packets-forwarded-count
config>service>>ies>sap>statistics>egress

This command associates a counter with the SAPc®hater counts the number of packets
forwarded through the SAP.
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counter-mode

Syntax
Context

Description

Default

Parameters

tod-suite

Syntax

Context

Description

Default

Parameters
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Theno form of this command disables the packet count.

counter-mode {in-out-profile-count|forward-drop-count}
config>service>ies>sap>statistics>ingress

This command sets the mode of ingress countersiasso with the SAP to either octets or packets.
On IES SAPs, collect stats cannot be enabled smtue of the counter can be changed without any
reference. Changing the mode of the counter resultss of previously collected counts and resets
the counter. Thao form of this command is not supported.

in-out-profile-count

in-out-profile-count — If the counter mode is specified as "in-out-prefiteunt”, one counter counts
the total in-profile packets and octets receivedngness of a SAP and another counts the total
out-of-profile packets and octets received on iagiaf a SAP. A packet is determined to be in-
profile or out-of-profile based on the meter radéegmeters configured. A packet is dropped by
the policer if it exceeds the configured PIR r&teopped counts are not maintained in hardware
when this mode is used. It is obtained by subtngdiie sum of in-profile count and out-of-
profile count from the total SAP ingress receivedrt and displayed.

forward-drop-count — If the counter mode is specified as "forward-drapHtt”, one counter
counts the forwarded packets and octets receiveédgoass of a SAP and another counts the
dropped packets. The forwarded count is the suim-pfofile and out-of-profile packets/octets
received on SAP ingress. The dropped count is cofumdckets/octets dropped by the policer. A
packet is determined to be in-profile or out-offjeobased on the meter rate parameters
configured. A packet is dropped by the policet éiceeds the configured PIR rate. The in-
profile count and out-of-profile count is not indlually available when operating in this mode.

tod-suite tod-suite-name
no tod-suite

config>service>ies>if>sap

This command applies a time-based policy (filteQmS policy) to the service SAP. The suite name
must already exist in theonfig>cron context.

no tod-suite

tod-suite-name —Specifies collection of policies (ACLs, Qo0S) incind time-ranges that define the
full or partial behavior of a SAP. The suite cardpplied to more than one SAP.
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In This Chapter

This section provides show command descriptionscarplut.

e Services Show Commands on page 357
- Service Commands on page 357
- VLL
— VLL Show Commands on page 379
— VLL Clear Commands on page 398
- VPLS
- VPLS Show Commands on page 401
- VPLS Clear Commands on page 449
- VPLS Debug Commands on page 452
- IES
- IES Show Commands on page 455
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Services Show Commands

Service Commands

customer

Syntax
Context

Description

Parameters

Output

customer [customer-id] [site customer-site-name]]

show>service

This command displays service customer information.

customer-id —BDisplays only information for the specified custarii@.

Default All customer IDs display.

Values 1 — 2147483647

site customer-site-name- Specifies the customer site which is an anchortgoiman ingress and egress
virtual scheduler hierarchy.

Show Customer Command Output —  The following table describes show customer comnmarngut
fields:
Label Description
Customer-ID The ID that uniquely identifies a cuseasm
Contact The name of the primary contact person.
Description Generic information about the customer.
Phone The phone/pager number to reach the primatacioperson.

Total Customers

Site

Description

Assignment

I. Sched Pol
E. Sched Pol

The total number of customers condid.

Multi-service site name. A multi-service custarmite is a group of SAPs
with common origination and termination points.

Displays information about a specifisttumer's multi-service site.

The port ID, MDA, or card number, whdre SAP's that are members of
this multi- service site are defined.

The ingress QoS scheduler policy asditm this multi-service site.

The egress QoS scheduler policy askigrthis multi-service site.
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Service-ID

SAP

Sample Output

*A:ALA-12#

The ID that uniquely identifies a service

Specifies the SAP assigned to the service.

show service custoner

Customers

Customer-ID : 1

Contact : Manager
Description : Default customer
Phone 1 (123) 555-1212

Customer-ID : 2

Contact : Tech Support
Description : TiMetra Networks
Phone : (234) 555-1212

Customer-ID : 3

Contact : Test

Description : TiMetra Networks
Phone : (345) 555-1212

Customer-ID : 6

Contact : Testl
Description : Epipe Customer
Phone . (456) 555-1212

Customer-ID : 7

Contact : Test2
Description : VPLS Customer
Phone : (567) 555-1212

Customer-ID : 8

Contact : Customer Service
Description : IES Customer
Phone . (678) 555-1212

Customer-ID : 274

Contact : TestA
Description : ABC Company
Phone 1 650 123-4567

Customer-ID : 94043
Contact
Description : TEST Customer
Phone : (789) 555-1212

: Test Engineer on Duty

Total Customers : 8

*A:ALA-12#
*A:ALA-12#

show service custoner

274

Customer 274
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Customer-ID : 274

Contact : Mssrs. Beaucoup
Description : ABC Company
Phone 1650 123-4567

Multi Service Site

Site : west
Description : (Not Specified)

*A:ALA-12#

fdb-mac

Syntax  fdb-mac [ieee-address] [expiry ]
Context show>service

Description This command displays the FDB entry for a given Madiiress.

Parameters ieee-address -Specifies the 48-bit MAC address in the form aabitd:ee:ff or aa-bb-cc-dd-ee-ff where
aa, bb, cc, dd, ee, and ff are hexadecimal numbers.

expiry — shows amount of time until MAC is aged out.

Sample Output

*A:ALA-48# show service fdb-mac

Service Forwarding Database

Servid MAC Source-ldentifier T ype/Age Last Change
103 12:34:56:78:90:0f sap:1/1/7:0 S tatic  02/02/2009 09:27:57
700 90:30:ff:ff:ff:8f cpm H ost  02/02/2009 09:27:57

No. of Entries: 2

*A:ALA-48#

*A:ALA-48# show service fdb-mac expiry

Service Forwarding Database

Servid MAC Source-ldentifier T ype/ Last Change

E Xpiry
103 12:34:56:78:90:0f sap:1/1/7:0 S tatic  02/02/2009 09:27:57
700 90:30:ff:ff:ff:8f cpm H ost  02/02/2009 09:27:57

No. of Entries: 2

*A:ALA-48#
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service-using

Syntax  service-using [epipe][ies] [vpls] [mirror ] [i-vpls ] [m-vpls ] [customer customer-id]
Context show>service

Description This command displays the services matching cetusaye properties. If no optional parameters are
specified, all services defined on the system aglaled.

Parameters epipe —Displays matching Epipe services.
ies —Displays matching IES instances.
vpls — Displays matching VPLS instances.
mirror — Displays matching mirror services.
customercustomer-id— Displays services only associated with the speatifiesstomer ID.
Default Services associated with a customer.

Values 1 — 2147483647

Output  Show Service Service-Using—  The following table describes show command outiald$.
Label Description
Service Id The service identifier.
Type Specifies the service type configured for the sEnD.
Adm The desired state of the service.
Opr The operating state of the service.
CustomerID The ID of the customer who owns this service.
Service name The name of the service.

Sample Output

*7210SAS>show>service# service-using customer 1

Services Customer 1

Serviceld Type  Adm Opr Customerld Service Name

1 VPLS Up Up 1

2 VPLS Up Up 1

3 VPLS Up Up 1

4 VPLS Up Up 1

2147483648 IES Up Down 1 _tmnx_| nternallesService
2147483649 intVpls Up Down 1 _tmnx_| nternalVplsService

Matching Services : 6
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Syntax
Context

Description

eth-ring

Syntax

Context

Description

Parameters

Output
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*7210SAS>show>service#

id <service-id>
show>service

This command displays vpls-template used to insgtenthis service and m-vpls that controls thivieer

eth-ring [status]
eth-ring [ring-index] hierarchy
eth-ring ring-index [path {a|b}]

show
This command displays the Ethernet rings infornmatio
status —Displays the status information of the Ethernegsiconfigured on the system.

hierarchy —Displays eth-ring hierarical relationships.

path {a|b} —Displays information related to the configured Etted rings.

Show Ethernet Ring Status —  The following table describes show command outjald$.
Label Description
Ring Id The ring identifier
Admin State Displays the administrative state
Oper State Displays the operational state

Path Information

Path Displays the path information
Tag Displays the tag information
State Displays the state of the path

MEP Information
Ctrl-MEP Displays the Ctrl-MEP information

CC-Intvl Displays the Ctrl-Interval information
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Description (Continued)

Defects

Displays the defects

*A:NS1015C0821>showi# eth-ring status

Ethernet Ring (Status information)

Ring Admin Oper

Path Information

MEP Information

ID State State Path Tag State Ctrl-MEP CC-Intvl Defects
1 Up Up a-1/1/1 100 Up Yes 100ms  -----
b-1/1/2 100 Up Yes 100ms  -----
10 Down Down a-N/A - - -
b - N/A - -
Ethernet Tunnel MEP Defect Legend:
R = Rdi, M = MacStatus, C = RemoteCCM, E = ErrorCCM , X = XconCCM

*A:NS1015C0821>show#

Show Ethernet Ring —

The following table describes show command outjalds.

Label Description
Description The ring description
Admin State Displays the administrative state
Oper State Displays the operational state
Node ID Displays the node identifier
Guard Time Displays the configured guard time

Max Revert time
CCM Hold down time
APS TX PDU

Defect Status

RPL Node

Time to revert

CCM Hold Up Time

Sub-Ring Type

7210 SAS D, E, K OS Services Guide

Displays the configured maximum revert time
Displays the configured CCM Hold down time
Displays the APS TX PDU information
Displays the defect status

Displays the RPL node information

Displays the configured time to revert
Displays the configured CCM Hold up time

Displays the sub-ring type information, the sulgrippe can be virtual
link or on-virtual link.
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Label

Description (Continued)

Interconnect-1D
service ID.

Compatible Ver-
sion

*A:NS1015C0821>show# eth-ring 10

Displays the interconnect ID. The ID can be a iimgex ID or VPLS

Displays the Ethernet ring version information.

Ethernet Ring 10 Information

Description : (Not Specified)

Admin State : Down Oper State
Node ID 1 00:25:ba:03:48:04

Guard Time 5 deciseconds RPL Node

Max Revert Time : 300 seconds Time to Rev
CCM Hold Down Time : 0 centiseconds CCM Hold Up
APS Tx PDU :N/A

Defect Status

Ethernet Ring Path Summary

Path Port Raps-Tag Admin/Oper  Type

a- - 4 -
b- - 4 -

: Down
: rpINone
ert :N/A
Time : 20 deciseconds

Fwd State

*A:NS1015C0821>show#
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ETH-CFM Show Commands

eth-cfm

Syntax  eth-cfm
Context show

Description This command enables the context to display ethieformation.

association

Syntax  association [ma-index] [detail ]
Context show>eth-cfm
Description This command displays eth-cfm association inforomati
Parameters ma-index —Specifies the maintenance association (MA) index.

Values 1— 4294967295

detail — Displays detailed information for the eth-cfm asation.

Output  Show eth-cfm Association Command Output — The following table describes show eth-cfm
association command output fields:

Label Description
Md-index Displays the the maintenance domain (MD) index.
Ma-index Displays the the maintenance association (MA) index
Name Displays the part of the maintenance associatientifler which is unique
within the maintenance domain name.
CCM-interval Displays the CCM transmission interval for all MER$he association.
Bridge-id Displays the bridge-identifier value for the domassociation.
MHF Creation Displays the MIP half function (MHF) for the assatibn.
Primary VLAN Displays the primary bridge-identifier VLAN ID.
Num Vids Displays the number of VIDs associated with the \XLA
Remote Mep Id Displays the remote maintenance association end (/dEP) identifier
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Sample Output

*A:ALU-IPD# show eth-cfm association

CFM Association Table

Md-index Ma-index Name CCM- interval Bridge-id
1 1 abcabcabcabcl 1 1

1 2 abcabcabcabc?2 1 2

1 3 abcabcabcabc3 1 3

1 4 abcabcabcabc4 1 4
*A:ALU-IPD#

cfm-stack-table

Syntax

Context

Description

Parameters

Output

Page 366

cfm-stack-table [{all-ports}] [level ~ <0..7>] [direction <down>]
show>eth-cfm

This command displays stack-table information. Btéek-table is used to display the various managém
points MEPs and MIPs that are configured on théegysThese can be Service based or facility badeal.
various option allow the operator to be specifiad parameters are include then the entire stalsle-twill
be displayed.
port port-id — Displays the bridge port or aggregated port on twiviEPs or MHFs are configured.
vlan vlan-id — Displays the associated VLAN ID.
level —Display the MD level of the maintenance point.

Values 0—7
direction down — Displays the direction in which the MP faces onlthielge port.

facility — Displays the CFM stack table information for fagilMEPs. The base command will display all
the facility MEPs. Options may be included in ortiefurther parse the table for specific faciliyER
information.

Show eth-cfm CFM Stack Table Command Output —  The following table describes show eth-cfm
CFM stack table command output fields:

Label Description
Sap Displays associated SAP IDs.
Level Dir Displays the MD level of the maintenance point.
Md-index Displays the the maintenance domain (MD) index.
Ma-index Displays the the maintenance association (MA) index
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Syntax
Context

Description

Parameters

Service Commands

Label Description
Mep-id Displays the integer that is unique among all tHePd in the same
MA.
Mac-address Displays the MAC address of the MP.

Sample Output

*A:ALU-IPD# show eth-cfm cfm-stack-table

CFM SAP Stack Table

Sap Level Dir Md-index Ma-index Mep
lag-1:1.1 0 Down 2 1 10
lag-1:11.1 6 Downl 1 1
lag-1:2.2 0 Down?2 2 20
lag-1:2.2 6 Downl 2 2

-id Mac-address
00:f3:f0:98:97:1b
00:f3:f0:98:97:1b
00:f3:f0:98:97:1b
00:f3:f0:98:97:1b

CFM Ethernet Tunnel Stack Table

Eth-tunnel Level Dir Md-index Ma-index Mep

-id Mac-address

CFM SDP Stack Table

Sdp Level Dir Md-index Ma-index Mep

No Matching Entries

-id Mac-address

CFM Virtual Stack Table

Service Level Dir Md-index Ma-index Mep

No Matching Entries

-id Mac-address

*A:ALU-IPD#

domain [md-index] [association ma-index | all-associations ] [detail ]

show>eth-cfm

This command displays domain information.

md-index —Displays the index of the MD to which the MP is@sated, or 0, if none.
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associationma-index — Displays the index to which the MP is associated), of none.

all-associations —Displays all associations to the MD.

detail — Displays detailed domain information.

Output  Show eth-cfm Domain Command Output —

command output fields:

Label

The following table describes show eth-cfm domain

Description

Md-index

Level

Displays the Maintenance Domain (MD) index value.

Displays an integer identifying the Maintenance Rami_evel (MD

Level). Higher numbers correspond to higher Maiater® Domains,
those with the greatest physical reach, with tighéét values for
customers' CFM PDUs. Lower numbers correspondwer Main-
tenance Domains, those with more limited physieath, with the
lowest values for CFM PDUs protecting single brisige physical

links.
Name

Format

Displays a generic Maintenance Domain (MD) name.

Displays the type of the Maintenance Domain (MDheaValues

includedns, mac, andstring.

Sample Output

*A:7210-2# show eth-cfm domain

CFM Domain Table

Md-index Level Name

1 6
2 0

Format

*A:7210-2#
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mep

Syntax mep mep-id domain md-index association ma-index [loopback ] [linktrace ]
mep mep-id domain md-index association ma-index remote-mepid mep-id | all-remote-
mepids
mep mep-id domain md-index association ma-index eth-test-results [remote-peer mac-
address]
mep mep-id domain md-index association ma-index one-way-delay-test [remote-peer mac-
address]
mep mep-id domain md-index association ma-index two-way-delay-test [remote-peer mac-
address]
mep mep-id domain md-index association ma-index two-way-slm-test [remote-peer
macaddress]

Context show>eth-cfm

Description This command displays Maintenance Endpoint (MER)rination.
NOTES:

e The show eth-cfm mep mep-id domain md-id assamatia-id command does not display CCM
ERROR, CCM XCON frames in the output.

e The show eth-cfm mep mep-id domain md-id assamatia-id remote-mep rmep-id command
does not display some TLVs details.

Parameters mep-id —Displays the integer that is unigue among all tHeRd in the same MA.
domain md-index— Displays the index of the MD to which the MP is@dated, or 0, if none.
associationma-index — Displays the index to which the MP is associated), af none.
loopback —Displays loopback information for the specified MEP
linktrace — Displays linktrace information for the specified ME
remote-mepid mep-id— Includes specified remote mep-id information fpedified the MEP.
all-remote-mepids — Includes all remote mep-id information for the cfied MEP.
eth-test-results —Includes eth-test-result information for the spiedfMEP.
one-way-delay-test —Includes one-way-delay-test information for thecified MEP.
two-way-delay-test —Includes two-way-delay-test information for the cified MEP.
two-way-sIm-test —Includes two-way-sim-test information for the siec MEP.

remote-peermac-address — Includes specified remote mep-id information fog specified MEP.

Sample Output

*A:7210-2# show eth-cfm mep 1 domain 1 association 1 linktrace

Mep Information

Md-index 01 Direc tion : Down
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Ma-index 01 Admin

Mepld 01 CCM-E

Ifindex 11342177281 Prima
FngState : fngReset Contr
LowestDefectPri  : macRemErrXcon Highe
Defect Flags : None

Mac Address : 00:f3:f0:98:97:1b CcmlLt
CemTx 1531 CcmSe
Eth-1Dm Threshold : 3(sec)

Eth-Ais: : Disabled

Eth-Tst: : Enabled Eth-T
Eth-Tst dataLength : 64 Eth-T

Eth-Tst Threshold : 1(bitError)
CcmLastFailure Frame:

None
XconCcmkFailure Frame:

None

Mep Linktrace Message Information

LtRxUnexplained :0 LtNex
LtStatus : False LtRes
TarglsMepld : False TargM
TargMac : 00:00:00:00:00:00 TTL
Egressid 1 00:00:00:f3:f0:98:97:1b Seque
LtFlags : useFDBonly

Mep Linktrace Replies

SequenceNum 01 Recei
Ttl 163 Forwa
LastEgressid : 00:00:00:f3:f0:98:97:1b Termi
NextEgressld : 00:00:00:€0:b1:99:ch:46 Relay
ChassisldSubType : unknown value (0)
Chassisld:

None
ManAddressDomain:

None
ManAddress:

None
IngressMac 1 00:e0:b1:99:cb:46 Ingre
IngrPortldSubType : unknown value (0)
IngressPortld:

None
EgressMac : 00:00:00:00:00:00 Egres
EgrPortldSubType : unknown value (0)
EgressPortld:

None
Org Specific TLV:

None

*A:7210-2#

*A:7210-2# show eth-cfm mep 1 domain 1 association

Mep Information

Md-index 01 Direc

: Enabled
nable : Enabled
ryVid 1 65537
olMep : False

stDefect : none
mPriority @7

quenceErr : 0

st Pattern: : allZerosNoCrc
st Priority: : 7

tSequence :2
ult . False
epld 10
164
nceNum 01

veOrder 01

rded : False

nalMep : True
:nla

ss Action  : ingOk

s Action  : egrNoTIv

1 loopback

tion : Down
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Mepld 01 CCM-E

Ifindex 11342177281 Prima
FngState : fngReset Contr
LowestDefectPri  : macRemErrXcon Highe
Defect Flags : None

Mac Address : 00:f3:f0:98:97:1b CcmLt
CemTx : 566 CcmSe
Eth-1Dm Threshold : 3(sec)

Eth-Ais: : Disabled

Eth-Tst: : Enabled Eth-T
Eth-Tst dataLength : 64 Eth-T

Eth-Tst Threshold : 1(bitError)
CcmLastFailure Frame:

None
XconCcmFailure Frame:

None

Mep Loopback Information

LbRxReply 01 LbRxB
LbRxBadMsdu :0 LbTxR
LbSequence 12 LbNex
LbStatus : False LbRes
DestlsMepld : False DestM
DestMac 1 00:00:00:00:00:00 SendC
VlanDropEnable : True VlanP
Data TLV:

None
*A:7210-2#

*A:7210-2# show eth-cfm mep 1 domain 1 association

Service Commands

: Enabled
nable : Enabled
ryVid : 65537
olMep : False

stDefect : none
mPriority @7

quenceErr : 0

st Pattern: : allZerosNoCrc
st Priority: : 7

adOrder :0
eply 10
tSequence :2
ultOk : True
epld 10
ount 10
riority  :7

1 remote-mepid 10

Eth-CFM Remote-Mep Table

R-mepld Rx CC Rx Rdi Port-Tlv If-Tlv Peer Mac Addr

10 True False Absent Absent 00:e0:b1:99:c

CCM status since

b:46 05/20/2010 12:59:55

*A:7210-2#

*A:7210-2# show eth-cfm mep 1 domain 1 association

1 eth-test-results

Eth CFM ETH-Test Result Table

Current Acc
FrameCount  ErrBits Err
Peer Mac Addr ByteCount  CrcErrs Crc

00:e0:b1:99:ch:46 1 0 0
64 0 0

umulate
Bits
Errs

*A:7210-2# show eth-cfm mep 1 domain 1 association
00:e0:b1:99:ch:46

7210 SAS D, E, K OS Services Guide

1 eth-test-results remote-peer

Page 371



Show, Clear, Debug Commands

Page 372

Eth CFM ETH-Test Result Table

Current Acc

FrameCount ErrBits Err
Peer Mac Addr ByteCount  CrcErrs Crc
00:€0:b1:99:cb:46 1 0 0

64 0 0

umulate
Bits
Errs

*A:7210-2#

*A:7210-2# show eth-cfm mep 1 domain 1 association

1 one-way-delay-test

Eth CFM One-way Delay Test Result Table

Peer Mac Addr Delay (us) Delay Var

00:€0:b1:99:cb:46 10000 10000

iation (us)

*A:7210-2# show eth-cfm mep 1 domain 1 association
00:e0:b1:99:cb:46

1 one-way-delay-test remote-peer

Eth CFM One-way Delay Test Result Table

Peer Mac Addr Delay (us) Delay Var

00:€0:b1:99:cb:46 10000 10000

iation (us)

*A:7210-2#

*A:7210-2# show eth-cfm mep 1 domain 1 association

1 two-way-delay-test

Eth CFM Two-way Delay Test Result Table

Peer Mac Addr Delay (us) Delay Var

00:e0:b1:99:cb:46 10000 10000

iation (us)

*A:7210-2#

*A:7210-2# # show eth-cfm mep 1 domain 1 associatio
00:€0:b1:99:cb:46

n 1 two-way-delay-test remote-peer

Eth CFM Two-way Delay Test Result Table

Peer Mac Addr Delay (us) Delay Var iation (us)
00:e0:b1:99:ch:46 10000 10000

*A:7210-2#

A:dut-b# show eth-cfm mep 1 domain 1 association 1 linktrace

Mep Information
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Md-index 01 Direc tion : Down
Ma-index 01 Admin : Enabled
Mepld 01 CCM-E nable : Enabled
Ifindex : 35946496 Prima ryVid 01
FngState : fngReset Contr olMep : False
LowestDefectPri  : macRemErrXcon Highe stDefect : none
Defect Flags : None
Mac Address : 00:25:ba:01:c3:6a CcmLt mPriority : 7
CemTx :0 CcmSe quenceErr : 0
Eth-1Dm Threshold : 3(sec)
Eth-Ais: : Disabled
Eth-Tst: : Disabled
CcmLastFailure Frame:

None
XconCcmpFailure Frame:

None

Mep Linktrace Message Information

LtRxUnexplained : 0 LtNex tSequence :2
LtStatus : False LtRes ult : False
TarglsMepld : False TargM epld 10
TargMac : 00:00:00:00:00:00 TTL : 64
Egressid 1 00:00:00:25:ba:01:c3:6a Seque nceNum 01
LtFlags : useFDBonly

Mep Linktrace Replies

SequenceNum 01 Recei veOrder :1
Ttl 163 Forwa rded : False
LastEgressid : 00:00:00:25:ba:01:c3:6a Termi nalMep : True
NextEgressld : 00:00:00:25:ba:00:5e:bf Relay : rlyHit
ChassisldSubType : unknown value (0)
Chassisld:

None
ManAddressDomain:

None
ManAddress:

None
IngressMac : 00:25:ba:00:5e:bf Ingre ss Action  : ingOk

IngrPortldSubType : unknown value (0)
IngressPortld:

None
EgressMac : 00:00:00:00:00:00 Egres s Action  : egrNoTIv
EgrPortldSubType : unknown value (0)
EgressPortld:

None
Org Specific TLV:

None
A:dut-b#
A:dut-b#

A:dut-b# show eth-cfm mep 1 domain 1 association 1 loopback

Mep Information

Md-index 01 Direc tion : Down
Ma-index 01 Admin : Enabled
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Mepld 01 CCM-E
Ifindex : 35946496 Prima
FngState : fngReset Contr
LowestDefectPri : macRemErrXcon Highe
Defect Flags : None
Mac Address : 00:25:ba:01:c3:6a CcmLt
CcmTx 10 CcmSe
Eth-1Dm Threshold : 3(sec)
Eth-Ais: : Disabled
Eth-Tst: : Disabled
CcmLastFailure Frame:

None
XconCcmkFailure Frame:

None
Mep Loopback Information
LbRxReply 01 LbRxB
LbRxBadMsdu 10 LbTxR
LbSequence 12 LbNex
LbStatus : False LbRes
DestlsMepld : False DestM
DestMac 1 00:00:00:00:00:00 SendC
VlanDropEnable : True VlanP
Data TLV:

None
A:dut-b#

*A:dut-b# show eth-cfm mep 1 domain 4 association 4
00:25:ba:00:5e:bf

nable : Enabled
ryVid 01

olMep : False
stDefect : none
mPriority : 7

quenceErr : 0

adOrder :0
eply :0
tSequence :2
ultOk : True
epld 10
ount 10
riority  :7

two-way-delay-test remote-peer

Eth CFM Two-way Delay Test Result Table

Peer Mac Addr Delay (us) Delay Var

00:25:ba:00:5e:bf 507 507

iation (us)

*A:dut-b#
*A:dut-b# show eth-cfm mep 1 domain 4 association 4

two-way-delay-test

Eth CFM Two-way Delay Test Result Table

Peer Mac Addr Delay (us) Delay Var

00:25:ba:00:5e:bf 507 507

iation (us)

*A:dut-b#
*A:dut-a# show eth-cfm mep 2 domain 4 association 4
00:25:ba:01:c3:6a

eth-test-results remote-peer

Eth CFM ETH-Test Result Table

Current Acc
FrameCount  ErrBits Err
Peer Mac Addr ByteCount  CrcErrs Crc

umulate
Bits
Errs
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00:25:ba:01:c3:6a 6 0 0
384 0 0
*A:dut-a#
*A:dut-a# show eth-cfm mep 2 domain 4 association 4 eth-test-results

Eth CFM ETH-Test Result Table

Current Acc umulate
FrameCount  ErrBits Err Bits
Peer Mac Addr  ByteCount  CrcErrs Crc Errs
00:25:ba:01:c3:6a 6 0 0
384 0 0
*A:dut-a# show eth-cfm mep 2 domain 4 association 4 one-way-delay-test remote-peer

00:25:ba:01:c3:6a

Eth CFM One-way Delay Test Result Table

Peer Mac Addr Delay (us) Delay Var iation (us)
00:25:ba:01:c3:6a 402 02
*A:dut-a#

*A:dut-a# show eth-cfm mep 2 domain 4 association 4 one-way-delay-test

Eth CFM One-way Delay Test Result Table

Peer Mac Addr Delay (us) Delay Var iation (us)
00:25:ba:01:c3:6a 402 402
*A:dut-a#

Show output for two-way-sim-test

*A:7210SAS# show eth-cfm mep 1 domain 7 association 100 two-way-sim-test

Eth CFM Two-way SLM Test Result Table (Test-id: 1)

Peer Mac Addr Remote MEP Count InLo ss Out Loss Unack

00:25:ba:0d:1e:12 2 1 0 0 0

*A:7210SAS#

7210 SAS D, E, K OS Services Guide Page 375



Show, Clear, Debug Commands

connection-profile

Syntax  connection-profile [conn-prof-id] [associatio nsj
Context show
Description This command displays connection profile informatio

Parameters conn-prof-id —Specifies the connection profile ID.

Values 1 — 8000

associations —Pisplays the SAP and the service ID that use thisection profile.

Output  The following table describes show connection -profile command output fields
Label Description
CP Index Identifies the connection-profile.
Number of Members Indicates the number of ATM connection profile memgbnot

applicable for 7210.

HasRange Indicates whether VLAN range is configured or not

Sample Output

Show output for connection-profile

*7210SAS>show# connection-profile

Connection Profile Summary Information

CP Index Number of HasRange

Members
1 0 Yes
2 0 Yes
3 0 Yes
5 0 Yes
6 0 Yes
100 0 Yes
200 0 Yes
300 0 Yes
400 0 Yes
500 0 Yes
600 0 Yes
700 0 Yes
800 0 Yes
900 0 Yes
*7210SAS>show#
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Show output for connection-profile associations

*A:7210SAS>show# connection-profile associations

Connection Profile Summary Information

CP Index Number of HasRange
Members

1 0 No

*A:7210SAS>show#
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VLL Show Commands

sap-using

Syntax  sap-using [sap sap-id]
sap-using [ingress ] filter filter-id
sap-using [ingress ] gos-policy qos-policy-id

Context show>service
Description This command displays SAP information.
If no optional parameters are specified, the comtdisplays a summary of all defined SAPs.
The optional parameters restrict output to only SAtatching the specified properties.
Parameters ingress —Specifies matching an ingress policy.
ingress —Specifies matching an ingress policy.
ingress —Specifies matching an ingress policy.
gos-policygos-policy-id— The ingress QoS Policy ID for which to display niétg SAPs.
Values 1 — 65535
filter filter-id — The ingress or egress filter policy ID for whichdigplay matching SAPs.
Values 1 — 65535

sap sap-id —Specifies the physical port identifier portion b&tSAP definition. See Common CLI
Command Descriptions on page 483 for command syntax

Output  Show Service SAP — The following table describes show service SAP oufiglds:

Label Description
Port ID The ID of the access port where the SAP is defined.
Svc ID The service identifier.
MTU The port MTU value.
Ing. QoS The SAP ingress QoS policy number specified oririgeess SAP.
Ing Fltr The MAC or IP filter policy ID applied to the ingge SAP.
Egr. QoS The SAP egress QoS policy number specified onghess SAP.
Egr. Fltr The MAC or IP filter policy ID applied to the egeeSAP.
Adm The administrative state of the SAP.
Opr The operational state of the SAP.
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Label Description (Continued)

Sample Output

*A:Dut-B# show service sap-using sap 1/1/3

Service Access Points

Portld Svcld Ing. In g. Egr. Adm Opr
QoS FI tr  Fltr
1/1/3 2 1 no ne none Up Down

Number of SAPs : 1

*A:Dut-B#
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service-using

Syntax  service-using [epipe] [ies] [vpls ] [mirror ] [customer customer-id]
Context show>service
Description This command displays the services matching cetsage properties.
If no optional parameters are specified, all sawidefined on the system are displayed.
Parameters [servicd — Displays information for the specified servigpe.
customercustomer-id— Displays services only associated with the speatifigsstomer ID.
Default Services associated with any customer.
Values 1 — 2147483647

Output  Show service-using output —  The following table describes the command outpeit§:
Label Description
Service Id The service identifier.
Type Specifies the service type configured for the servD.
Adm The desired state of the service.
Opr The operating state of the service.
CustomerID The ID of the customer who owns this service.
Last Mgmt Change The date and time of the most recent managemdigted change to
this service.

Sample Output

*A:ALA-12# show servi ce service-using custoner 10

Services

Serviceld Type  Adm Opr Customerld Last Mgmt Change
1 VPLS Up Up 10 09/05/2006 13:24:15
100 IES Up Up 10 09/05/2006 13:24:15
300 Epipe Up Up 10 09/05/2006 13:24:15

Matching Services : 3

*A:ALA-12#

*A:ALA-12# show service service-using

Services
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Serviceld Type Adm Opr Customerld Last Mgmt Change

1 uVPLS Up Up 1 10/26/2006 15:44:57
2 Epipe Up Down 1 10/26/2006 15:44:57
10 mVPLS Down Down 1 10/26/2006 15:44:57
11 mVPLS Down Down 1 10/26/2006 15:44:57
100 mVPLS Up Up 1 10/26/2006 15:44:57
101 mVPLS Up Up 1 10/26/2006 15:44:57
102 mVPLS Up Up 1 10/26/2006 15:44:57
999 uvVPLS Down Down 1

10/26/2006 16:14:33

Matching Services : 8

*A:ALA-12#
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Syntax id service-id {all | arp | base| fdb |sap stp | interface | mstp-configuration | interfac e|
igmp-snooping }

Context show>service
Description This command displays information for a particidarvice-id.

Parameters service-id —The service identification number that identifiee service in the domain.

Values service-id: 1 — 214748364
svc-name: A string up to 64 characters in length.

all — Display detailed information about the service.
arp — Display ARP entries for the service.

base —Display basic service information.

fdb — Display FDB information.

igmp-snooping —Display IGMP snooping information
interface — Display service interfaces.
mstp-configuration — Display MSTP information.

sap —Display SAPs associated to the service.

stp — Display STP information.

all

Syntax  all

Context show>service>id

Description This command displays detailed information foraapects of the service.
Output  Show service ID Output —  The following table describes the output fields witeeall option is
specified:
Label Description
Service Id The service identifier.
VPN Id The number which identifies the VPN.
Service Type Specifies the type of service.
VLL Type Specifies the VLL type.
SDP Id The SDP identifier.
Description Generic information about the service.
Customer Id The customer identifier.
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Label

Description (Continued)
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Last Mgmt Change
Endpoint

Flags

SAP Count

SDP Bind Count

The date and time of the most recent managemdidted change.
Specifies the name of the service endpoint.

Specifies the conditions that affect the operasitagus of this SAP.
Display output includes: ServiceAdminDown, SapAdbdmn, Inter-
faceAdminDown, PortOperDown, L20perDown, SapIng@esSMis-
match, SapEgressQoSMismatch,RelearnLimitExceedderd®SrcMac,
ParentlfAdminDown, NoSaplpipeCelpAddr, TodResouhcavalil,
TodMssResourceUnavail, SapParamMismatch, CemSaptioEc
MacAddr, StandByForMcRing, SaplngressNamedPoolMismeapE-
gressNamedPoolMismatch, NoSapEpipeRingNode.

The number of SAPs specified for this service.

The number of SDPs bound to this service.

Service Destination Points (SDPs)

SDP Id

Type
Admin Path MTU

Oper Path MTU

Delivery
Admin State
Oper State

Jitter Buffer
(packets)

PlayoutThreshold
(packets)

PlayoutThreshold
(packets)

The SDP identifier.
Indicates whether this Service SDP binding is &spwr a mesh.

The desired largest service frame size (in octetf)can be transmitted
through this SDP to the far-end router, withoutigiqg the packet to be
fragmented.

The actual largest service frame size (in octéis) ¢an be transmitted
through this SDP to the far-end router, withoutigiqg the packet to be
fragmented.

Specifies the type of delivery used by the SDP: IBPL

The administrative state of this SDP.

The operational state of this SDP.

Indicates the jitter buffer length in number of keicbuffers.

Indicates the playout buffer packets thresholdumhber of packet buf-
fers.

Indicates the current packet depth of the jittefdyu
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Label Description (Continued)

Peer Pw Bits Indicates the bits set by the LDP peer when thesefault on its side of
the pseudowire. LAC failures occur on the SAP tzet been configured
on the pipe service, PSN bits are set by SDP-binf#iitlures on the pipe
service. The pwNotForwarding bit is set when nofthe above failures
apply, such as an MTU mismatch failure. This vasduenly applicable if
the peer is using the pseudowire status signattiathod to indicate
faults.
pwNotForwarding — Pseudowire not forwarding
lacingressFault Local — Attachment circuit RX fault
lacEgresssFault Local — Attachment circuit TX fault
psningressFault Local — PSN-facing PW RX fault
psnEgressFault Local — PSN-facing PW TX fault
pwFwdingStandby — Pseudowire in standby mode

Signaling Over- Indicates the overriding signaled pseudowire tgseconfigured under

ride thesignaled-vc-type-overrideoption for Apipes. This field is only dis-
played ifsignaled-vc-type-overrideis configured.

LLF Admin State Displays the Link Loss Forwarding administrativatet

LLF Oper State Displays the Link Loss Forwarding operational state

Sample Output

*A:7210-E# show service id 2 all

Service Detailed Information

Service Id 12 Vpn Id :0
Service Type  : Epipe

Description : (Not Specified)

Customer Id 01

Last Status Change: 05/31/2002 19:26:08

Last Mgmt Change : 06/09/2002 18:53:34

Admin State : Down Oper State : Down
SAP Count 01

Uplink Type:  : L2

SAP Type: . Null-star Customer vl an: :nla

Service Access Points

SAP 1/1/1

Service Id 12

SAP 1 1/1/1 Encap snull
Description : (Not Specified)

Admin State 1 Up Oper State : Down
Flags : ServiceAdminDown

PortOperDown
Last Status Change : 05/31/2002 19:26:08
Last Mgmt Change : 06/09/2002 18:53:49
Dot1Q Ethertype : 0x8100 QinQ Ethertype :0x8100
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LLF Admin State
Admin MTU

Ingr IP Fltr-Id  : n/a
Ingr Mac Fltr-1d : n/a

tod-suite : None
Ing Agg Rate Limit : max
Endpoint :N/A

Q Frame-Based Acct : Disabled

Acct. Pol : None

QoS

Ingress qos-policy : 1
I. Sched Pol . (Not Specified)
E. Sched Pol : (Not Specified)

Ingress QoS Classifier Usage

Classifiers Allocated: 16

Classifiers Used

Sap Statistics

Packets

Ingress Stats:
Egress Stats:

Ingress Drop Stats:
Extra-Tag Drop Stats:

Sap per Meter stats (in/out coiunter mode)

Packets
Ingress Meter 1 (Unicast)

For. InProf
For. OutProf

Service Endpoints

No Endpoints found.

per State : Clear
MTU 11514
P Fltr-Id :n/a
ac Fltr-Id : n/a

gg Rate Limit: max

ct Stats  : Disabled

Allocated :8
Used 01

ets

ets

*A:7210-E>

*A:ces-A# show service id 1 all

Service Detailed Information

Service Id 01

Service Type : Cpipe
Description . (Not Specified)
01

Last Status Change: 07/06/2010 19:21:14
Last Mgmt Change :07/06/2010 19:21:14
Admin State :Up
MTU 11514
V¢ Switching : False

Customer Id

SAP Count

Service Destination Points(SDPs)

Page 386

10
: SAToPT1

:Up

unt 1
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Sdp Id 12:1 -(2.2.2.2)

Description  : (Not Specified)

SDP Id (121 Type

VC Type : SAToPT1 VC Ta
Admin Path MTU : 0 Oper
Far End 12222 Deliv
Admin State :Up Oper
Acct. Pol : None Colle
Ingress Label 1131064 Egres
Admin ControlWord : Preferred Oper
Admin BW(Kbps) :0 Oper

Last Status Change : 07/06/2010 19:21:14  Signa
Last Mgmt Change :07/06/2010 19:21:14

Endpoint :N/A Prece
Flags : None

Peer Pw Bits : None

Peer Faultlp  : None

Peer Vccv CV Bits : IspPing
Peer Vcev CC Bits : pwe3ControlWord mplsRouterAler

KeepAlive Information :

Admin State : Enabled Oper
Hello Time 110 Hello
Max Drop Count  : 3 Hold
Statistics

I. Fwd. Pkts. 1141578 I. Fw
E. Fwd. Pkts.  :141583 E. Fw

Associated LSP LIST :

Lsp Name ito_b 1 2

Admin State :Up Oper
Time Since Last Tr*: 04h08m22s

Sample output (Meter-override)

A:7210SAS>show>service# id 1101 sap 1/2/1:1 detail
Ingress Meter Override

Meter Id 01

Admin PIR : 12000 Admin
Oper PIR : 12000 Oper
PIR Rule . closest* CIRR
MBS : max* CBS
Mode : Trtcm2*

* means the value is inherited

A:7210SAS>show>service#
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: Spoke
g :0
Path MTU  :9190
ery : MPLS
State :Up

ct Stats  : Disabled
s Label 1131064
ControlWord : True

BW(Kbps) :0
ling . TLDP
dence 14
tLabel

State : Alive
MsgLen :0

Down Time : 10

d. Octs. :31430316
d. Octets : 31431426

State :Up

CIR : 10000

CIR : 10000

ule . closest*
: max*
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base

Syntax
Context
Description

Output
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base

show>service>id

Displays basic information about the service IDuding service type, description, SAPs.

Show Service-ID Base —

Label

The following table describes show service-id basput fields:

Description

Service Id
Vpn Id
Service Type
Description
Customer Id

Last Mgmt Change

Adm
Oper
Mtu

Def. Mesh VC Id

SAP Count
SDP Bind Count

Identifier

Type

AdmMTU

PBB Tunnel Point

Admin MTU

Backbone-Flooding

The service identifier.

Specifies the VPN ID assigned to the service.
The type of service: Epipe, VPLS, IES.
Generic information about the service.

The customer identifier.

The date and time of the most recent managemeidtad change to
this customer.

The desired state of the service.
The operating state of the service.
The largest frame size (in octets) that the serwé&ehandle.

This object is only valid in services that accesin SDP bindings. It
is used to validate the VC ID portion of each m8EHP binding
defined in the service.

The number of SAPs defined on the service.
The number of SDPs bound to the service.
Specifies the service access (SAP) points.

Specifies the signaling protocol used to obtainitiggess and egress
labels used in frames transmitted and received.

Specifies the desired largest service frame sizediets) that can be
transmitted through this SAP, without requiring tfeeket to be frag-
mented.

Specifies the endpoint in the B-VPLS environmeneretthe Epipe
terminates.

Specifies the B-VPLS admin MTU.

Specifies whether or not the traffic is floodedhe B-VPLS for the
detination instead of unicast. If the backboneidatbn MAC is in the
B-VPLS FDB, then it will be unicast.
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Label Description (Continued)

ISID The 24 bit field carrying the service instance iifesr associated with
the frame. It is used at the destination PE asvauttgplexor field.

Sample Output

A:ALU-7210# show service id 6 base

Service Basic Information

Service Id 16 Vpn Id :0
Service Type  : Epipe
Customer Id 01

Last Status Change: 07/05/2005 14:37:19
Last Mgmt Change : 07/12/2005 18:05:12

Admin State : Down Oper State : Down
SAP Count 12

Uplink Type:  : L2

SAP Type: : Null-star Customer vl an: :nla

Service Access & Destination Points

Identifier Type AdmMTU OprMTU Adm Opr
sap:1/1/2 null 1514 1514 Up Down
sap:1/1/10 null 1514 1514 Up Down
A:ALU-7210#

endpoint

Syntax  endpoint [endpoint-name]
Context show>service>id
Description This command displays service endpoint information.

Parameters endpoint-name -Specifies the name of an existing endpoint forsiice.

Sample Output

*A:ALU_SIM2>config>service>epipe# show service id 200 base

Service Basic Information

Service Id : 200 Vpn Id :0
Service Type  : Epipe
Customer Id 01

Last Status Change: 11/14/2008 02:39:05

Last Mgmt Change : 11/14/2008 02:31:21

Admin State :Up Oper State :Up
SAP Count 12

Uplink Type:  : L2
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SAP Type: : Dotlqg Preserve  Customer vl an: :200

Service Access & Destination Points

Identifier Type AdmMTU OprMTU Adm Opr
sap:1/1/1:200 g-tag 1518 1518 Up Up
sap:1/1/3:100.200 qing 1522 1522 Up Up

*A:ALU_SIM2>config>service>epipe#

sap
Syntax  sap sap-id [detail ]
Context show>service>id
Description This command displays information for the SAPs alsded with the service. If no optional parame-

ters are specified, a summary of all associateds3&Risplayed.

Parameters sap-id —The ID that displays SAPs for the service in thefelotmdaport[.channe]. See Common
CLI Command Descriptions on page 483 for commamdasy

detail — Displays detailed information for the SAP.
stp —- Displays the stp information of the SAP.

Output  Show Service-ID SAP — The following table describes show service SARIfel

Label Description
Service Id The service identifier.
SAP The SAP and qtag.
Encap The encapsulation type of the SAP.
Ethertype Specifies an Ethernet type Il Ethertype value.
Admin State The administrative state of the SAP.
Oper State The operating state of the SAP.
Flags Specifies the conditions that affect the operasitagus of this SAP.

Display output includes: ServiceAdminDown, SapAdbdmvn,
InterfaceAdminDown, PortOperDown, PortMTUTooSmall,
L20perDown, SaplngressQoSMismatch, SapEgressQoSMis-
match,RelearnLimitExceeded, RxProtSrcMac, ParediiifDown,
NoSaplpipeCelpAddr, TodResourceUnavail, TodMssReshi+
navail, SapParamMismatch, ServiceMTUTooSmall, Sgieiss-
NamedPoolMismatch, SapEgressNamedPoolMismatch,
NoSapEpipeRingNode.

Last Status Change The time of the most recent operating status chémggs SAP.
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Description (Continued)

Last Mgmt Change

Admin MTU

Oper MTU

Ingress qos-pol-
icy

Ingress Filter-1d
Egress Filter-1d
Acct. Pol

Collect Stats

Ignore Oper Down

The time of the most recent management-initiatethgh to this SAP.

The desired largest service frame size (in octbtg)can be transmit-
ted through the port to the far-end router, withmgfuiring the packet
to be fragmented.

The actual largest service frame size (in octbt)¢an be transmitted
through the port to the far-end router, withoutuieiqg the packet to
be fragmented.

The ingress QoS policy ID assigned to the SAP.

The ingress filter policy ID assigned to the SAP.
The egress filter policy ID assigned to the SAP.
The accounting policy ID assigned to the SAP.
Specifies whether collect stats is enabled.

Displays whether user has enabled or disabled éggaper-down
parameter.

The labels and description listed below are nopsued on 7210 SAS-E devices:

Loopback Mode
Loopback Src Addr
Loopback Dst Addr

No-svc-port used

Sample Output

Displays the Ethernet port loop back mode
Displays the configured loopback source address

Displays the configured loopback destination adglres

Displays the port ID of the port on which no seevis configured.
This port is used for the port loop back with MA®ap functionality.

*A:Dut-R# show service id 500 sap 1/1/5:*

Service Access Points(SAP)

Service Id 1 500

SAP 1 1/1/5:* Encap
Dot1Q Ethertype : 0x8100 QinQ
Admin State :Up Oper
Flags : None

Last Status Change : 01/06/2009 12:02:23

Last Mgmt Change :01/06/2009 12:01:23Loopback Mo
1/1/13

Loopback Src Addr : 00:00:00:22:22:22

Loopback Dst Addr : 00:00:00:11:11:11

Admin MTU : 1518 Oper
Ingress qos-policy : 1 Egres
Shared Q plcy :n/a Multi
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: g-tag
Ethertype :0x8100

State :Up

de : Internal No-svc-port used :

MTU 11518
s qos-policy : 1
point shared : Disabled
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Ingr IP Fltr-Id  : n/a Egr | P Fltr-ld  : n/a
Ingr Mac Fltr-1d : n/a Egr M ac Fltr-Ild :n/a
tod-suite : None ging- pbit-marking : both
Egr Agg Rate Limit : max Endpo int :N/A
Vlan-translation : None
Acct. Pol : None Colle ct Stats  : Disabled
Ignore Oper Down : Disabled
*A:Dut-R#
*A:Dut-R# show service id 500 sap 1/1/5:* detail
Service Access Points(SAP)
Service Id : 500
SAP : 1/1/5:* Encap . g-tag
Dot1Q Ethertype :0x8100 QinQ Ethertype :0x8100
Admin State :Up Oper State :Up
Flags : None
Last Status Change : 01/06/2009 12:02:23
Last Mgmt Change :01/06/2009 12:01:23
Admin MTU 11518 Oper MTU 11518
Ingress qos-policy : 1 Egres s gos-policy : 1
Shared Q plcy :n/a Multi point shared : Disabled
Ingr IP Fltr-Id  : n/a Egr | P Fltr-ld  : n/a
Ingr Mac Fltr-1d : n/a Egr M ac Fltr-ld :n/a
tod-suite : None ging- pbit-marking : both
Egr Agg Rate Limit : max Endpo int :N/A
Vlan-translation : None
Acct. Pol : None Colle ct Stats  : Disabled
Ignore Oper Down : Disabled
Sap Statistics

Packets
Ingress Packets rcvd: 0
Sap per Meter stats

Packets Oct ets
Ingress Meter 1 (Unicast)
For. InProf :0 0
For. OutProf :0 0
*A:Dut-R#
The following output displays LLF information.
*A:SIM6>config>service# show service id 2 sap 1/1/3 detail
Service Access Points(SAP)
Service Id 12
SAP 2 1/1/3 Encap :null
Dot1Q Ethertype :0x8100 QinQ Ethertype :0x8100
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Admin State :Up Oper State : Down
Flags : PortOperDown

Last Status Change : 01/21/2010 17:40:16

Last Mgmt Change :01/21/2010 17:40:16

Admin MTU 11514 Oper MTU 11514
LLF Admin State : Up LLF O per State : Clear
Ingress qos-policy : 1

Ingr IP Fltr-ld  : n/a Egrl P Fitr-Ild :n/a

Ingr Mac Fltr-Id : n/a Egr M ac Fltr-Id : n/a
tod-suite : None

Egr Agg Rate Limit : max Endpo int :N/A

Acct. Pol : None Colle ct Stats  : Disabled

Ignore Oper Down : Disabled

Sap Statistics

Packets
Ingress Packets rcvd: 0

Sap per Meter stats

Packets Oct ets

Ingress Meter 1 (Unicast)
Ingress Meter 1 (Unicast)

For. InProf 10 0
For. OutProf :0 0
*ASI
M6>config>service#
Stp
Syntax  stp [detail ]
Context show>service>id
Description This command displays information for the spanrieg protocol instance for the service.

Parameters detail — Displays detailed information.

Output  Show Service-ID STP Output — The following table describes show service-id STRot

fields:
Label Description
RSTP Admin State Indicates the administrative state of the Rapidn8jpay Tree Protocol
instance associated with this service.
Core Connectivity Indicates the connectivity status to the core.
RSTP Oper State Indicates the operational state of the Rapid Spenfiree Protocol

instance associated with this service. This figlddplicable only when
STP is enabled on the router.
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Label Description (Continued)
Bridge-id Specifies the MAC address used to identify thigideeiin the network.
Hold Time Specifies the interval length during which no mthran two Configu-

Bridge fwd delay

Bridge Hello time

Bridge max age

Bridge priority

Topology change

Last Top. change

Top. change count

Root bridge-id

Root path cost

Root forward delay

Rcvd hello time

Root max age

Root priority

Root port

SAP Identifier

RSTP State

ration BPDUs shall be transmitted by this bridge.

Specifies how fast a bridge changes its state win@ring toward the
forwarding state.

Specifies the amount of time between the transonssi Configura-
tion BPDUs.

Specifies the maximum age of Spanning Tree Protofmimation
learned from the network on any port before itiscdrded. This is the
actual value that this bridge is currently using.

Defines the priority of the Spanning Tree Protdnstance associated
with this service.

Specifies whether a topology change is currentiyrogress.

Specifies the time (in hundredths of a second)esthe last time a
topology change was detected by the Spanning Thated®l instance
associated with this service.

Specifies the total number of topology changesafeteby the Span-
ning Tree Protocol instance associated with thigiee since the man-
agement entity was last reset or initialized.

Specifies the bridge identifier of the root of gganning tree as deter-
mined by the Spanning Tree Protocol instance aatutivith this ser-
vice. This value is used as the Root Identifieapaster in all
Configuration BPDUSs originated by this node.

Specifies the cost of the path to the root bridgeeen from this
bridge.

Specifies how fast the root changes its state wheaving toward the
forwarding state.

Specifies the amount of time between the transonissi configura-
tion BPDUs.

Specifies the maximum age of Spanning Tree Protofmimation
learned from the network on any port before itiscdrded.

This object specifies the priority of the bridgatfs currently selected
as root-bridge for the network.

Specifies the port number of the port which offdues lowest cost path
from this bridge to the root bridge.

The ID of the access port where this SAP is defined

The operational state of RSTP.
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Description (Continued)

STP Port State

BPDU encap

Port Number

Port Priority

Port Path Cost

Fast Start

Designated Port

Designated Bridge

Specifies the port identifier of the port on thesidaeated bridge for this
port's segment.

Specifies the type of encapsulation used on BP@ds®ut and
received on this SAP.

Specifies the value of the port number field whikontained in the
least significant 12 bits of the 16-bit port ID asimted with this SAP.

Specifies the value of the port priority field whits contained in the
most significant 4 bits of the 16-bit port ID asisted with this SAP.

Specifies the contribution of this port to the pedist of paths towards
the spanning tree root which include this port.

Specifies whether Fast Start is enabled on this SAP

Specifies the port identifier of the port on thesidaeated bridge for this
port's segment.

Specifies the bridge identifier of the bridge whihfs port considers to
be the designated bridge for this port's segment.

*A:ALU_SIM2>config>service>vpls>sap# show service i d1stp

Stp info, Service 1

Bridge Id : 00:00.00:45:67:32:10:ab Top. Change Count: 2

Root Bridge : This Bridge Stp O per State : Up

Primary Bridge : N/A Topol ogy Change : Inactive

Mode : Rstp Last Top. Change : 1d 18:34:36

Vcp Active Prot. : N/A

Root Port :N/A Exter nalRPC :0

Stp port info

Sap Id Oper- Port- Port- Oper- Link- Active
State  Role State Num Edge Type Prot.

1/1/21:1 Up Designated Forward 2048 True Pt-pt Rstp

lag-1:1.1 Up Designated Forward 2049 False Pt-pt Rstp

lag-2:1.1 Up Designated Forward 2050 False Pt-pt Rstp

*A:ALU_SIM2>config>service>vpls>sap#

*A:ALU_SIM2>config>service>vpls>sap# show service

id 1 stp detail

Spanning Tree Information

VPLS Spanning Tree Information

VPLS oper state : Up
Stp Admin State : Up Stp O
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Mode : Rstp Vep A ctive Prot. : N/A
Bridge Id :00:00.00:45:67:32:10:ab Bridg e Instance Id: 0
Bridge Priority : 0 Tx Ho Id Count :6
Topology Change : Inactive Bridg e Hello Time : 2
Last Top. Change :1d 18:35:18 Bridg e Max Age :20
Top. Change Count : 2 Bridg e Fwd Delay : 15
Root Bridge : This Bridge

Primary Bridge : N/A

Root Path Cost : 0 Root Forward Delay: 15
Rcvd Hello Time :2 Root Max Age  :20
Root Priority  : 0 Root Port :N/A

Spanning Tree Sap Specifics

SAP |dentifier :1/1/21:1 Stp A dmin State : Up
Port Role : Designated Port State : Forwarding
Port Number 12048 Port Priority :128

Port Path Cost  : 10 Auto Edge : Enabled
Admin Edge : Disabled Oper Edge : True
Link Type : Pt-pt BPDU Encap : Dotld
Root Guard : Disabled Activ e Protocol : Rstp
Last BPDU from : N/A

CIST Desig Bridge : This Bridge Desig nated Port : 34816
Forward transitions: 2 Bad B PDUsrcvd :0

Cfg BPDUsrcvd : 0 Cfg B PDUstx :0
TCNBPDUsrcvd : 0 TCNB PDUstx :0

RST BPDUsrcvd : 0 RSTB PDUs tx  :79126
MST BPDUs rcvd  : 0 MST B PDUstx :0

SAP |dentifier :lag-1:1.1 Stp A dmin State : Up
Port Role : Designated Port State : Forwarding
Port Number 1 2049 Port Priority  :128

Port Path Cost  : 10 Auto Edge . Enabled
Admin Edge : Disabled Oper Edge : False
Link Type : Pt-pt BPDU Encap : Dotld
Root Guard : Disabled Activ e Protocol : Rstp
Last BPDU from  : 10:00.00:f3:f0:98:97:00

CIST Desig Bridge : This Bridge Desig nated Port : 34817
Forward transitions: 1 Bad B PDUsrcvd :0

Cfg BPDUsrcvd : 0 Cfg B PDUstx :0
TCNBPDUsrcvd :0 TCN B PDUstx :0

RST BPDUs rcvd  : 5 RSTB PDUs tx  :79128
MST BPDUs rcvd  : 0 MST B PDUstx :0

SAP |dentifier :lag-2:1.1 Stp A dmin State : Up
Port Role : Designated Port State : Forwarding
Port Number : 2050 Port Priority  :128

Port Path Cost  : 10 Auto Edge : Enabled
Admin Edge : Disabled Oper Edge : False
Link Type : Pt-pt BPDU Encap : Dotld
Root Guard : Disabled Activ e Protocol : Rstp
Last BPDU from  : 20:00.00:e0:b1:99:ch:2a

CIST Desig Bridge : This Bridge Desig nated Port : 34818
Forward transitions: 1 Bad B PDUsrcvd :0
CfgBPDUsrcvd : 0 CfgB PDUstx :0
TCNBPDUsrcvd : 0 TCNB PDUstx :0

RST BPDUs rcvd  : 6 RSTB PDUs tx  : 78760
MST BPDUs rcvd @ 0 MST B PDUstx :0
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*A:ALU_SIM2>config>service>vpls>sap#
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VLL Clear Commands

id
Syntax

Context

Description

Parameters

sap

Syntax
Context
Description

Parameters

counters

Syntax
Context

Description

stp

Syntax
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id service-id

clear>service

clear>service>statistics

This command clears commands for a specific service

service-id —The ID that uniquely identifies a service.

Values

service-id: 1 — 214748364
svc-name: A string up to 64 characters in length.

sap sap-id {all | counters |stp}

clear>service>statistics

This command clears SAP statistics for a SAP.

sap-id —Specifies the physical port identifier portion bétSAP definition. See Common CLI

Command Descriptions on page 483 for command syntax

all — Clears all SAP queue statistics and STP statistics.

counters —Clears all queue statistics associated with the. SAP

stp — Clears all STP statistics associated with the SAP.

[2pt — Clears all L2PT statistics associated with the SDP.

counters

clear>service>statistics>id

This command clears all traffic queue counters@aged with the service ID.

stp
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Context clear>service>statistics>id

Description Clears all spanning tree statistics for the serilice
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VLL Debug Commands

id
Syntax id service-id
Context debug>service
Description This command debugs commands for a specific service
Parameters service-id —The ID that uniquely identifies a service.
sap

Syntax [no] sap sap-id
Context debug>service>id
Description This command enables debugging for a particular. SAP

Parameters sap-id —Specifies the SAP ID.

Page 400 7210 SAS D, E, K OS Services Guide



VPLS Show Commands

VPLS Show Commands

fdb-info

Syntax
Context
Description

Output

fdb-info

show>service

Displays global FDB usage information.

Show FDB-Info Command Output —

output.
Label Description
Service ID The value that identifies a service.
Mac Move Indicates the administrative state of the MAC moratfeature asso-

Mac Move Rate

Mac Move Timeout

Table Size

Total Count

Learned Count
Static Count

Remote Age

Local Age

High WaterMark
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ciated with the service.

The maximum rate at which MAC's can be re-learmetthis TLS ser-
vice, before the SAP where the moving MAC was $&stn is automat-
ically disabled in order to protect the system aghaiindetected loops
or duplicate MAC's.

The rate is computed as the maximum number ofaseallowed in a
5 second interval. The default rate of 10 re-lemerssecond corre-
sponds to 50 re-learns in a 5 second period.

Indicates the time in seconds to wait before a 8P has been dis-
abled after exceeding the maximum re-learn rate-enabled. A value
of zero indicates that the SAP will not be autorslly re-enabled
after being disabled. If after the SAP is re-endlilés disabled again,
the effective retry timeout is doubled in ordeaimid thrashing.

The maximum number of learned and static entriesvad in the
FDB.

The current number of entries (both learned artityia the FDB of
this service.

The current number of learned entries in the FDBhisf service.
The current number of static entries in the FDBhid service.

The number of seconds used to age out FDB en¢deséd on an SDP.
These entries correspond to MAC addresses leameghoote SAPS.

The seconds used to age out FDB entries learnéatahSAPs.

The utilization of the FDB table of this servicewdtich a ‘table full’
alarm is raised by the agent.
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Label

Description (Continued)

Low WaterMark

Mac Learning

Discard Unknown

MAC Aging
MAC Pinning

Relearn Only

Total Service FDB

Total FDB Config-
ured Size

Total FDB Entries
In Use

Sample Output

The utilization of the FDB table of this servicevdiich a ‘table full’
alarm is cleared by the agent.

Specifies whether the MAC learning process is estabi this service.

Specifies whether frames received with an unknoestidation MAC
are discarded in this service.

Specifies whether the MAC aging process is enaibl¢his service.
Specifies whether MAC pinning is enabled in this/ge.

When enabled, indicates that either the FDB tabikis service is full
or that the maximum system-wide number of MAC'spsufed by the
agent has been reached, and thus MAC learningnisarary disabled,
and only MAC re-learns can take place.

The current number of service FDBs configured as iode.

The sum of configured FDBs.

The total number of entries (both learned andtatiuse.

A:7210-SASE# show service fdb-info

Forwarding Database(FDB) Information

============ Service Id : 1 Mac Move : Disabled
Primary Factor : 3 Secondary Factor : 2
Mac Move Rate : 2 Mac Move Timeout : 10

Mac Move Retries : 3

Table Size : 250 Total Count : 1

Learned Count : 0 Static Count : 0

Host-learned Count: 1

Remote Age : 900 Local Age : 300

High Watermark : 95% Low Watermark : 90%

Mac Learning : Enabled Discard Unknown : Disabled
Mac Aging : Enabled Relearn Only : False

Mac Subnet Len : 48

Total Service FDBs : 1

Total FDB Configured Size : 250

Total FDB Entries In Use : 1

PBB MAC Address Indices In Use : 0

A:7210-SASE#
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Syntax
Context
Description

Parameters

Output

VPLS Show Commands

fdb-mac ieee-address [expiry ]
show>service
This command displays the FDB entry for a given Madilress.

ieee-address —Fhe 48-bit MAC address for which to display the FBfry in the form
aabb:cc.dd.eeff or aa-bb-cc-dd-eeff whereaa, bb, cc, dd, eeandff are hexadecimal numbers.

expiry — Shows the time until the MAC is aged out.

Show FDB-MAC Command Output —  The following table describes the show FDB MAC com-

mand output fields:

Label Description
Service ID The service ID number.
MAC The specified MAC address
Source-Identifier The location where the MAC is defined.
Type/Age Static —  FDB entries created by management.
Learned — Dynamic entries created by the learning process.

OAM —Entries created by the OAM process.

H — Host, the entry added by the system for a statifigored sub-
scriber host.

D or DHCP — DHCP-installed MAC. Learned addresses can be
temporarily frozen by the DHCP snooping applicafionthe duration
of a DHCP lease.

P — Indicates the MAC is protected by the MAC petiten feature.

Sample Output

*A:ALA-12# show service fdb-rmac 00: 99: 00: 00: 00: 00

Services Using Forwarding Database Mac 00:99:00:00: 00:00

Servid MAC Source-ldenti fier Type/Age LastChange
1 00:99:00:00:00:00 sap270 Statl(-: ---------
*A:ALA-12#
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sap-using

Syntax

Description

Parameters

Output
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sap-using [ingress | egress]filter filter-id
sap-using [sap sap-id]

show>service Context

This command displays SAP information.

If no optional parameters are specified, the comtisplays a summary of all defined SAPs.

The optional parameters restrict output to only SARitching the specified properties.

ingress —Specifies matching an ingress policy.

egress —Specifies matching an egress policy.

filter filter-id — The ingress or egress filter policy ID for whichdigplay matching SAPs.
Values 1—65535

sap-id —Specifies the physical port identifier portion bétSAP definition. Se€ommon CLI
Command Descriptions on page 488command syntax.

Show Service SAP — The following table describes show service SAP oufiglds:

Label Description
Port ID The ID of the access port where the SAP is defined.
Svc ID The service identifier.
1.QoS The SAP ingress QoS policy number specified orirtgeess SAP.
[.MAC/IP The MAC or IP filter policy ID applied to the ingge SAP.
Egr. Fltr The filter policy ID applied to the egress SAP.
A.Pol The accounting policy ID assigned to the SAP.
Adm The administrative state of the SAP.
Opr The actual state of the SAP.

Sample Output

*A:ALU_SIM2>config>service>vpls# show service sap-u sing

Service Access Points

Portld Svcld  Ing. In g. Egr. Adm Opr
QoS FI tr  Fltr

1/1/1:10 1 1 no ne none Up Up

1/1/3:500.* 1 1 no ne none Up Up

1/1/1:200 200 1 no ne none Up Up

1/1/3:100.200 200 1 no ne none Up Up

1/1/1:300 300 1 no ne none Up Up
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Number of SAPs : 5

*A:ALU_SIM2>config>service>vpls#

service-using

Syntax  service-using [epipe] [ies] [vpls] [mirror ] [customer customer-id]
Context show>service

Description This command displays the services matching cetusaye properties. If no optional parameters are
specified, all services defined on the system aglalyed.

Parameters epipe —Displays matching Epipe services.
ies —Displays matching IES instances.
vpls — Displays matching VPLS instances.
mirror — Displays matching mirror services.
customercustomer-id— Displays services only associated with the spetifiesstomer ID.
Default Services associated with a customer.

Values 1 — 2147483647

Output Show Service Service-Using —  The following table describes show service servisigg output
fields:
Label Description
Service Id The service identifier.
Type Specifies the service type configured for the serD.
Adm The administrative state of the service.
Opr The operating state of the service.
CustomerID The ID of the customer who owns this service.
Last Mgmt Change The date and time of the most recent managemdigted change to
this service.

Sample Output

*A:ALA-12# show servi ce service-using custoner 10

Services

Serviceld Type  Adm Opr Customerld Last Mgmt Change
1 VPLS Up Up 10 09/05/2006 13:24:15
100 IES Up Up 10 09/05/2006 13:24:15
300 Epipe Up Up 10 09/05/2006 13:24:15
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Matching Services : 3

*A:ALA-12#

*A:ALA-12# show servi ce service-using epipe

Services [epipe]

Serviceld Type Adm Opr Customerld

6 Epipe Up Up 6
7 Epipe Up Up 6
8 Epipe Up Up 3
103 Epipe Up Up 6

Matching Services : 4

Last Mgmt Change

09/22/2006 23:05:58
09/22/2006 23:05:58
09/22/2006 23:05:58
09/22/2006 23:05:58

*A:ALA-12#

*A:ALA-14# show service service-using

Services

Serviceld Type Adm Opr Customerld

10 mVPLS Down Down 1
11 mVPLS Down Down 1
100 mVPLS Up Up 1
101 mVPLS Up Up 1
102 mVPLS Up Up 1

Matching Services : 5

*A:ALA-14#

*A:SetupCLI# show service service-using

Last Mgmt Change

10/26/2006 15:44:57
10/26/2006 15:44:57
10/26/2006 15:44:57
10/26/2006 15:44:57
10/26/2006 15:44:57

Services

Serviceld Type Adm Opr Customerld

23 mVPLS Up Down 2
100 Epipe Up Down 2
101 Epipe Up Down 2
102 Epipe Up Down 2
105 Epipe Up Down 2
110 Epipe Up Down 1
990 IES Up Down 1

1000 Mirror Up Down
1001 Epipe Up Down
1002 Epipe Up Down
1003 Epipe Up Down
1004 Epipe Up Down
2000 Mirror Up Down

Matching Services : 27

Last Mgmt Change

09/25/2007 21:45:58
09/25/2007 21:45:58
09/25/2007 21:45:58
09/25/2007 21:45:58
09/25/2007 21:45:58
09/25/2007 21:45:58
09/25/2007 21:45:58
09/25/2007 21:45:59
09/25/2007 21:45:58
09/25/2007 21:45:58
09/25/2007 21:45:58
09/25/2007 21:45:58
09/25/2007 21:45:59
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*A:SetupCLI#

*A:SetupCLI# show service service-using

Services
Serviceld Type  Adm Opr Customerld Last Mgmt Change
23 mVPLS Up Down 2 09/25/2007 21:45:58
100 Epipe Up Down 2 09/25/2007 21:45:58
101 Epipe Up Down 2 09/25/2007 21:45:58
102 Epipe Up Down 2 09/25/2007 21:45:58
105 Epipe Up Down 2 09/25/2007 21:45:58
110 Epipe Up Down 1 09/25/2007 21:45:58
990 IES Up Down 1 09/25/2007 21:45:58
1000 Mirror Up  Down 1 09/25/2007 21:45:59
1001 Epipe Up Down 1 09/25/2007 21:45:58
1002 Epipe Up Down 1 09/25/2007 21:45:58
1 09/25/2007 21:45:58

1003 Epipe Up Down

Matching Services : 27

*A:SetupCLI#
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id
Syntax
Context

Description

Parameters

all

Syntax
Context
Description

Output
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id service-id
show>service
This command displays information for a particidarvice-id.

service-id —The unique service identification number that idfe the service in the service
domain.

service-id: 1 — 214748364
svc-name: A string up to 64 characters in length.

Values

all — Display detailed information about the service.
arp — Display ARP entries for the service.

base —Display basic service information.

fdb — Display FDB entries.

igmp-snooping —Display IGMP snooping information.
interface — Display service interfaces.
mstp-configuration — - Display MSTP information.
sap —Display SAPs associated to the service.

stp — Display STP information.

all

show>service>id

This command displays detailed information foraapects of the service.
Show service ID all output —  The following table describes the command outpeit§.

Label Description

Service Id The service identifier.

VPN Id The number which identifies the VPN.

Service Type Specifies the type of service.

SDP Id The SDP identifier.
Description Generic information about the service.
Customer Id The customer identifier.

Last Mgmt Change The date and time of the most recent managemeidated change to

this customer.
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Description (Continued)

SAP Count
SDP Bind Count

Split Horizon
Group

Description

Last Changed

SDP Id

Type
Admin Path MTU

Oper Path MTU

Delivery
Admin State
Oper State

Ingress Label

Egress Label

Ingress Filter
Egress Filter

Far End

Last Changed

Hello Time

Hello Msg Len

Max Drop Count
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The number of SAPs specified for this service.
The number of SDPs bound to this service.

Name of the split horizon group for this service.

Description of the split horizon group.

The date and time of the most recent managemdigted change to
this split horizon group.

The SDP identifier.
Indicates whether this service SDP binding is &epm a mesh.

The desired largest service frame size (in octetf)can be transmit-
ted through this SDP to the far-end router, withequiring the packet
to be fragmented.

The actual largest service frame size (in octétsf) ¢can be transmitted
through this SDP to the far-end router, withoutuieqg the packet to
be fragmented.

Specifies the type of delivery used by the SDP: IGPL
The administrative state of this SDPSAP.
The operational state of this SDPSAP.

The label used by the far-end device to send padkehis device in
this service by this SDP.

The label used by this device to send packetsadahiend device in
this service by this SDP.

The ID of the ingress filter policy.
The ID of the egress filter policy.

Specifies the IP address of the remote end of tRe$ttunnel defined
by this SDP.

The date and time of the most recent change tatii®mer.

Specifies how often the SDP echo request messagémasmitted on
this SDP.

Specifies the length of the SDP echo request mesdaansmitted on
this SDP.

Specifies the maximum number of consecutive SDRERdquest
messages that can be unacknowledged before thalkeeprotocol
reports a fault.
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Label

Description (Continued)

Hold Down Time

SDP Delivery Mech-
anism

Number of SDPs
Service Id

Port Id
Description
Encap Value
Admin State
Oper State

Last Changed

Admin MTU

Oper MTU

Ingress gos-pol-
icy

Egress qos-policy
Ingress Filter-1d
Egress Filter-1d
Multi Svc Site

Ingress sched-
policy

Egress sched-pol-
icy

Acct. Pol

Collect Stats
Dropped

Offered Hi Prior-
ity

Offered Low Prior-
ity

Specifies the amount of time to wait before thepledige operating sta-
tus is eligible to enter the alive state.

When the SDP type is MPLS, a list of LSPs usec&zh the far-end
router displays. All the LSPs in the list must terate at the IP address
specified in the Far End field.

The total number SDPs applied to this service ID.

The service identifier.

The ID of the access port where this SAP is defined

Generic information about the SAP.

The value of the label used to identify this SAPtto® access port.
The administrative state of the SAP.

The operating state of the SAP.

The date and time of the last change.

The desired largest service frame size (in octhtg)can be transmit-
ted through this SDP to the far-end router, withegjuiring the packet
to be fragmented.

The actual largest service frame size (in octée) tan be transmitted
through this SDP to the far-end router, withoutuigqg the packet to
be fragmented.

The SAP ingress QoS policy ID.

The SAP egress QoS policy ID.
The SAP ingress filter policy ID.
The SAP egress filter policy ID.
Indicates the multi-service site that the SAP iiseanber.

Indicates the ingress QoS scheduler for the SAP.
Indicates the egress QoS scheduler for the SAP.

Indicates the accounting policy applied to the SAP.
Specifies whether accounting statistics are calboin the SAP.
The number of packets or octets dropped.

The number of high priority packets, as determimgthe SAP ingress
QoS policy.
The number of low priority packets, as determingdh® SAP ingress
QoS policy.
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Description (Continued)

Offered Low Prior-
ity

Forwarded In Pro-
file

Forwarded Out Pro-
file
Dropped In Profile

Dropped Out Pro-
file

Forwarded In Pro-
file

Forwarded Out Pro-
file
Ingress Queue 1

High priority
offered

High priority
dropped

Low priority
offered

Low priority
dropped

In profile for-
warded

Out profile for-
warded

Egress Queue 1

In profile for-
warded

In profile dropped

Out profile for-
warded

Out profile
dropped

State
Info Option

Action

7210 SAS D, E, K OS Services Guide

The number of low priority packets, as determingdhe SAP ingress
QoS policy.

The number of in-profile packets or octets (rateoweCIR) forwarded.
The number of out-of-profile packets or octetsgrabove CIR) for-
warded.

The number of in-profile packets or octets discdrde

The number of out-of-profile packets or octets dided.
The number of in-profile packets or octets (rateoweCIR) forwarded.

The number of out-of-profile packets or octetsqrabove CIR) for-
warded.

The index of the ingress QoS queue of this SAP.
The packets or octets count of the high prioriaffic for the SAP.

The number of high priority traffic packets/octdtspped.

The packets or octets count of the low prioritffica

The number of low priority traffic packets/octet®gdped.

The number of in-profile packets or octets (rateoweCIR) forwarded.
The number of out-of-profile octets (rate above XfiiRwarded.

The index of the egress QoS queue of the SAP.

The number of in-profile packets or octets (rateoweCIR) forwarded.

The number of in-profile packets or octets dropfuedhe SAP.

The number of out-of-profile packets or octetsgrabove CIR) for-
warded.

The number of out-of-profile packets or octets dided.

Specifies whether DHCP Relay is enabled on this.SAP
Specifies whether Option 82 processing is enabtethis SAP.

Specifies the Option 82 processing on this SAR&riace: keep,
replace or drop.
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Label Description (Continued)
Circuit ID Specifies whether the If Index is inserted in Ciir¢D sub-option of
Option 82.
Remote ID Specifies whether the far-end MAC address is ieskirt Remote ID
sub-option of Option 82.
ManagedbyService Specifies the service-id of the management VPLSaniaug this SAP.

Managed by MSTI

Last BPDU from
Managed by SAP
Prune state
ManagedbyService

Last BPDU from

Managed by Spoke

Prune state

Sample Output

Specifies the MST instance inside the managemehBuWRanaging
this SAP.

The bridge ID of the sender of the last BPDU reedivn this SAP.
Specifies the sap-id inside the management VPLSagiag this SAP.
Specifies the STP state inherited from the managemeLS.
Specifies the service-id of the management VPLSaniaug this SAP.
The bridge ID of the sender of the last BPDU reedivn this SAP.

Specifies the sap-id inside the management VPLSagiag this spoke
SDP.

Specifies the STP state inherited from the managemeLS.

*A:7210-E> show service id 1 all

Service Detailed Information

Service Id 01 Vpn Id :0
Service Type  :VPLS

Description . (Not Specified)

Customer Id 01

Last Status Change: 05/31/2002 19:26:08

Last Mgmt Change : 06/07/2002 18:14:58

Admin State : Down Oper State : Down
SAP Count 01

Uplink Type: 1L2

SAP Type: : Null-star Customer vl an: :n/a
Service Access Points

SAP 1/1/1

Service Id 01

SAP 2111 Encap :null
Description : (Not Specified)

Admin State :Up Oper State : Down
Flags . ServiceAdminDown

PortOperDown
Last Status Change : 05/31/2002 19:26:08
Last Mgmt Change :06/07/2002 18:15:31
Dot1Q Ethertype : 0x8100 QinQ

Ethertype :0x8100
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Max Nbr of MAC Addr: No Limit Total MAC Addr : 0
Learned MAC Addr : 0 Stati ¢ MAC Addr : 0

Admin MTU 11514 Oper MTU 11514

Ingr IP Fltr-ld  : n/a Egrl P Fitr-Ild :n/a

Ingr Mac Fltr-Id : n/a Egr M ac Fltr-Id : n/a
tod-suite : None

Ing Agg Rate Limit : max Egr A gg Rate Limit: max

Q Frame-Based Acct : Disabled

Mac Learning : Enabled Disca rd Unkwn Srce: Disabled
Mac Aging : Enabled Mac P inning : Disabled

BPDU Translation : Disabled
L2PT Termination : Disabled

Acct. Pol : None Colle ct Stats  : Disabled

Stp Service Access Point specifics

Stp Admin State : Up Stp O per State : Down
Core Connectivity : Down

Port Role . N/A Port State : Discarding
Port Number 12048 Port Priority :128

Port Path Cost  : 10 Auto Edge : Enabled
Admin Edge : Disabled Oper Edge - N/A

Link Type : Pt-pt BPDU Encap : Dotld
Root Guard : Disabled Activ e Protocol : N/A
Last BPDU from  : N/A

CIST Desig Bridge : N/A Desig nated Port : N/A
Forward transitions: 0 Bad B PDUsrcvd :0

Cfg BPDUsrcvd : 0 Cfg B PDUstx :0

TCN BPDUsrcvd  : 0 TCN B PDUstx :0

RST BPDUsrcvd  : 0 RST B PDUstx :0

MST BPDUs rcvd  : 0 MST B PDUstx :0

ARP host

Admin State : outOfService

Host Limit 01 Min A uth Interval : 15 minutes
QOS

Ingress qos-policy : 1
I. Sched Pol : (Not Specified)
E. Sched Pol . (Not Specified)

Ingress QoS Classifier Usage

Classifiers Allocated: 16 Meters Allocated :8
Classifiers Used :2 Meters Used 12

Sap Statistics

Packets Oct ets
Ingress Stats: 0 0
Egress Stats: 0 0
Ingress Drop Stats: 0 0
Extra-Tag Drop Stats: n/a n/a

Sap per Meter stats (forward/drop counter mode)
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Packets Oct ets
Ingress Meter 1 (Unicast)
Total Forwarded 10 0
Total Dropped :0 0

Ingress Meter 11 (Multipoint)
Total Forwarded :0 0
Total Dropped :0 0

VPLS Spanning Tree Information

VPLS oper state : Down Core Connectivity : Down
Stp Admin State : Down Stp O per State : Down
Mode . Rstp Vep A ctive Prot. : N/A
Bridge Id : 80:00.00:a0:ff:43:21:cb Bridg e Instance Id: 0
Bridge Priority : 32768 Tx Ho Id Count :6
Topology Change : Inactive Bridg e Hello Time : 2
Last Top. Change :0d 00:00:00 Bridg e Max Age :20
Top. Change Count : 0 Bridg e Fwd Delay : 15
MST region revision: 0 Bridg e max hops : 20

MST region name

Root Bridge :N/A
Primary Bridge : N/A

Root Path Cost : 0 Root Forward Delay: 15
Rcvd Hello Time :2 Root Max Age  :20
Root Priority  : 32768 Root Port . N/A

Forwarding Database specifics

Service Id : 1 Mac Move : Disabled

Primary Factor : 3 Secondary Factor : 2

Mac Move Rate : 2 Mac Move Timeout : 10
Mac Move Retries : 3

Table Size : 250 Total Count : 1

Learned Count : 0 Static Count : 0
Host-learned Count: 1

Remote Age : 900 Local Age : 300

High Watermark : 95% Low Watermark : 90%
Mac Learning : EnabledDiscard Unknown : Disabled
Mac Aging : Enabled Relearn Only : False
Mac Subnet Len : 48

IGMP Snooping Base info

Admin State : Down
Querier  : No querier found

Sap Oper MRtrSend Max Ma X Num
Id State Port Queries Grps Sr cs Grps
sap:1/1/1 Down No No None No ne 0

Service Endpoints

No Endpoints found.

*A:7210-E>
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Ignore Standby Sig : False Block On Mesh Fail: False

arp

Syntax  arp [ip-address] | [mac ieee-address] | [sap sap-id] | [interface ip-int-name]
Context show>service>id

Description This command displays the ARP table for the VPhSance. The ARP entries for a subscriber
interface are displayed uniquely. Each MAC assediatith the subscriber interface child group-
interfaces is displayed with each subscriber iat@fARP entry for easy lookup.

Parameters ip-address —All IP addresses.

mac ieee-address Bisplays only ARP entries in the ARP table with specified 48-bit MAC
address. The MAC address is in the form aa:bb:oeedff or aa-bb-cc-dd-ee-ff, where aa, bb, cc,
dd, ee and ff are hexadecimal numbers.

Default All MAC addresses.
sapsap-id— Displays SAP information for the specified SAP ID.
interface — Specifies matching service ARP entries associatédthe IP interface.
ip-address —Fhe IP address of the interface for which to digpreatching ARP entries.
Values 1.0.0.0 — 223.255.255.255

ip-int-name —The IP interface name for which to display matghitRPs.

Output  Show Service-ID ARP —  The following table describes show service-id A&RRput fields.
Label Description
IP Address The IP address.
MAC Address The specified MAC address.

Type Static — FDB entries created by management.
Learned — Dynamic entries created by the learnimcgss.

Other — Local entries for the IP interfaces created

Expiry The age of the ARP entry.
Interface The interface applied to the service.
SAP The SAP ID.
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base
Syntax
Context
Description
Output

Page 416

base [msap]
show>service>id

This command displays basic information about #rgise ID including service type, description,
and SAPs.

Show Service-ID Base — The following table describes show service-id basgput fields:
Label Description

Service Id The service identifier.

Service Type Displays the type of service.

Description Generic information about the service.

Customer Id The customer identifier.

Last Mgmt Change The date and time of the most recent managemeidted change to
this customer.

Adm The administrative state of the service.

Oper The operational state of the service.

Mtu The largest frame size (in octets) that the pantlendle.

Adm The largest frame size (in octets) that the SAPhzardle.

SAP Count The number of SAPs defined on the service.

SAP Type The type of SAPs allowed in the service. It alssatibes the applied
processing by the node to the packets receivetiesetSAPs.

Identifier Specifies the service access (SAP).

OprMTU Specifies the actual largest service frame sizedtrts) that can be
transmitted through this port, without requiring thacket to be frag-
mented.

Opr The operating state of the SAP

Sample Output

A:ALU-7210>config>service>vpls# show service id 700 base

Service Basic Information

Service Id 1 700 Vpn Id :0
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Service Type  :VPLS

Customer Id 01

Last Status Change: 09/19/2005 16:25:28
Last Mgmt Change : 09/21/2005 14:07:07

Admin State : Down Oper State : Down
SAP Count 01

Uplink Type:  : L2

SAP Type: : Null-star Customer vl an: :n/a

Service Access & Destination Points

Identifier Type AdmMTU OprMTU Adm Opr

sap:1/1/2 null 1514 1514 Up Down

A:ALU-7210>config>service>vpls#
*A:ALU_SIM2>config>service>vpls# show service id 6 00 base

Service Basic Information

Service Id 1 600 Vpn Id :0
Service Type  :uVPLS
Customer Id 01

Last Status Change: 11/17/2008 00:12:16
Last Mgmt Change : 11/14/2008 03:36:21

Admin State :Up Oper State : Down
SAP Count :3

Uplink Type:  : L2

SAP Type: : Dotlq Customer vl an: :nla

Service Access & Destination Points

Identifier Type AdmMTU OprMTU Adm Opr
sap:1/1/1:950 g-tag 1518 1518 Down Down
sap:1/1/2:1450 g-tag 1518 1518 Down Down
sap:1/1/3:3000.* ging 1522 1522 Down Down

*A:ALU_SIM2>config>service>vpls#

*A:7210SAS-D>show>service# id 15 base

Service Basic Information

Service Id 115 Vpn Id :0
Service Type  : Epipe

Description . (Not Specified)

Customer Id 140

Last Status Change: 01/01/1970 00:00:14

Last Mgmt Change :01/11/1970 23:34:24

Admin State : Down Oper State : Down
SAP Count 01

Uplink Type: 1 L2

SAP Type: : Any Customer vl an: :nla

Service Access & Destination Points

Identifier Type AdmMTU OprMTU Adm Opr
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sap:1/1/1 null

1514 1514 Up Down

*A:SAS-D>show>service#
*A:7210SAS# show service id 10 base

Service Basic Information

Service Id 110 Vpn Id
Service Type  :VPLS

Name : (Not Specified)
Description . (Not Specified)
Customer Id 01

Last Status Change: 02/06/2106 06:28:12
Last Mgmt Change :01/10/1970 01:55:31

Admin State : Down Oper State
MTU : Not Applicable  Def. Mesh V
SAP Count 10

Uplink Type:  : L2

SAP Type: : Dotlg Range Customer vl

Service Access & Destination Points

Identifier Type

No Matching Entries

:0

: Down
Cld :10
an: :nla

AdmMTU OprMTU Adm Opr

*A:7210SAS# show service id 10 base
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fdb
Syntax  fdb [sap sap-id [expiry ]] | [mac ieee-address [expiry ]] | [detail ] [expiry ]
Context show>service>id
show>service>fdb-mac
Description This command displays FDB entries for a given MAldr&ss.

Parameters sapsap-id— Specifies the physical port identifier portion bEtSAP. Se€ommon CLI Command
Descriptions on page 488r command syntax.

detail — Displays detailed information.

expiry — Displays time until MAC is aged out.

Show FDB Information — The following table describes service FDB outpatds.
Label Description
ServiD Displays the service ID.
MAC Displays the associated MAC address.
Mac Move Displays the administrative state of the MAC movatrieature

associated with this service.

Primary Factor Displays a factor for the primary ports definingshmany
MAC-relearn periods should be used to measure tAREM
relearn rate.

Secondary Factor Displays a factor for the secondary ports defiriiogy many
MAC-relearn periods should be used to measure tAR€M
relearn rate.

Mac Move Rate Displays the maximum rate at which MAC's can bé&eerned
in this service, before the SAP where the moving®Asas last
seen is automatically disabled in order to protieetsystem
against undetected loops or duplicate MAs.

The rate is computed as the maximum number ofamée
allowed in a 5 second interval: for example, thiadk rate of 2
re-learns per second corresponds to 10 re-leam$ isecond
period.

Mac Move Timeout Displays the time in seconds to wait before a S#® has been

disabled after exceeding the maximum re-learnisate-
enabled.
A value of zero indicates that the SAP will notzhgomatically
re-enabled after being disabled. If after the S&\Reienabled it
is disabled again, the effective retry timeoutasioled in order
to avoid thrashing.

Mac Move Retries Displays the number of times retries are perforfioedeen-
abling the SAP.
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Label Description

Table Size Specifies the maximum number of learned and seaides
allowed in the FDB of this service.

Total Count Displays the total number of learned entries inRB&8 of this
service.

Learned Count Displays the current number of learned entries@&RDB of
this service.

Static Count Displays the current number of static entries BEDB of this
service.

OAM-learned Count Displays the current number of OAM entries in thBFof this
service.

DHCP-learned Count Displays the current number of DHCP-learned entridke

FDB of this service.

Host-learned Count Displays the current number of host-learned enini¢se FDB
of this service.

Remote Age Displays the number of seconds used to age out &idies
learned on an SAP. These entries correspond to Efdtesses
learned on remote SAPSs.

Local Age Displays the number of seconds used to age out &iidiles
learned on local SAPs.

High Watermark Displays the utilization of the FDB table of thisrgice at
which a table full alarm will be raised by the agen

Low Watermark Displays the utilization of the FDB table of thisrgice at
which a table full alarm will be cleared by the age

Mac Learning Specifies whether the MAC learning process is estbl

Discard Unknown Specifies whether frames received with an unknoestidation
MAC are discarded.

Mac Aging Indicates whether the MAC aging process is enabled.

Relearn Only Displays, that when enabled, either the FDB tablhie ser-

vice is full, or that the maximum system-wide numbg
MA's supported by the agent has been reached hasdMAC
learning is temporary disabled, and only MAC rerbsacan

take place.

Mac Subnet Len Displays the number of bits to be considered wtesfopming
MAC-learning or MAC-switching.

Source-Identifier The location where the MAC is defined.

Type/Age Type — Specifies the number of seconds used to age out TLS

FDB entries learned on local SAPs.
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Description

Age — Specifies the number of seconds used to age out TLS
FDB entrieslearned on an SDP. These entries camelsip
MAC addresses learned on remote SAPs.
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Label Description

L — Learned - Dynamic entries created by the leaypirocess.
OAM — Entries created by the OAM process.

H — Host, the entry added by the system for acstamhfigured
subscriber host.

D or DHCP — DHCP-installed MAC. Learned address#s ¢
be temporarily frozen by the DHCP snooping appiacafor
the duration of a DHCP lease.

P — Indicates the MAC is protected” by the MAC griton
feature.

Static — Statically configured.

Last Change Indicates the time of the most recent state changes
A:ALU-7210# show service id 1 fdb

Forwarding Database, Service 1

Service ld : 1 Mac Move : Disabled
Primary Factor : 3 Secondary Factor : 2

Mac Move Rate : 2 Mac Move Timeout : 10
Mac Move Retries : 3

Table Size : 250 Total Count : 1

Learned Count : 0 Static Count : 0
Host-learned Count: 1

Remote Age : 900 Local Age : 300

High Watermark : 95% Low Watermark : 90%
Mac Learning : Enabled Discard Unknown : Disabled
Mac Aging : Enabled Relearn Only : False
Mac Subnet Len : 48

A:ALU-7210#

12pt
Syntax [2pt disabled
[2pt [detail ]
Context show>service>id
Description This command displays Layer 2 Protocol Tunnel (03-@ute information associated with this

service.

Parameters disabled —Displays only entries with termination disabledisThelps identify configuration errors.

detail — Displays detailed information.
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The following table describes show L2PT outputdiel

Description

Service id

L2pt-term enabled

L2pt-term dis-
abled

Bpdu-trans auto

Bpdu-trans dis-
abled

SAPs

SDPs

Total
Sapld
L2pt-termination

Admin Bpdu-trans-
lation

Oper Bpdu-
translation

Sdpld

Sample:

Displays the 24 bit (0..16777215) service instadeetifier for the
service.

Indicates if L2-PT-termination and/or Bpdu-translatis in use in this
service by at least one SAP or spoke SDP bindfrig.use, at least
one of L2PT-termination or Bpdu-translation is dedb

When enabled it is not possible to enable STP iznstrvice.

Indicates that L2-PT-termination is disabled.

Specifies the number of L2-PT PDU's are translaegdre being sent
out on a port or sap.

Indicates that Bpdu-translation is disabled.

Displays the number of SAPs with L2PT or BPDU tfatisn enabled
or disabled.

Displays the number of SDPs with L2PT or BPDU tfatign enabled
or disabled.

Displays the column totals of L2PT entities.
The ID of the access point where this SAP is define
Indicates whether L2pt termination is enabled sabied.

Specifies whether Bpdu translation is administedyivenabled or dis-
abled.

Specifies whether Bpdu translation is operationafigbled or dis-
abled.

Specifies the SAP ID.

*A:7210SAS>show>service# id 1 12pt detail

L2pt details, Service id 1

Service Access Points

Sapld L2pt- Admin Bpdu- Oper Bpdu-
termination translation translation
1/1/1 stp cdp vtp dtp pagp ud Id disabled disabled

Number of SAPs : 1
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L2pt summary, Service id 1

L2pt-term L2pt-term Bpdu-trans Bpdu-tra ns Bpdu-trans Bpdu-trans
enabled disabled auto disabled pvst stp

SAP's 1 0 0 1 0 0

SDP's 0 0 0 0 0 0

Total 1 0 0 1 0 0

*A:7210SAS>show>service#

mac-move

Syntax mac-move
Context show>service>id

Description This command displays MAC move related informatdaout the service.

sap
Syntax  sap sap-id [sap-id [detail|stp]]
Context show>service>id
Description This command displays information for the SAPs esded with the service.

If no optional parameters are specified, a sumroall associated SAPs is displayed.

Parameters sapsap-id —The ID that displays SAPs for the service inslet/mdaport[.channe] form. See
Common CLI Command Descriptions on page ##83ommand syntax.

detail — Displays detailed information for the SAP.
stp - —Displays the stp information of the SAP.

Show Service-ID SAP — The following table describes show service SARIfel

Label Description
Service Id The service identifier.
SAP The SAP and qgtag.
Encap The encapsulation type of the SAP.
Ethertype Specifies an Ethernet type Il Ethertype value.
Admin State The administrative state of the SAP.
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Description (Continued)

Oper State

Flags

Last Status Change

Last Mgmt Change

Ingress qos-pol-
icy

Ingress Filter-1d
Egress Filter-1d
Acct. Pol

Collect Stats

SAP per Meter stats

Ingress Meter

For. InProf

For. OutProf

Ingress TD Profile
Egress TD Profile

Alarm Cell Han-
dling

AAL-5 Encap

The operational state of the SAP.

Specifies the conditions that affect the operasitagus of this SAP.
Display output includes: ServiceAdminDown, SapAdbBdmwn, Inter-
faceAdminDown, PortOperDown, L20perDown, SapIng@esSMis-
match, SapEgressQoSMismatch,RelearnLimitExceeded,
ParentlfAdminDown,

NoSaplpipeCelpAddr, TodResourceUnavalil,
TodMssResourceUnavail, SapParamMismatch,
CemSapNoEcidOrMacAddr, StandByForMcRing,
SapingressNamedPoolMismatch, SapEgressNamedPoddttism
NoSapEpipeRingNode.

Specifies the time of the most recent operatinstehange to this
SAP

Specifies the time of the most recent managemétiatzd change to
this SAP.

The ingress QoS policy ID assigned to the SAP.

The ingress filter policy ID assigned to the SAP.
The egress filter policy ID assigned to the SAP.
The accounting policy ID assigned to the SAP.

Specifies whether collect stats is enabled.

Specifies the meter ID.

The number of in-profile packets and octets (raiew CIR) for-
warded.

The number of out-of-profile packets and octetste(labove CIR and
below PIR) forwarded by the ingress meter.

The profile ID applied to the ingress SAP.
The profile ID applied to the egress SAP.

The indication that OAM cells are being processed.

The AAL-5 encapsulation type.

The labels and description listed below are nopsued on 7210 SAS-E devices:

Loopback Mode

Loopback Src Addr

7210 SAS D, E, K OS Services Guide

Displays the Ethernet port loopback mode

Displays the configured loopback source address
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Label Description (Continued)
Loopback Dst Addr Displays the configured loopback destination adsires
No-sve-port used Displays the port ID of the port on which no seevis configured.

This port is used for the port loop back with MA®ap functionality.

Sample Output

*A:ALU_SIM2>config>service# show service id 1 sap 1/1/3:500.* detail

Service Access Points(SAP)

Service Id 01

SAP :1/1/3:500.* Encap : qing

QinQ Dotlp : Default

Dot1Q Ethertype : 0x8100 QinQ Ethertype :0x8100
Admin State 1 Up Oper State : Down
Flags : PortOperDown

Last Status Change : 11/17/2008 00:26:56
Last Mgmt Change :11/14/2008 02:45:15

Loopback Mode : Internal No-svc-port used : 1/1/13
Loopback Src Addr : 00:00:00:22:22:22
Loopback Dst Addr : 00:00:00:11:11:11

Max Nbr of MAC Addr: No Limit Total MAC Addr :0
Learned MAC Addr : 0 Stati ¢ MAC Addr :0
Ingress qos-policy : 1 Egres s gos-policy : 1

Shared Q plcy :n/a Multi point shared : Disabled
Ingr IP Fltr-Id  : n/a Egr | P Fltr-Id  : n/a

Ingr Mac Fltr-1d : n/a Egr M ac Fltr-Ild :n/a
tod-suite : TodResourceUnavail ging- pbit-marking : both

Egr Agg Rate Limit : max

Mac Learning : Enabled Disca rd Unkwn Srce: Disabled
Mac Aging : Enabled Mac P inning : Disabled
L2PT Termination : Disabled BPDU Translation : Disabled

Vlan-translation : None
Acct. Pol : None Colle ct Stats  : Disabled

Anti Spoofing  : None Nbr S tatic Hosts : 0

Stp Service Access Point specifics

Mac Move : Blockable

Stp Admin State : Up Stp O per State : Up
Core Connectivity : Down

Port Role : Disabled Port State : Discarding
Port Number 1 2049 Port Priority  :128

Port Path Cost  : 10 Auto Edge : Enabled
Admin Edge : Disabled Oper Edge . False
Link Type : Pt-pt BPDU Encap : Dotld
Root Guard : Disabled Activ e Protocol : Rstp
Last BPDU from  : N/A

CIST Desig Bridge : This Bridge Desig nated Port : 34817
Forward transitions: 1 Bad B PDUsrcvd :0

Cfg BPDUsrcvd : 0 Cfg B PDUstx :0
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TCNBPDUsrcvd :0
RSTBPDUsrcvd : 0
MST BPDUs rcvd  : 0

TCNB
RST B
MST B

Sap Statistics

Packets
Ingress Packets rcvd: 0

Sap per Meter stats

Packets
Ingress Meter 1 (Unicast)
For. InProf :0
For. OutProf :0

Ingress Meter 11 (Multipoint)
For. InProf 10
For. OutProf :0

Oct

VPLS Show Commands

PDUs tx :0
PDUs tx  :124267
PDUs tx 10

ets

*A:ALU_SIM2>config>service#

*A:PE-A# show service id 10 sap 2/2/5:10 mrp

Service Access Points(SAP)

Service Id .10
SAP : 2/2/5:10

Description : Default sap description for se

Admin State :Up
Flags : None
Multi Svc Site  : None

Encap

Oper

Last Status Change : 01/16/2008 09:37:57
Last Mgmt Change :01/16/2008 09:37:41

SAP MRP Information

Join Time 1 0.2 secs
Leave All Time :10.0 secs
Periodic Enabled : false
Rx Pdus (11
Dropped Pdus :0

Rx New Event 10

Rx In Event .10

Rx Empty Event  : 10
Tx New Event :0

Tx In Event 10

Tx Empty Event : 10

Leave
Perio

Tx Pd
Tx Pd
Rx Jo

Rx Jo
Rx Le
Tx Jo
Tx Jo
Tx Le

SAP MMRP Information

MAC Address Registered

Declared

01:1e:83:00:00:65 Yes
01:1e:83:00:00:66 Yes
01:1e:83:00:00:67 Yes
01:1e:83:00:00:68 Yes
01:1e:83:00:00:69 Yes
01:1e:83:00:00:6a Yes
01:1e:83:00:00:6b Yes
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Yes
Yes
Yes
Yes
Yes
Yes
Yes

: g-tag
rvice id 10
State :Up

Time 1 1.0 secs
dic Time :1.0secs

us 112

us 112
in-In Event : 150
in Empty Evt : 10
ave Event :0
in-In Event : 140
in Empty Evt : 20
ave Event :0
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01:1e:83:00:00:6¢ Yes
01:1e:83:00:00:6d Yes
01:1e:83:00:00:6€e Yes

Yes
Yes
Yes

Number of MACs=10 Registered=10 Declared=10

*A:PE-A#

stp
Syntax  stp [detail ]
Context show>service>id
Description This command displays information for the spanrieg protocol instance for the service.

Parameters detail — Displays detailed information.

Output  Show Service-ID STP Output —  The following table describes show service-id STipat

fields:

Label

Description

Bridge-id

Bridge fwd delay
Bridge Hello time

Bridge max age

Bridge priority

Topology change

Last Top. change

Top. change count

Root bridge-id

Root path cost
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Specifies the MAC address used to identify thisldpeiin the network.

Specifies how fast a bridge changes its state win@ring toward the
forwarding state.

Specifies the amount of time between the transonissf Configura-
tion BPDUs.

Specifies the maximum age of Spanning Tree Proiofmimation
learned from the network on any port before itiscdrded. This is the
actual value that this bridge is currently using.

Defines the priority of the Spanning Tree Protanstance associated
with this service.

Specifies whether a topology change is currentigrogress.

Specifies the time (in hundredths of a second)esthe last time a
topology change was detected by the Spanning Th@ed®l instance
associated with this service.

Specifies the total number of topology changesaleteby the Span-
ning Tree Protocol instance associated with thigise since the man-
agement entity was last reset or initialized.

Specifies the bridge identifier of the root of gpanning tree as deter-
mined by the Spanning Tree Protocol instance aatativith this ser-
vice. This value is used as the Root Identifieapater in all
Configuration BPDUSs originated by this node.

Specifies the cost of the path to the root bridgeeen from this
bridge.
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Description (Continued)

Root forward delay

Rcvd hello time

Root max age

Root priority

Root port

SAP |dentifier

BPDU encap

Port Number

Port Priority

Port Path Cost

Designated Port

Designated Bridge

Sample Output

*A:ALU_SIM2>config>service>vpls>sap# show service i

Specifies how fast the root changes its state wheving toward the
forwarding state.

Specifies the amount of time between the transonissi configura-
tion BPDUs.

Specifies the maximum age of Spanning Tree Protofmimation
learned from the network on any port before itissdrded.

This object specifies the priority of the bridgatis currently selected
as root-bridge for the network.

Specifies the port number of the port which offies lowest cost path
from this bridge to the root bridge.

The ID of the access port where this SAP is defined

Specifies the type of encapsulation used on BPRdsaut and
received on this SAP.

Specifies the value of the port number field whikontained in the
least significant 12 bits of the 16-bit port ID asimted with this SAP.

Specifies the value of the port priority field whits contained in the
most significant 4 bits of the 16-bit port ID asisted with this SAP.

Specifies the contribution of this port to the petist of paths towards
the spanning tree root which include this port.

Specifies the port identifier of the port on thesidaeated bridge for this
port's segment.

Specifies the bridge identifier of the bridge whibfs port considers to
be the designated bridge for this port's segment.

d1stp

Stp info, Service 1

Bridge Id : 00:00.00:45:67:32:10:ab Top. Change Count : 2

Root Bridge : This Bridge Stp O per State : Up

Primary Bridge : N/A Topol ogy Change : Inactive

Mode : Rstp Last Top. Change : 1d 18:34:36

Vcp Active Prot. : N/A

Root Port T N/A Exter nalRPC :0

Stp port info

Sap Id Oper- Port- Port- Port- Oper- Link- Active
State Role State Num Edge Type Prot.

1/1/21:1 Up Designated Forward 2048 True Pt-pt Rstp
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lag-1:1.1 Up Designated Forward 2049 False Pt-pt Rstp
lag-2:1.1 Up Designated Forward 2050 False Pt-pt Rstp

*A:ALU_SIM2>config>service>vpls>sap#

*A:ALU_SIM2>config>service>vpls>sap# show service id 1 stp detail

Spanning Tree Information

VPLS Spanning Tree Information

VPLS oper state : Up

Stp Admin State : Up Stp O per State : Up
Mode : Rstp Vep A ctive Prot. : N/A
Bridge Id :00:00.00:45:67:32:10:ab Bridg e Instance Id: 0
Bridge Priority : 0 Tx Ho Id Count :6
Topology Change : Inactive Bridg e Hello Time : 2
Last Top. Change :1d 18:35:18 Bridg e Max Age :20
Top. Change Count : 2 Bridg e Fwd Delay : 15
Root Bridge : This Bridge

Primary Bridge : N/A

Root Path Cost : 0 Root Forward Delay: 15
Rcvd Hello Time :2 Root Max Age  :20
Root Priority  : 0 Root Port :N/A

Spanning Tree Sap Specifics

SAP |dentifier :1/1/21:1 Stp A dmin State : Up
Port Role : Designated Port State : Forwarding
Port Number 12048 Port Priority  :128

Port Path Cost  : 10 Auto Edge . Enabled
Admin Edge : Disabled Oper Edge : True
Link Type : Pt-pt BPDU Encap : Dotld
Root Guard . Disabled Activ e Protocol : Rstp
Last BPDU from  : N/A

CIST Desig Bridge : This Bridge Desig nated Port : 34816
Forward transitions: 2 Bad B PDUsrcvd :0

Cfg BPDUsrcvd : 0 Cfg B PDUstx :0
TCNBPDUsrcvd : 0 TCNB PDUstx :0

RST BPDUsrcvd : 0 RSTB PDUs tx  :79126
MST BPDUs rcvd  : 0 MST B PDUstx :0

SAP |dentifier :lag-1:1.1 Stp A dmin State : Up
Port Role : Designated Port State : Forwarding
Port Number 1 2049 Port Priority :128

Port Path Cost : 10 Auto Edge : Enabled
Admin Edge : Disabled Oper Edge : False
Link Type : Pt-pt BPDU Encap : Dotld
Root Guard . Disabled Activ e Protocol : Rstp
Last BPDU from  :10:00.00:f3:f0:98:97:00

CIST Desig Bridge : This Bridge Desig nated Port : 34817
Forward transitions: 1 Bad B PDUsrcvd :0
CfgBPDUsrcvd : 0 CfgB PDUstx :0
TCNBPDUsrcvd : 0 TCNB PDUstx :0

RST BPDUs rcvd  : 5 RSTB PDUs tx  :79128
MST BPDUs rcvd @ 0 MST B PDUstx :0
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SAP Identifier :lag-2:1.1 Stp A dmin State : Up
Port Role : Designated Port State : Forwarding
Port Number : 2050 Port Priority :128

Port Path Cost  : 10 Auto Edge : Enabled
Admin Edge : Disabled Oper Edge . False
Link Type : Pt-pt BPDU Encap : Dotld
Root Guard : Disabled Activ e Protocol : Rstp
Last BPDU from  : 20:00.00:e0:b1:99:ch:2a

CIST Desig Bridge : This Bridge Desig nated Port : 34818
Forward transitions: 1 Bad B PDUsrcvd :0
CfgBPDUsrcvd : 0 CfgB PDUstx :0

TCN BPDUsrcvd  : 0 TCN B PDUstx :0
RSTBPDUsrcvd  : 6 RSTB PDUstx :78760
MST BPDUs rcvd @ 0 MST B PDUstx :0

*A:ALU_SIM2>config>service>vpls>sap#

mstp-configuration

Syntax mstp-configuration

Context show>service>id

Description This command displays the MSTP specific configoratiata. This command is only valid on a
management VPLS.
Output  Show Output — The following table describes the show all commautput fields:
Label Description

Region Name Displays the MSTP region name.

Region Revision Displays the MSTP region revision.

MST Max Hops Displays the MSTP maximum hops specified.

Instance Displays the MSTP instance number.

Priority Displays the MSTP priority.

Vlans mapped Displays the VLAN range of the MSTP instance.

Sample output with MSTP information for 7210 SAS-E:

A:7210-SASE>show>service>id# stp mst-instance 1

MSTP specific info for service 1 MSTI 1

Regional Root  : 80:01.00:25:ba:02:8a:30 Root Port 12048
Internal RPC 120 Remai ning Hopcount: 18

MSTP port info for MSTI 1
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Sap Id Oper-  Port- Port- Port- Same
State Role State Num Region
1/1/1:0.* Up Root Forward 2048 True
1/1/5:0.* Up Designated Forward 2049 True
1/1/10:0.* Up Designated Forward 2050 True
1/1/17:0.* Up Designated Forward 2051 True

A:7210-SASE>show>service>id#
Sample output with MSTP information for 7210 SAS-D:

A:SASD1>show>service>id# stp mst-instance 1

MSTP specific info for service 1 MSTI 1

Regional Root  : This Bridge Root Port . N/A
Internal RPC :0 Remai ning Hopcount: 20

MSTP port info for MSTI 1

Sap Id Oper- Port- Port- Port- Same
State Role State Num Region
1/1/2:0.* Up Designated Forward 2048 True
1/1/5:0.* Up Alternate Discard 2049 False
1/1/6:0.* Up Master  Forward 2050 False

A:SASD1>show>service>id#
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dhcp

Syntax
Context
Description

statistics
Syntax
Context
Description
Parameters
Output

dhcp

show>service>id

VPLS Show Commands

This command enables the context to display DH@&mmation for the specified service.

statistics [sap sap-id]

statistics [interface interface-name]

show>service>id>dhcp

Displays DHCP statistics information.

sapsap-id —Specifies the physical port identifier portion b&tSAP definition.

interface interface-name — Displays information for the specified IP interface

Show DHCP Statistics Output —

statistics.

Label

The following table describes the output fields BddCP

Description

Received Packets

Transmitted Pack-
ets

Received Mal-
formed Packets

Received
Untrusted Packets

Client Packets
Discarded

Client Packets
Relayed

Client Packets
Snooped

Server Packets
Discarded
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The number of packets received from the DHCP didnicludes
DHCP packets received from both DHCP client and PH@rver.

The number of packets transmitted to the DHCP tdidncludes
DHCP packets transmitted from both DHCP client BIHCP server.

The number of corrupted/invalid packets receivedifthe DHCP cli-
ents. Includes DHCP packets received from both DidiEnt and
DHCP server

The number of untrusted packets received from tHEP clients. In
this case, a frame is dropped due to the clierdingra DHCP packet
with Option 82 filled in before “trust” is set undihe DHCP interface
command.

The number of packets received from the DHCP di¢mat were dis-
carded.

The number of packets received from the DHCP ddiémat were for-
warded.

The number of packets received from the DHCP ddi¢mat were
shooped.

The number of packets received from the DHCP sehatrwere dis-
carded.

Page 433



Show, Clear, Debug Commands

summary

Syntax

Context
Description
Parameters

Output

Page 434

Label Description
Server Packets The number of packets received from the DHCP sehatrwere for-
Relayed warded.
Server Packets The number of packets received from the DHCP sahatrwere
Snooped snooped.

*A:7210SAS>show>service>id>dhcp# statistics

DHCP Global Statistics, service 1

Rx Packets 1 416554

Tx Packets : 206405

Rx Malformed Packets :0

Rx Untrusted Packets :0
Client Packets Discarded :0
Client Packets Relayed 1221099
Client Packets Snooped :0

Client Packets Proxied (RADIUS)  : 0
Client Packets Proxied (Lease-Split) : 0

Server Packets Discarded 10
Server Packets Relayed 1195455
Server Packets Snooped :0

DHCP RELEASEs Spoofed 10
DHCP FORCERENEWS Spoofed 10

*A:7210SAS>show>service>id>dhcp#

summary [interface interface-name]
show>service>id>dhcp
Displays DHCP configuration summary information.

interface interface-name -Bisplays information for the specified IP interface

Show DHCP Summary Output —  The following table describes the output fields E3CP
summary.
Label Description
Interface Name Name of the router interface.
Arp Populate Specifies whether or not ARP populate is enabl2d07SAS does not
support ARP populate.

Used/Provided 7210 SAS does not maintain lease state.

Info Option Indicates whether Option 82 processing is enabtethe interface.

Admin State Indicates the administrative state.
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Sample Output

A:7210SAS# show service id 1 dhcp summary
DHCP Summary, service 1

Interface Name Arp  Used/ Info  Admin
Sapld/Sdp Populate Provided Option State

egr 1 No 0/0 Replace Up

i1 No 0/0 Replace Up

Interfaces: 2

*A:7210SAS>show>service>id>dhcp#
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IGMP Snooping Show Commands

igmp-snooping

Syntax
Context

Description

all

Syntax
Context
Description

Output
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igmp-snooping

show>service>id

This command enables the context to display IGM#BImg information.

all

show>service>id>igmp-snooping

This command displays detailed information foraapects of IGMP snooping on the VPLS service.

Show All Service-ID —

The following table describes the show all serviceemmand output

fields:
Label Description
Admin State The administrative state of the IGMP instance.
Querier Displays the address of the IGMP querier on thsulfhet to which the
interface is attached.
Sap Id Displays the SAP IDs of the service ID.
Oper State Displays the operational state of the SAP IDs efdfrvice ID.
Mrtr Port Specifies if the port is a multicast router port.

Send Queries

Max Num Groups

MVR From VPLS

Num MVR Groups

MVR From VPLS Cfg
Drops

MVR To SAP Cfg
Drops

MVR Admin State

Specifies whether the send-queries command is edabldisabled.

Specifies the maximum number of multicast groujas tlan be joined
on this SAP.

Specifies MVR from VPLS.

Specifies the actual number of multicast groups ¢ha be joined on
this SAP.

Displays the from VPLS drop count.

Displays the to SAP drop count.

Displays the administrative state of MVR.
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Label Description (Continued)

MVR Policy The MVR policy name.

Sample Output

*A:7210-2>show>service>id>snooping# all

IGMP Snooping info for service 900

IGMP Snooping Base info

Admin State : Up
Querier :5.5.5.5 on SAP 1/1/14:100

Sap Oper MRtr Send Ma X Num Num
Id State Port Queries Gr oups Groups
sap:1/1/13:100 Up No Disabled No Limit 0
sap:1/1/14:100 Up No Disabled No Limit O
sap:1/1/17:100 Up No Disabled No Limit 1
sap:1/1/18:100 Up No Disabled No Limit 1

IGMP Snooping Querier info

Sap Id :1/1/14:100
IP Address :10.10.10.2
Expires : 254s

Up Time : 0d 00:02:42
Version 12

General Query Interval : 125s
Query Response Interval : 10.0s
Robust Count 12

IGMP Snooping Multicast Routers

MRouter Sap Id Up Time Expires Version

10.10.10.2 1/1/14:100 0d 00:02:44 254s 2

Number of mrouters: 1

IGMP Snooping Proxy-reporting DB

Group Address Up Time

226.6.6.6 0d 00:02:17
229.9.9.9 0d 00:02:56

Number of groups: 2

IGMP Snooping SAP 1/1/13:100 Port-DB

GroupAddressTypeFrom-VPLSUpTimeE xpires

Number of groups: 0
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IGMP Snooping SAP 1/1/14:100 Port-DB

Group Address Type From-VPLS UpTime E xpires

*A:7210-2>show>service>id>snooping#
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mfib
Syntax mfib [brief]
mfib [group grp-address]
Context show>service>id
Description This command displays the multicast FIB on the VRESice.
Parameters brief — Displays a brief output.
group grp grp-address— Displays the multicast FIB for a specific multicgsbup address.
Output  Show Output —  The following table describes the command outjaltl$:
Label Description
Group Address IPv4 multicast group address.

SAP ID Indicates the SAP to which the corresponding mastictream will be

forwarded/blocked.

Forwarding/Block-
ing forwarded.

Indicates whether the corresponding multicast stredl be blocked/

Number of Entries

Forwarded Packets

Forwarded Octets

Specifies the number of entries in the MFIB.

Indicates the number of multicast packets forwardethe correspond-
ing source/group.

Indicates the number of octets forwarded for theasponding source/

group.

Sve ID Indicates the service to which the correspondingjicast stream will
forwarded/blocked. Local means that the multicasiasn will be for-
warded/blocked to a SAP local to the service.

Sample Output

*A:SAS# show service id 1 mfib

Multicast FIB, Service 1

Group Address Sap/Sdp Id Svc

224.4.4.4 sap:1/1/1 Loca

Number of entries: 1

ld Fwd/Blk

I Fwd

*A:7210-2# show service id 5 mfib

Multicast FIB, Service 5

Source Address Group Address Sap Id
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mrouters

Syntax
Context
Description

Parameters
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* 234.5.34.1 sap:lag-1:5.*

55.5.1 234.5.34.1 sap:lag-1:5.*
sap:lag-2:5.*

* 234.5.34.2 sap:lag-1:5.*

5.5.5.1 234.5.34.2 sap:lag-1:5.*
sap:lag-2:5.*

* 234.5.34.3 sap:lag-1:5.*

5.5.5.1 234.5.34.3 sap:lag-1:5.*
sap:lag-2:5.*

* 234.5.34.4 sap:lag-1:5.*

5.5.5.1 234.5.34.4 sap:lag-1:5.*
sap:lag-2:5.*

* 234.5.34.5 sap:lag-1:5.*

5551 234.5.34.5 sap:lag-1:5.*
sap:lag-2:5.*

Number of entries: 10

Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local

Fwd
Blk
Fwd
Fwd
Blk
Fwd
Fwd
Blk
Fwd
Fwd
Blk
Fwd
Fwd
Blk
Fwd

*A:7210-2

mrouters [detail ]

show>service>id>igmp-snooping

This command displays all multicast routers.

detail — Displays detailed information.

Sample Output

*A:7210-2 show service id 3 igmp-snooping mrouters

IGMP Snooping Multicast Routers for service 3

MRouter Sap Id Up Time Expires Version
10.20.1.2 lag-2:3.* 0d 02:30:39 197s 3
Number of mrouters: 1

*A:SNPG-1#

*A:7210-2# show service id 3 igmp-snooping mrouters detail

IGMP Snooping Multicast Routers for service 3

MRouter 10.20.1.2

Sap Id :lag-2:3.*
Expires :181s

Up Time : 0d 02:30:55
Version 13
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Syntax
Context

Description

port-db

Syntax

Description

Parameters

Output

VPLS Show Commands

General Query Interval : 125s
Query Response Interval : 10.0s
Robust Count 12

Number of mrouters: 1

*A:7210-2#

mvr
show>service>id>igmp-snooping

This command displays Multicast VPLS Registrativ/R) information.

port-db sap sap-id [detail ]
port-db sap sap-id group grp-address

show>service>id>igmp-snooping Context

This command displays information on the IGMP snogpport database for the VPLS service.

group grp-ip-address— Displays the IGMP snooping port database for aifipeoulticast group
address.

sapsap-id — Displays the IGMP snooping port database for aiipeAP. SeeCommon CLI
Command Descriptions on page 488command syntax.

group grp-address— Displays IGMP snooping statistics matching the Betgroup address.

sourceip-address— Displays IGMP snooping statistics matching oneipalidr source within the
multicast group.

Show Output —  The following table describes the show outputfiel
Label Description
Group Address The IP multicast group address for which this entrgtains infor-
mation.
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Label

Description

Mode

Type

Compatibility
mode

V1 host expires

V2 host expires

Source address
Up Time
Expires

Number of sources

Forwarding/Block-
ing

Number of groups

Specifies the type of membership report(s) receorethe interface
for the group.

In the include mode, reception of packets serti¢cspecified multi-
cast address is requested only from those IP sauldessses listed
in the source-list parameter of the IGMP membersgfort.

In exclude' mode, reception of packets sent tgihen multicast
address is requested from all IP source addregseptethose listed
in the source-list parameter.

Indicates how this group entry was learned.
If this group entry was learned by IGMP, the vahiset to dynamic.
For statically configured groups, the value istsettatic.

Specifies the IGMP mode. This is used in orderdaters to be
compatible with older version routers. IGMPv3 hasisst operate
in Version 1 and Version 2 compatibility modes. |88 hosts must
keep state per local interface regarding the coiifigt mode of
each attached network. A host's compatibility misddetermined
from the host compatibility mode variable which d¢anin one of
three states: IGMPv1, IGMPv2 or IGMPv3. This valéais kept per
interface and is dependent on the version of gégermies heard on
that interface as well as the older version queriesent timers for
the interface.

The time remaining until the local router will asseithat there are
no longer any IGMP Version 1 members on the IP stultiached to
this interface. Upon hearing any IGMPv1 membersajort, this
value is reset to the group membership timer. Whiketime remain-
ing is non-zero, the local router ignores any IGI2Rave messages
for this group that it receives on this interface.

The time remaining until the local router will asseithat there are
no longer any IGMP Version 2 members on the IP stiattached to
this interface. Upon hearing any IGMPv2 membersejort, this
value is reset to the group membership timer. Whiketime remain-
ing is non-zero, the local router ignores any IGIdRave messages
for this group that it receives on this interface.

The source address for which this entry contaifaimation.
The time since the source group entry was created.
The amount of time remaining before this entry Wwélaged out.

Indicates the number of IGMP group and source fipepieries
received on this SAP.

Indicates whether this entry is on the forwarddisblock list.

Indicates the number of groups configured for 8A¢>.
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Sample Output

*A:7210-2>show>service>id>snooping# port-db sap 1/1 /18:100
IGMP Snooping SAP 1/1/18:100 Port-DB for service 90 0
Group Address Type From-VPLS Up Time E xpires
226.6.6.6 dynamic local  0d 00:12:35 2 60s

Number of groups: 1

*A:7210-2>show>service>id>snooping#
*A:7210-2# show service id 5 igmp-snooping port-db sap lag-1:5.*

IGMP Snooping SAP lag-1:5.* Port-DB for service 5

Group Address Mode Type Up Time Expi res Num
Src

234.5.34.1  exclude dynamic 0d 00:23:38 216s
234.5.34.2  exclude dynamic 0d 00:23:38 216s
234.5.34.3  exclude dynamic 0d 00:23:38 216s
234.5.34.4  exclude dynamic 0d 00:23:38 216s
234.5.34.5  exclude dynamic 0d 00:23:38 216s

PR R RR

Number of groups: 5

*A:7210-2#

*A:7210-2>show>service>id>snooping# port-db sap 1/1 /18:100 detail

IGMP Snooping SAP 1/1/18:100 Port-DB for service 90 0

IGMP Group 226.6.6.6

Type : dynamic

Up Time : 0d 00:12:39 Expires 1 259s
Compat Mode . IGMP Version 2

V1 Host Expires : 0s V2 Host Exp ires : 259s

Number of groups: 1

*A:7210-2>show>service>id>snooping#

proxy-db
Syntax proxy-db [detail ]
proxy-db group grp-address
Context show>service>id>igmp-snooping

Description This command displays information on the IGMP snioggproxy reporting database for the VPLS
service.
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Parameters

Output
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group grp-ip-address— Displays the IGMP snooping proxy reporting dataas a specific
multicast group address.

Show Output —

Label

The following table describes the show outputfel

Description

Group Address

Mode

Up Time

Num Sources

Number of groups

Source Address

Sample Output

The IP multicast group address for which this entrgtains infor-
mation.

Specifies the type of membership report(s) receorethe interface
for the group. In the include mode, reception afkeds sent to the
specified multicast address is requested only fitumse IP source
addresses listed in the source-list parametereof@WVP member-
ship report.

In the “exclude” mode, reception of packets serthéogiven multi-
cast address is requested from all IP source askbes<cept those
listed in the source-list parameter.

The total operational time in seconds.

Indicates the number of IGMP group and source fipepieries
received on this interface.

Number of IGMP groups.

The source address for which this entry contaifeination.

*A:7210-2 show service id 5 igmp-snooping proxy-db

IGMP Snooping Proxy-reporting DB for service 5

Group Address Mode

Up Time Num Source s

234.5.34.1 exclude 0d 00:25:54
234.5.34.2 exclude 0d 00:25:54
234.5.34.3 exclude 0d 00:25:54
234.5.34.4 exclude 0d 00:25:54
234.5.34.5 exclude 0d 00:25:54

O OO oo

Number of groups: 5

*A:7210-2

*A:7210-2>show>service>id>snooping# proxy-db detail

IGMP Snooping Proxy-reporting DB for service 900

IGMP Group 226.6.6.6

Up Time : 0d 00:15:17

Source Address Up Time
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VPLS Show Commands

IGMP Group 229.9.9.9

Up Time : 0d 00:15:56

Source Address Up Time

No sources.

Number of groups: 2

*A:7210-2>show>service>id>snooping#

guerier

Syntax  querier

Context show>service>id>igmp-snooping

Description This command displays information on the IGMP sniogmueriers for the VPLS service.
Output  Show Output —  The following table describes the show outputfiel
Label Description
SAP Id Specifies the SAP ID of the service.
IP address Specifies the IP address of the querier.
Expires The time left, in seconds, that the query will ezpi
Up time The length of time the query has been enabled.
Version The configured version of IGMP.

General Query
Interval

Query Response
Interval

RobustCount

Sample Output

The frequency at which host-query packets are mnéted.

The time to wait to receive a response to the fasty message
from the host.

Specifies the value used to calculate several IGMBsage intervals.

*A:7210-2# show service id 3 igmp-snooping querier

IGMP Snooping Querier info for service 3
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Sap Id :lag-2:3.*

IP Address :10.20.1.2
Expires . 226s

Up Time :0d 02:30:11
Version 13

General Query Interval : 125s
Query Response Interval : 10.0s
Robust Count 12

*A:7210-2#
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static

Syntax  static [sap sap-id]
Context show>service>id>igmp-snooping
Description This command displays information on static IGMBaping source groups for the VPLS service.

Parameters sapsap-id — Displays static IGMP snooping source groups fepecific SAP. Se€ommon CLI
Command Descriptions on page 488command syntax.

Output Show Output — The following table describes the show outputfiel

Label Description
Source Displays the IP source address used in IGMP queries
Group Displays the static IGMP snooping source groupsfspecified SAP.

Sample Output

*A:7210-2# show service id 4093 igmp-snooping stati [«

IGMP Snooping Static Source Groups for service 4093

IGMP Snooping Static Source Groups for SAP 1/1/5:40 93

Source Group

93.93.93.1 239.93.39.1
93.93.93.1 239.93.39.2
93.93.93.1 239.93.39.3
93.93.93.1 239.93.39.4
93.93.93.1 239.93.39.5

Static (*,G)/(S,G) entries: 5

IGMP Snooping Static Source Groups for SAP lag-3:40 93

Source Group

93.93.93.1 239.93.39.1
93.93.93.1 239.93.39.2
93.93.93.1 239.93.39.3
93.93.93.1 239.93.39.4
93.93.93.1 239.93.39.5

Static (*,G)/(S,G) entries: 5

*A:7210-2#
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statistics

Syntax  statistics [sap sap-id]
Context show>service>id>igmp-snooping
Description This command displays IGMP snooping statisticgtierVPLS service.

Parameters sapsap-id— Displays IGMP snooping statistics for a specifftPSSeeCommon CLI Command
Descriptions on page 488r command syntax.

*A:7210-2# show service id 5 igmp-snooping statisti cs

IGMP Snooping Statistics for service 5

Message Type Received  Transmitted Forwarded
General Queries 0 228 0
Group Queries 0 0 0
Group-Source Queries 0 0 0
V1 Reports 0 0 0
V2 Reports 0 0 0
V3 Reports 282 0 0
V2 Leaves 0 0 0
Unknown Type 0 N/A 0

Drop Statistics

Bad Length :0

Bad IP Checksum :0
Bad IGMP Checksum :0
Bad Encoding 10

No Router Alert :0

Zero Source IP 10

Wrong Version :0

Send Query Cfg Drops  : 0
Import Policy Drops :0
Exceeded Max Num Groups : 0
Exceeded Max Num Sources : 0

*A:7210-2#
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VPLS Clear Commands

id
Syntax

Context

Description

Parameters

fdb

Syntax
Context
Description

Parameters

id service-id

clear>service
clear>service>statistics

This command clears commands for a specific service

service-id —The ID that uniquely identifies a service.

Values service-id: 1 — 214748364
svc-name: A string up to 64 characters in length.

fdb {all | mac ieee-address | sap sap-id]
clear>service>id

This command clears FDB entries for the service.
all — Clears all FDB entries.

macieee-address— Clears only FDB entries in the FDB table with tpedfied 48-bit MAC
address. The MAC address can be expressed inrineatobb:cc:dd.eeff or aa-bb-cc-dd-eeff
whereaa, bb, cc, dd, eeandff are hexadecimal numbers.

sap-id —Specifies the physical port identifier portion bétSAP definition. Se€ommon CLI
Command Descriptions on page 488 command syntax.

7210 SAS D, E, K OS Services Guide Page 449



Show, Clear, Debug Commands

sap
Syntax  sap sap-id {all | counters |stp}
Context clear>service>statistics
Description This command clears statistics for the SAP bourttiécservice.
Parameters sap-id —SeeCommon CLI Command Descriptions on page ##3Xommand syntax
all — Clears all queue statistics and STP statisticscégsal with the SAP.
counters —Clears all queue statistics associated with the. SAP
counters
Syntax counters
Context clear>service>statistics>id
Description This command clears all traffic queue countersa@ased with the service ID.
stp

Syntax stp

Context clear>service>statistics>id

Description Clears all spanning tree statistics for the serilice

detected-protocols

Syntax  detected-protocols {all | sap sap-id}

Context clear>service>id>stp

Description RSTP automatically falls back to STP mode whergeives an STP BPDU. Tlktear detected-
protocols command forces the system to revert to the deR&TP mode on the SAP.

Parameters all — Clears all detected protocol statistics.
sap-id —Clears the specified lease state SAP informatieeC®mmon CLI Command Descriptions

on page 483or command syntax.
port-db
Syntax port-db [sap sap-id] [group grp-address]
Context clear>service>id>igmp-snooping
Page 450
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Parameters

guerier

Syntax
Context

Description

statistics

Syntax
Context
Description

Parameters

VPLS Clear Commands

This command clears the information on the IGMPogiirg port database for the VPLS service.

sapsap-id — Clears IGMP snooping statistics matching the sptiBAP 1D and optional

encapsulation value. S€@mmon CLI Command Descriptions on page #f83ommand
syntax.

group grp-address— Clears IGMP snooping statistics matching the spEtifroup address.

querier

clear>service>id>igmp-snooping

This command clears the information on the IGMPogiing queriers for the VPLS service.

statistics { all | sap sap-id}
clear>service>id>snooping

This command clears IGMP snooping statistics.
all — Clears all statistics for the service ID.

sapsap-id— Clears statistics for the specified SAP ID.
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VPLS Debug Commands

id
Syntax
Context

Description

Parameters

event-type

Syntax
Context

Description

Parameters

sap

Syntax
Context
Description

Parameters

stp

Syntax
Context

Description

Page 452

id service-id

debug>service

This command debugs commands for a specific service

service-id —The ID that uniquely identifies a service.

Values

service-id: 1 — 214748364

svc-name: A string up to 64 characters in length.

[no] event-type {config-change | svc-oper-status-change

debug>service>id

| sap-oper-status-change }

This command enables a particular debugging eveet t
Theno form of the command disables the event type delbggg

config-change —Debugs configuration change events.

svc-oper-status-change —bebugs service operational status changes.

sap-oper-status-change —bebugs SAP operational status changes.

[no] sap sap-id

debug>service>id

This command enables debugging for a particular. SAP

sap-id —Specifies the SAP ID.

stp

debug>service>id

This command enables the context for debugging STP.
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all-events

Syntax
Context

Description

bpdu

Syntax
Context

Description

exception

Syntax
Context

Description

VPLS Debug Commands

all-events
debug>service>id>stp

This command enables STP debugging for all events.

[no] bpdu
debug>service>id>stp

This command enables STP debugging for receivedrandmitted BPDUSs.

[no] exception
debug>service>id>stp

This command enables STP debugging for exceptions.

fsm-state-changes

Syntax
Context

Description

fsm-timers

Syntax
Context

Description

port-role

Syntax

Context

7210 SAS D, E, K OS Services Guide

[no] fsm-state-changes
debug>service>id>stp

This command enables STP debugging for FSM stategds.

[no] fsm-timers
debug>service>id>stp

This command enables STP debugging for FSM timangés.

[no] port-role

debug>service>id>stp
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Description

port-state

Syntax
Context

Description

sap

Syntax
Context
Description

Parameters

Page 454

This command enables STP debugging for changeartrraies.

[no] port-state
debug>service>id>stp

This command enables STP debugging for port states.

[no] sap sap-id
debug>service>id>stp
This command enables STP debugging for a spedii: S

sap-id —Specifies the physical port identifier portion bétSAP definition. Se€ommon CLI
Command Descriptions on page 488command syntax.
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IES Show Commands

customer

Syntax
Context
Description

Parameters

Output

customer

show>service

[customer-id] [site customer-site-name]

This command displays service customer information.

customer-id —Bisplays only information for the specified custarii@.

Default

Values

All customer IDs display
1— 2147483647

site customer-site-name- Specifies the customer site which is an anchortgoiran ingress and
egress virtual scheduler hierarchy.

Show Customer Command Output —

output fields:

Label Description
Customer-ID The ID that uniquely identifies a customer.
Contact The name of the primary contact person.
Description Generic information about the customer.
Phone

Total Customers

Multi-service site

Site

Description

Assignment

I. Sched Pol
E. Sched Pol

Service Association

Service-ID

SAP

7210 SAS D, E, K OS Services Guide

The phone/pager number to reach the primary coptasbn.

The total number of customers configured.

Multi-service site name. A multi-service customi¢e $s a group of
SAPs with common origination and termination paints

Information about a specific customer's multi-seg\site.

The port ID, MDA, or card number, where the SAR& are members
of this multi- service site are defined.

The ingress QoS scheduler policy assigned to this-service site.

The egress QoS scheduler policy assigned to thiig-ssuvice site.

The ID that uniquely identifies a service.

Specifies the SAP assigned to the service.
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Sample Output

*A:ALA-12# show servi ce customer

Customers

Customer-ID : 1

Contact : Manager
Description : Default customer
Phone : (123) 555-1212

Customer-ID : 2

Contact : Tech Support
Description : TiMetra Networks
Phone : (234) 555-1212

Customer-ID : 3

Contact : Fred

Description : TiMetra Networks
Phone : (345) 555-1212

Customer-ID : 6

Contact : Ethel
Description : Epipe Customer
Phone : (456) 555-1212

Customer-ID : 7

Contact : Lucy
Description : ABC Customer
Phone : (567) 555-1212

Customer-ID : 8

Contact : Customer Service
Description : IES Customer
Phone : (678) 555-1212

Customer-ID : 274

Contact : Mssrs. Beaucoup
Description : ABC Company
Phone : 650 123-4567

Customer-ID : 94043

Contact : Test Engineer on Duty
Description : TEST Customer
Phone : (789) 555-1212

Total Customers : 8

*AALA-12#

*A:ALA-12# show servi ce custoner 274

Customer 274

Customer-ID : 274

Contact : Mssrs. Beaucoup
Description : ABC Company
Phone 1 650 123-4567
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Syntax

Context

Description

Parameters

IES Show Commands

Multi Service Site

Site : west
Description : (Not Specified)

*A:ALA-12#

*A:ALA-12# show service custoner 274 site west

Customer 274

Customer-ID : 274

Contact : Mssrs. Beaucoup
Description : ABC Company
Phone : 650 123-4567

Multi Service Site

Site : west

Description : (Not Specified)
Assignment : Card 5

I. Sched Pol: SLA1

E. Sched Pol: (Not Specified)

Service Association

No Service Association Found.

*A:ALA-12#

sap-using [sap sap-id]

sap-using interface [ip-address | ip-int-name]
sap-using [ingress | egress] filter filter-id
sap-using [ingress ] gos-policy gos-policy-id

show>service

Displays SAP information.

If no optional parameters are specified, the comthisplays a summary of all defined SAPs. The
optional parameters restrict output to only SAPscimag the specified properties.

sapsap-id — Specifies the physical port identifier portion bEtSAP definition. See Common CLI
Command Descriptions on page 483 for command syntax

ingress —Specifies matching an ingress policy.

egress —Specifies matching an egress policy.

filter filter-id — The ingress or egress filter policy ID for whichdisplay matching SAPs.
Values 1 — 65535

interface — Specifies matching SAPs with the specified IP iiateez.
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ip-addr —The IP address of the interface for which to digpfatching SAPs.
Values 1.0.0.0 — 223.255.255.255

ip-int-name —The IP interface name for which to display matcha#gPs.

Output  Show Service SAP — The following table describes show service SAP oufiglds:

Label Description
Port ID The ID of the access port where the SAP is defined.
Sve ID The value that identifies the service.
SapMTU The SAP MTU value.
lgr.QoS The SAP ingress QoS policy number specified oririgeess SAP.
Ing.Fitr The MAC or IP filter policy ID applied to the ingge SAP.
E.QoS The SAP egress QoS policy number specified onghess SAP.
Egr.Fltr The MAC or IP filter policy ID applied to the egeeSAP.
A.Pol The accounting policy ID assigned to the SAP.
Adm The administrative state of the SAP.
Opr The actual state of the SAP.

Sample Output

*A:DUT-B# show service sap-using sap 1/1/3:100.*

Service Access Points

Portld Svcld  Ing. In g. Egr. Adm Opr
QoS FI tr  Fltr

1/1/1 6 1 no ne none Up Down

1/1/2 700 1 no ne none Up Down

Number of SAPs : 2

*A:DUT-B#
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service-using

Syntax  service-using [ies] [customer customer-id]

Context show>service

Description This command displays the services matching ceusége properties. If no optional parameters are
specified, all services defined on the system aelalyed.

Parameters ies —Displays matching IES services.

customercustomer-id— Displays services only associated with the speatifigsstomer ID.
Default Services associated with an customer.

Values 1— 2147483647

Output  Show Service Service-Using —  The following table describes show service servisigg output
fields:
Label Description
Service Id The value that identifies the service.
Type Specifies the service type configured for the SEnD.
Adm The administrative state of the service.
Opr The operating state of the service.
CustomerID

The ID of the customer who owns this service.

Last Mgmt Change The date and time of the most recent managemdigted change to

this service.

Sample Output

A:ALA-48# show service service-using ies

Services [ies]

Serviceld Type Adm Opr Customerld Last Mgmt Change

88 IES Up Down 8 07/25/2006 15:46:28
89 IES Up Down 8 07/25/2006 15:46:28
104 IES Up Down 1 07/25/2006 15:46:28
200 IES Up Down 1 07/25/2006 15:46:28
214 IES Up Down 1 07/25/2006 15:46:28
321 IES Up Down 1 07/25/2006 15:46:28
322 IES Down Down 1 07/25/2006 15:46:28
1001 IES Up Down 1730 07/25/2006 15:46:28

Matching Services : 8

A:ALA-48#
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id
Syntax id service-id {all | arp | base | sap }
Context show>service
Description This command displays information for a particidarvice-id.
Parameters service-id —The unique service identification number to idgntife service in the service domain.
all — Display detailed information about the service.
arp — Display ARP entries for the service.
base —Display basic service information.
sap —Display SAPs associated to the service.
all

Syntax  all
Context show>service>id
Description This command displays detailed information foraapects of the service.
Output  Show All Service-ID Output —  The following table describes the show all serviteommand

output fields:

Label Description

Service Detailed Information

Service Id The service identifier.

VPN Id The number which identifies the VPN.

Service Type Specifies the type of service.

SDP Id The SDP identifier.

Description Generic information about the service.

Customer Id The customer identifier.

Last Mgmt Change The date and time of the most recent managemeiatad change to
this customer.

SAP Count The number of SAPs specified for this service.

SDP Bind Count The number of SDPs bound to this service.

Service Destination Points (SDPs)

SDP Id The SDP identifier.

Type Indicates whether this Service SDP binding is &spw a mesh.
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IES Show Commands

Description (Continued)

Admin Path MTU

Oper Path MTU

Delivery
Admin State
Oper State

Ingress Label

Egress Label

Ingress Filter
Egress Filter

Far End

Last Changed

Signaling

Admin State
Oper State

Hello Time

Hello Msg Len

Max Drop Count

Hold Down Time

SDP Delivery Mech-
anism

Number of SDPs

7210 SAS D, E, K OS Services Guide

The largest service frame size (in octets) thatmatnansmitted through
this SDP to the far-end router, without requiring packet to be frag-
mented.

The actual largest service frame size (in octéis) ¢an be transmitted
through this SDP to the far-end router, withoutuieqg the packet to
be fragmented.

Specifies the type of delivery used by the SDP: IAPL
The administrative state of this SDP.
The operational state of this SDP.

The label used by the far-end device to send padkehis device in
this service by this SDP.

The label used by this device to send packetsadathend device in
this service by this SDP.

The ID of the ingress filter policy.
The ID of the egress filter policy.

Specifies the IP address of the remote end of tRe$tunnel defined
by this SDP.

The date and time of the most recent change tatis®mer.

Specifies the signaling protocol used to obtainitiggess and egress
labels used in frames transmitted and receivedhigrSDP.

Specifies the operating status of the service.
The current status of the service.

Specifies how often the SDP echo request messagésasmitted on
this SDP.

Specifies the length of the SDP echo request mesdeansmitted on
this SDP.

Specifies the maximum number of consecutive SDRERHTUest mes-
sages that can be unacknowledged before the keeatitocol reports
a fault.

Specifies the amount of time to wait before thepledige operating sta-
tus is eligible to enter the alive state.

When the SDP type is MPLS, a list of LSPs use@&zh the far-end
router displays. All the LSPs in the list must tarate at the IP address
specified in the far-end field.

The total number SDPs applied to this service ID.
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Label

Description (Continued)

Page 462

Service Access Points

Service Id
Port Id
Description
Encap

Admin State
Oper State
Last Changed

Admin MTU

Oper MTU

Ingress qos-pol-
icy

Egress gos-policy
Ingress Filter-1d
Egress Filter-1d
Multi Svc Site

Ingress sched-
policy

Egress sched-pol-
icy

Acct. Pol

Collect Stats

SAP Statistics
Dropped

Offered Hi Prior-
ity

Offered Low Prior-
ity

Forwarded In Pro-
file

The service identifier.

The ID of the access port where this SAP is defined

Generic information about the SAP.

The value of the label used to identify this SARo®a access port.
The desired state of the SAP.

The operating state of the SAP.

The date and time of the last change.

The largest service frame size (in octets) thatxeamansmitted through
this SDP to the far-end router, without requiring packet to be frag-
mented.

The actual largest service frame size (in octéis) ¢an be transmitted
through this SDP to the far-end router, withoutuieqg the packet to
be fragmented.

The SAP ingress QoS policy ID.

The SAP egress QoS policy ID.
The SAP ingress filter policy ID.
The SAP egress filter policy ID.
Indicates the multi-service site that the SAP mseanber.

Indicates the ingress QoS scheduler for the SAP.
Indicates the egress QoS scheduler for the SAP.

Indicates the accounting policy applied to the SAP.

Specifies whether accounting statistics are cabbain the SAP.

The number of packets or octets dropped.

The number of high priority packets, as determibgthe SAP ingress
QoS policy.

The number of low priority packets, as determingdhe SAP ingress
QoS policy.

The number of in-profile packets or octets (rat@weCIR) forwarded.
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Label Description (Continued)

Forwarded Out Pro- The number of out-of-profile packets or octetsgrmbove CIR) for-
file warded.
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arp

Syntax  arp [ip-address] | [mac ieee-address] | [sap sap-id] | [interface ip-int-name]

Context show>service>id

Description Displays the ARP table for the IES instance. ThePAdRtries for a subscriber interface are displayed
uniquely. Each MAC associated with the subscrib&arface child group-interfaces are displayed
with each subscriber interface ARP entry. They doraflect actual ARP entries but are displayed
along the interfaces ARP entry for easy lookup.

Parameters ip-address —Displays only ARP entries in the ARP table with #ipecified IP address.
Default All IP addresses.

mac ieee-address— Displays only ARP entries in the ARP table with #pecified 48-bit MAC
address. The MAC address can be expressed inrieafobb:cc.dd.eeff or aa-bb-cc-dd-eeff
whereaa, bb, cc, dd, eeandff are hexadecimal numbers.

Default All MAC addresses.

sapsap-id— Displays SAP information for the specified SAP Eee Common CLI Command
Descriptions on page 483 for command syntax.

port-id —interface — Specifies matching service ARP entries associattdtie IP interface.
ip-address —The IP address of the interface for which to digpleatching ARP entries.
Values 1.0.0.0 — 223.255.255.255

ip-int-name —The IP interface name for which to display matchiiRPs.

Output  Show Service-ID ARP — The following table describes show service-id ARRpat fields.

Label Description

IP Address The IP address.

MAC Address The specified MAC address.

Type Static —  FDB entries created by management.
Learned — Dynamic entries created by the learning process.
Other — Local entries for the IP interfaces created

Expiry The age of the ARP entry.

Interface The interface applied to the service.

SAP The SAP ID.

Sample Output

*A:DUT-B# show service id 100 arp

ARP Table

IP Address  MAC Address Type Expi ry Interface SAP
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base
Syntax
Context
Description

192.168.1.2 00:00:01:00:00:01 Other 00hOOmM
195.168.1.1 32:67:01:01:00:03 Other 00h0OmM
195.168.1.2 32:68:01:01:00:02 Dynamic 03h59m

IES Show Commands

00s HW
00s to7x
58s to7x

1/1/1:10*
1/1/3:10*
1/1/3:10*

*A:DUT-B#

base

show>service>id

This command displays basic information about tBE service.

Sample Output

*A:ALA-A# show service id 100 base

Service Basic Information

Service Id 1100 Vpn Id

Service Type :IES

Description : Default les description for ser
Customer Id 01

Last Status Change: 08/29/2006 17:44:28
Last Mgmt Change : 08/29/2006 17:44:28
Admin State :Up Oper State
SAP Count 12

Service Access & Destination Points

vice id 100

:Up

Identifier Type AdmMT U OprMTU Adm  Opr
sap:1/1/3 null 1514 1514 Up Up
sap:1/1/4 null 1514 1514 Up Up
*A:ALA-A#
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Show, Clear, Debug Commands

interface [ip-address | ip-int-name] [detail | summary ]
show>service>id

This command displays information for the IP indeds associated with the IES service. If no
optional parameters are specified, a summary dPdhterfaces associated to the service are
displayed.
ip-address —The IP address of the interface for which to digjtdormation.
Values ipv4-address: a.b.c.d (host bits must be 0)
ip-int-name —Specifies the IP interface name for which to digptdormation.
Values 32 characters maximum
detail — Displays detailed IP interface information.
Default IP interface summary output.

summary — Displays the summary of IP interface information.

Show Service-ID — The following table describes show service-id otffrids.
Label Description

If Name The name used to refer to the IES interface.

Type Specifies the interface type.

IP-Address Specifies the IP address/IP subnet/broadcast aldfdise interface.

Adm The administrative state of the interface.

Opr The operational state of the interface.

Admin State The administrative state of the interface.

Oper State The operational state of the interface.

IP Addr/mask Specifies the IP address/IP subnet/broadcast axldfélse interface.

If Index The index corresponding to this IES interface. phimary index is 1;
all IES interfaces are defined in the base virtoater context.

If Type Specifies the interface type.

SAP Id Specifies the SAP’s port ID.

SNTP B.Cast Specifies whether SNTP broadcast client mode ibledaor disabled.

Arp Timeout Specifies the timeout for an ARP entry learnedranibterface.
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Label Description (Continued)
MAC Address Specifies the 48-bit IEEE 802.3 MAC address.
ICMP Mask Reply Specifies whether ICMP mask reply is enabled aafalisd.
Cflowd Specifies whether Cflowd collection and analysidtmminterface is
enabled or disabled.
Redirects Specifies the rate for ICMP redirect messages.
Unreachables Specifies the rate for ICMP unreachable messages.
TTL Expired Specifies the rate for ICMP TTL messages.

Sample Output

A:ALA-49# show service id 88 interface

Interface Table

Interface-Name Adm Opr Type Port/Sapld
IP-Address

Sector A Up Down/D own IES 1/1/1.2.2

test Up Down/D own IES 1/1/2:0
1.1.1.1/31 n/a
1.1.1.1/31 n/a
1.1.2.1/31 n/a

test27 Up Up/-- IES Sub subscriber
192.168.10.21/24 n/a

grp-if Up Down/- - IES Grp 1/2/2

Interfaces : 4

A:ALA-49#
A:ALA-49# show service id 88 interface

Interface Table

Interface-Name Adm Opr(v4/v6) Type Port/Sapld
IP-Address PfxState

Sector A Up Down/Down IES 1/1/1.2.2
test Up Down/Down IES 1/1/2:0
1.1.1.1/31 n/a

1.1.1.1/31 n/a

1.1.2.1/31 n/a

test27 Up Up/-- IES Sub subscriber
192.168.10.21/24 n/a

grp-if Up Down/-- IES Grp 1/2/2
Interfaces : 4

A:ALA-49#
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Appendix: Port-Based Split Horizon

In This Chapter

This section provides Port-Based Split Horizon aunfation information.

e Overview on page 470
* Configuration Guidelines on page 472
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Overview

Topology
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NOTE: Port-based SHG is not supported on 7210 SAS-K.

The port-based split horizon feature can be uselisttble local switching on the 7210 SAS. A
loop-free topology can be achieved using splitzarion 7210 SAS switches.

Traffic arriving on an access or an access-uplioit within a split horizon group will not be
copied to other access and an access-uplink potiteisame split horizon group, but will be
copied to an access-uplink ports in other spliizwr groups.

Since split horizon is a per port feature in 722®BSall SAPs associated with the port becomes
part of split horizon group configured on that port

Figure illustrates an example of split horizon groupsdugeprevent communication between two
access SAPs and between two access-uplink SAPs.

CE-1m

CE-2

Aggregation

Access Port
Access-Uplink Port

7210-SAS-E2

Figure 23: Split Horizon Group Example

Using 7210-SAS-1 as an example:

1.

2.

Split horizon group “access” is created to préway communication between the SAP’s
part of port 1/1/4 and port 1/1/5 (configured asesmss port) within the same VPLS.

Split horizon group “access uplink” is creategtevent any communication between
SAP’s part of port 1/1/1 and port 1/1/3 (configligs an access-uplink) within the same
VPLS.

VPLS 100 is created on 7210 SAS-1 with SAPs 1//A/3, and SAPs on 1/1/4 and 1/1/5
as part of this VPLS. CE1, CE2 and CE3 are theocuet sites.

With this configuration, any communication betwegmrts 1/1/4 and 1/1/5 gets blocked,
similarly communication between ports 1/1/1 and3fets blocked but any traffic
received on ports (SAPs) part of split horizon gréaccess uplink” will be switched to
ports (SAPs) part of split horizon group “accessd @ice versa based on the FDB entries
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for VPLS 100.
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The following configuration guidelines must be éolled to configure a split horizon group.

1. Create a split horizon group in the config prondite group name must be unique across

the system.

7210-SAS1>config#info

#H.

#

echo "Split-horizon-group Configuration"
#.

split-horizon-group access create
description “Block access between access Po
split-horizon-group access-uplink create
description "Block access between access-up
exit
#
7210-SAS1>config#

rts”

link Ports"

2. Associate ports 1/1/4 and 1/1/5 with split honizmoup “access” By default all ports are
access ports. The default Ethernet encapsulatioacfess port is “null”.

7210-SAS1>config#info
#.

echo "Port Configuration"
#.

port 1/1/4
split-horizon-group access
ethernet
exit
no shutdown

exit

port 1/1/5
split-horizon-group access
ethernet
exit
no shutdown

exit
#
7210-SAS1>config#

3. Configure ports 1/1/1 and 1/1/3 as access uplikassociate these ports with split
horizon group “access-uplink” default Ethernet grstdation for access uplink port is

“qing”.

7210-SAS1>config# info
#.

echo "Port Configuration"
.

#
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port 1/1/1
split-horizon-group access-uplink
ethernet
mode access uplink
exit
no shutdown
exit
port 1/1/3
split-horizon-group access-uplink
ethernet
mode access uplink
exit
no shutdown
exit
#
7210-SAS1>config#

4. Create a VPLS instance 100.

#.
#

echo "Service Configuration”
#.

#

service
customer 2 create
exit
vpls 100 customer 2 create
stp
shutdown
exit
sap 1/1/1:100.* create
exit
sap 1/1/3:100.* create
exit
sap 1/1/4 create
exit
sap 1/1/5 create
exit
no shutdown
exit

Note: A split horizon on a port must be configubedore creating any SAPs associated
with that port.
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The following output verifies the split horizon dayuration on a 7210 SAS:

7210-SAS1# show split-horizon-group

Port: Split Horizon Group

Name Description
access Blockaccessbet weenaccessPorts
access-uplink Block access between access-uplink Por ts

No. of Split Horizon Groups: 2

7210-SAS1#

Execute the below mentioned command to verify e gssociation with split horizon groups:

7210-SAS1# show split-horizon-group access

Port: Split Horizon Group

Name Description

access Block access bet ween access Ports

Associations

Port1/1/4 10/100/Gig Ether net SFP
Port1/1/5 10/100/Gig Ether net SFP

Ports Associated : 2

7210-SAS1#

7210-SAS1# show split-horizon-group access-uplink

Port: Split Horizon Group

Name Description

Access-uplink Block access bet ween access-uplink Ports

Associations

Port1/1/1 10/100/Gig Ether net SFP
Port1/1/3 10/100/Gig Ether net SFP

Ports Associated : 2

7210-SAS1#
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Appendix: DHCP Management

In This Chapter

This chapter provides information about using DHi@Eluding theory, supported features and
configuration process overview.

The topics in this chapter include:

« DHCP Principles on page 476
e DHCP Features on page 478
* Common Configuration Guidelines on page 481
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DHCP Principles

In a Triple Play network, client devices (such aswted home gateway, a session initiation
protocol (SIP) phone or a set-top box) use Dyndtust Configuration Protocol (DHCP) to
dynamically obtain their IP address and other ngtweonfiguration information. 7210 autoinit
procedure also uses DHCP to dynamically obtairB®é€ file used for first-time booting of the
system (along with IP address required to retrieeeBOF file, the configuration file and the
Timos software image from the network). DHCP isiked and shaped by several RFCs and drafts
in the IETF DHC working group including the follomg

« RFC 2131, Dynamic Host Configuration Protocol
 RFC 3046, DHCP Relay Agent Information Option

The DHCP operation is illustrated Figure 24

Page 476

Client Home Access DHCP
Device Gateway Node BSA /_/-\_\ BSR Server
O—e5 N @ VPLS 1) 7

ey = ¥

| 4 l N/ : :

1 | 1 |

i Access Node or BSA j ; j

i Insarts Option 82 ! - g !

! | [DHCP Discover (SMAC=HGW, 1 !

1 v | 1 |

! Eﬁ.“m*gﬁﬁ“ﬁ*ew' || | DUAC: Boast, DstiP=0) AHeR !

[NETER . v = [ - " f |

| | | CHaddr=MAC_HGW 2 i g |

Initial Leasa I = | Option 82 = Subscrber Port B :

Request: | I | |

! ! DHCP Offer [SMACHP = Sarvar /—Ln\ !

b | | DMAC = BSR DstiP =0) | foHce |

I~ || CHaddr=MAC_HGIW, Yiaddr= [\ Relay |

l ; IP1, lease_time=tima T :

| | | |

1 | I |

| | | |

: ! DHCP Requast ) !

: || CHadd=MAC HGW, Sladdr= |  /Ducp !

! ! server, address_request=IPI _\Hes?-,-/' » !

Confim Ofar : ! Option 82 =Subscrbar por Er |

of Renew Lease | f_l = |

ks (MR g:ew«:k foHeR I

| - |orCP 1 CHaddr=MAC_HGW, —aa

| o _/j Yiaddr= 1P, lease_tme=time L |

1 | I |

1 | 1 |

I | 1 |

DHCP Lease Table
Fopuiated From
Snooped DHCP ACK

Figure 24: IP Address Assignment with DHCP
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1. During boot-up, the client device sends a DHealier message to get an IP address from
the DHCP Server. The message contains:

- Destination MAC address — broadcast
- Source MAC address — MAC of client device
- Client hardware address — MAC of client device

If this message passes through a DSLAM or othezsecnode (possibly a 7210 SAS device),
typically the Relay information option (Option 8#ld is added, indicating shelf, slot, port, VPI,
VCI and other fields, to identify the subscriber.

DHCP relay is enabled on the first IP interfacéhi@ upstream direction. Depending on the
scenario, the DSLAM, BSA or the BSR will relay ttiscover message as a unicast packet
towards the configured DHCP server. DHCP relayoisfigured to insert the giaddr in order to
indicate to the DHCP server in which subnet an esklshould be allocated.

2. The DHCP server will lookup the client MAC addsesd Option 82 information in its data-
base. If the client is recognized and authorizegicttess the network, an IP address will be
assigned and a DHCP offer message returned. Thed &R will relay this back to the
client device.

3. Itis possible that the discover reached more three DHCP server, and thus that more than
one offer was returned. The client selects onaéefbffered IP addresses and confirms it
wants to use this in a DHCP request message, semieast to the DHCP server that offered
it.

4. The DHCP server confirms that the IP addresslissgailable, updates its database to indi-
cate it is now in use, and replies with a DHCP A@Kssage back to the client. The ACK
also contains the Lease Time of the IP address.
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DHCP Features

« Using Option 82 Field on page 478
e Trusted and Untrusted on page 479
« DHCP Snooping on page 479

Using Option 82 Field

Option 82, or the relay information option is sffieci in RFC 3046, DHCP Relay Agent
Information Option, allows the router to append sdanformation to the DHCP request that
identifies where the original DHCP request arrifresn.

There are two sub-options under Option 82:
« Agent Circuit ID Sub-option (RFC 3046, section)3:This sub-option specifies data
which must be unique to the box that is relayirgdhcuit.
* Remote ID Sub-option (RFC 3046 section 3.2): Huis-option identifies the host at the
other end of the circuit. This value must be globahique.

Both sub-options are supported by the Alcatel-Lu@@10 SAS and can be used separately or
together.

Inserting Option 82 information is supported indegently of DHCP relay.
When the circuit id sub-option field is insertedthg 7210 SAS, it can take following values:

e sap-id The SAP index (only under a IES or VPRN service)
< ifindex The index of the IP interface (only under a IES/®RN service)

» ascii-tuple An ASCIl-encoded concatenated tuple, consistingystem-name|serviceid|
interface-name] (for VPRN or IES) or [system-nar@ejge-id|sap-id] (for VPLS).

» vlan-ascii-tuple An ASCIll-encoded concatenated tuple, consistindp® ascii-tuple
followed by Dotlp bits and Dotlq tags.

Note that for VPRN the ifindex is unique only withdt VRF. The DHCP relay function
automatically prepends the VRF ID to the ifindefdoe relaying a DHCP Request.

When a DHCP packet is received with Option 82 imfation already present, the system can do
one of three things. The available actions are:

* Replace— On ingress the existing information-option iplexed with the information-
option parameter configured on the 7210 SAS. Oasgftowards the customer) the
information-option is stripped (per the RFC).

Page 478 7210 SAS D, E, K OS Services Guide



Interface Configuration

* Drop— The DHCP packet is dropped and a counter imented.

* Keep— The existing information is kept on the packed #he router does not add any
additional information. On egress the informatiguian is not stripped and is sent on to
the downstream node.

In accordance with the RFC, the default behavito iseep the existing information; except if the
giaddr of the packet received is identical to aldP address on the router, then the packet is
dropped and an error incremented regardless afchigured action.

The maximum packet size for a DHCP relay pack&b0 bytes. If adding the Option 82
information would cause the packet to exceed ki she DHCP relay request will be forwarded
without the Option 82 information. This packet dirgitation exists to ensure that there will be no
fragmentation on the end Ethernet segment wherBIH@P server attaches.

In the downstream direction, the inserted Optionr8@mation should not be passed back
towards the client (as per RFC 3046, DHCP RelaymAgigformation Option). To enable
downstream stripping of the option 82 field, DHGgping should be enabled on the SDP or
SAP connected to the DHCP server.

Trusted and Untrusted

There is a case where the relay agent could reegigguest where the downstream node added
Option 82 information without also adding a giafgiaddr of 0). In this case the default behavior
is for the router to drop the DHCP request. Thisawor is in line with the RFC.

The 7210 SAS supports a command trusted, whickvaltbe router to forward the DHCP request
even if it receives one with a giaddr of 0 and Opt2 information attached. This could occur
with older access equipment. In this case the raggnt would modify the request's giaddr to be
equal to the ingress interface. This only makesesevhen the action in the information option is
keep, and the service is IES or VPRN. In the caseravthe Option 82 information gets replaced
by the relay agent, either through explicit confagion or the VPLS DHCP Relay case, the
original Option 82 information is lost, and thesen for enabling the trusted option is lost.

DHCP Snooping

To support DHCP based address assignment in L2ggtion network, 7210 supports DHCP
shooping. 7210 can copy packets designated taddinedard UDP port for DHCP (port 67) to its
control plane for inspection, this process is callHCP snooping.

DHCP snooping can be performed in two directions:
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1. From the client to the DHCP server (Discover egiest messages) to insert Option 82
information; For these applications, DHCP snoopingst be enabled on the SAP

towards the subscriber.

2. From the DHCP server (ACK messages), to remoedition 82 field towards the
client. For these applications, DHCP snooping rbestnabled on both the SAP towards
the network and the SAP towards the subscriber.
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Common Configuration Guidelines

The topic in this section are:

* Configuration Guidelines for DHCP relay and snogpom page 481
* Configuring Option 82 Handling on page 481

Configuration Guidelines for DHCP relay and snoopin g

The following configuration guidelines must be @lled to configure DHCP relay and snooping.

» 7210 SAS devices does not support the ARP pophbtsed on the DHCP lease, assigned
to the DHCP client

e 7210 SAS devices does not maintain the DHCP lassigned to the client

* 7210 SAS devices do not perform IP spoofing checisMAC spoofing checks based on
the DHCP parameters assigned to the client

* MAC learning must be enabled in the VPLS servioe DHCP snooping.

e DHCP snooping is not supported for B-SAPs in B-\Bervices and I-SAPs in I-VPLS
services.

* Ingress ACLs cannot be used to drop DHCP controket.

« DHCP packets received over a SDP cannot be idem@ind option-82 inserted by the
node cannot be removed by the node, in the dovamstdirection. If this behavior is not
needed user should not enable DHCP snooping MPhe service, if the DHCP server is
reachable over the SDP (either spoke-sdp or mgsh-sd

Configuring Option 82 Handling

Option 82, or “Relay Information Option” is a field DHCP messages used to identify the
subscriber. The Option 82 field can already bedilin when a DHCP message is received at the
router, or it can be empty. If the field is emphge router shoulMAC learning must be enabled in
the VPLS service, for DHCP snooping.d add idemtidyinformation (circuit ID, remote ID or
both). If the field is not empty, the router carcide to replace it.

The following example displays an example of aiphBSA configuration with Option 82 adding
on a VPLS service. Note that snooping must be edadskplicitly on a SAP.

*A:7210SAS>config>service#

vpls 2 customer 1 create
shutdown
stp

7210 SAS D, E, K OS Services Guide Page 481



DHCP Principles

shutdown
exit
sap 1/1/12:100 create
dhcp /IConfigura tion example to add option 82
option
action replace
circuit-id
no remote-id
exit
no shutdown
exit
exit
no shutdown
exit

*A:7210SAS>config>service#

The following example displays an example of aiphBSA configuration to remove the Option
82 on a VPLS service.

vpls 2 customer 1 create
stp
shutdown
exit
sap 1/1/14:100 create  //Configurat ion example to remove option 82
dhcp
snoop
no shutdown
exit
exit
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In This Chapter

This section provides information about common CandlLine Interface (CLI) syntax and
command usage.

Topics in this chapter include:

* SAP syntax on page 484
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Common Service Commands

sap
Syntax [no] sap sap-id
Description This command specifies the physical port identifiertion of the SAP definition.

Parameters sap-id —Specifies the physical port identifier portion b&tSAP definition.

Thesap-idcan be configured in one of the following formats:

Type Syntax Example
port-id slotmdaport].channe] 1/1/5
null [port-id | lag-id] port-id: 1/1/3
lag-id: lag-3
dotlq [port-id | lag-id ]:qtag1 port-id:qtagl1: 1/1/3:100

lag-id:qtagl1:lag-3:102
cp.conn-prof-id: 1/2/1:cp.2

ginq [port-id | lag-id]:qtaglqtag?2 port-idgtagl.qtag2: 1/1/3:100.10
lag-id:qtagl.qtag2: lag-10:

The values depends on the encapsulation type eoefigor the interface. The following table
describes the allowed values for the port and endapon types.

Port Type Encap-Type Allowed Values Comments
Ethernet Null 0 The SAP is identified by the port.
Ethernet Dotlq 0— 4094 The SAP is identified by tB2.8Q tag on the port.

Note that a 0 gtagl value also accepts untaggdefsac
on the dotlq port.

Ethernet QinQ gtagl: 0 — 4094 The SAP is identified by two 802.1Q tags on the.por
gtag2: 0 — 4094 Note that a 0 gtagl value also accepts untaggdefsac
on the Dotlq port.
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Standards Compliance

IEEE 802.1ab-REV/D3 Station and

Media Access Control Connectivity

Discovery

IEEE 802.1d Bridging

IEEE 802.1p/Q VLAN Tagging

IEEE 802.1s Multiple Spanning Tree

IEEE 802.1w Rapid Spanning Tree
Protocol

IEEE 802.1x Port Based Network Access
Control

IEEE 802.1ad Provider Bridges

IEEE 802.1ag Service Layer OAM

IEEE 802.3ah Ethernet in the First Mile

IEEE 802.3 10BaseT

IEEE 802.3ad Link Aggregation

IEEE 802.3u 100BaseTX

IEEE 802.3z 1000BaseSX/LX

ITU-T Y.1731 OAM functions and
mechanisms for Ethernet based
networks

IANA-IFType-MIB

IEEE8023-LAG-MIB

ITU-T G.8032 Ethernet Ring Protection

Switching (version 2)

IEEE 802.3af and 802.3at (Power over
Ethernet) — Only on 7210 SAS-T
ETR

Protocol Support

DHCP

RFC 2131 Dynamic Host Configuration
Protocol

RFC 3046 DHCP Relay Agent
Information Option (Option 82)

DIFFERENTIATED SERVICES

RFC 2474 Definition of the DS Field the
IPv4 and IPv6 Headers (Rev)

RFC 2597 Assured Forwarding PHB
Group (rev3260)

RFC 2598 An Expedited Forwarding
PHB

Standards and Protocols

RFC 3140 Per-Hop Behavior
Identification Codes

RFC 4115 A Differentiated Service Two-
Rate, Three-Color Marker with
Efficient Handling of in-Profile
Traffic [Only for 7210 SAS-D ]

IPv6

RFC 2460 Internet Protocol, Version 6

(IPv6) Specification

RFC 2461 Neighbor Discovery for IPv6

RFC 2462 IPv6 Stateless Address Auto
configuration

RFC 2463 Internet Control Message

Protocol (ICMPv6) for the Internet

Protocol Version 6 Specification

RFC 2464 Transmission of IPv6 Packets
over Ethernet Networks

RFC 3587 IPv6 Global Unicast Address
Format

RFC 4007 IPv6 Scoped Address
Architecture

RFC 4193 Unique Local IPv6 Unicast
Addresses

RFC 4291 IPv6 Addressing Architecture

RFC 5095 Deprecation of Type 0 Routing
Headers in IPv6

Multicast

RFC 1112 Host Extensions for IP
Multicasting (Snooping)

RFC 2236 Internet Group Management
Protocol, (Snooping)

RFC 3376 Internet Group Management
Protocol, Version 3 (Snooping)

NETWORK MANAGEMENT

ITU-T X.721: Information technology-
OSiI-Structure of Management
Information

ITU-T X.734: Information technology-
OSI-Systems Management: Event
Report Management Function

M.3100/3120 Equipment and Connection
Models

TMF 509/613 Network Connectivity
Model

RFC 1157 SNMPv1

RFC 1215 A Convention for Defining
Traps for use with the SNMP

RFC 1907 SNMPv2-MIB

RFC 2011 IP-MIB

RFC 2012 TCP-MIB

RFC 2013 UDP-MIB

RFC 2096 IP-FORWARD-MIB

RFC 2138 RADIUS

RFC 2571 SNMP-FRAMEWORKMIB

RFC 2572 SNMP-MPD-MIB

RFC 2573 SNMP-TARGET-&-
NOTIFICATION-MIB

RFC 2574 SNMP-USER-BASED-
SMMIB

RFC 2575 SNMP-VIEW-BASEDACM-
MIB

RFC 2576 SNMP-COMMUNITY-MIB

RFC 2665 EtherLike-MIB

RFC 2819 RMON-MIB

RFC 2863 IF-MIB

RFC 2864 INVERTED-STACK-MIB

RFC 3014 NOTIFICATION-LOGMIB

RFC 3164 Syslog

RFC 3273 HCRMON-MIB

RFC 3411 An Architecture for
Describing Simple Network
Management Protocol (SNMP)
Management Frameworks

RFC 3412 Message Processing and
Dispatching for the Simple Network
Management Protocol (SNMP)

RFC 3413 Simple Network Management
Protocol (SNMP) Applications

RFC 3414 User-based Security Model
(USM) for version 3 of the Simple
Network Management Protocol
(SNMPv3)

RFC 3418 SNMP MIB draft-ietf-disman-
alarm-mib-04.txt

RFC 3418 SNMP MIB

RADIUS
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RFC 2865 Remote Authentication Dial In
User Service
RFC 2866 RADIUS Accounting

SSH
draft-ietf-secsh-architecture.txt SSH
Protocol Architecture
draft-ietf-secsh-userauth.txt SSH
Authentication Protocol
draft-ietf-secsh-transport.txt SSH
Transport Layer Protocol
draft-ietf-secsh-connection.txt SSH
Connection Protocol
draft-ietf-secsh- newmodes.txt SSH
Transport Layer Encryption Modes

TACACS+
draft-grant-tacacs-02.txt

TCP/IP

RFC 768 UDP

RFC 1350 The TFTP Protocol

RFC 791 IP

RFC 792 ICMP

RFC 793 TCP

RFC 826 ARP

RFC 854 Telnet

RFC 1519 CIDR

RFC 1812 Requirements for IPv4
Routers

RFC 2347 TFTP option Extension

RFC 2328 TFTP Blocksize Option

RFC 2349 TFTP Timeout Interval and
Transfer Size option

Timing (Only on 7210 SAS-D ETR)

ITU-T G.781 Telecommunication
Standardization Section of ITU,
Synchronization layer functions,
issued 09/2008

ITU-T G.813 Telecommunication
Standardization Section of ITU,
Timing characteristics of SDH
equipment slave clocks (SEC),
issued 03/2003.

GR-1244-CORE Clocks for the
Synchronized Network: Common
Generic Criteria, Issue 3, May 2005

ITU-T G.8261 Telecommunication
Standardization Section of ITU,
Timing and synchronization aspects
in packet networks, issued 04/2008.
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ITU-T G.8262 Telecommunication
Standardization Section of ITU,
Timing characteristics of
synchronous Ethernet equipment
slave clock (EEC), issued 08/2007.

ITU-T G.8264 Telecommunication
Standardization Section of ITU,
Distribution of timing information
through packet networks, issued 10/
2008.

IEEE Std 1588™-2008, IEEE Standard
for a Precision Clock
Synchronization Protocol for
Networked Measurement and
Control Systems.

Proprietary MIBs
ALCATEL-IGMP-SNOOPING-
MIB.mib
TIMETRA-CAPABILITY-7210-SAS-E-
V5v0.mib (Only for 7210 SAS-E)
TIMETRA-CAPABILITY-7210-SAS-D-
V5v0.mib (Only for 7210 SAS-D)
TIMETRA-CHASSIS-MIB.mib
TIMETRA-CLEAR-MIB.mib
TIMETRA-DOT3-OAM-MIB.mib
TIMETRA-FILTER-MIB.mib
TIMETRA-GLOBAL-MIB.mib
TIMETRA-IEEE8021-CFM-MIB.mib
TIMETRA-LAG-MIB.mib
TIMETRA-LOG-MIB.mib
TIMETRA-MIRROR-MIB.mib
TIMETRA-NTP-MIB.mib
TIMETRA-OAM-TEST-MIB.mib
TIMETRA-PORT-MIB.mib
TIMETRA-QOS-MIB.mib
TIMETRA-SAS-ALARM-INPUT-
MIB.mib [Only for 7210 SAS-E]
TIMETRA-SAS-FILTER-MIB.mib
TIMETRA-SAS-IEEE8021-CFM-
MIB.mib
TIMETRA-SAS-GLOBAL-MIB.mib
TIMETRA-SAS-LOG-MIB.mib.mib
TIMETRA-SAS-MIRROR-MIB.mib
TIMETRA-SAS-PORT-MIB.mib
TIMETRA-SAS-QOS-MIB.mib
TIMETRA-SAS-SYSTEM-MIB.mib
TIMETRA-SCHEDULER-MIB.mib
TIMETRA-SECURITY-MIB.mib
TIMETRA-SERV-MIB.mib
TIMETRA-SYSTEM-MIB.mib
TIMETRA-TC-MIB.mib

TIMETRA-VRTR-MIB.mib
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